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https://www.asahigroup-holdings.com/newsroom/detail/20250929-0102.html

2 48a: BleepingComputer [Qilin ransomware claims Asahi brewery attack, leaks datal
https://www.bleepingcomputer.com/news/security/gilin-ransomware-claims-asahi-brewery-attack-leaks-data/

3 Hi#: Resecurity [Qilin Ransomware and the Ghost Bulletproof Hosting Conglomerate]
https://www.resecurity.com/blog/article/qilin-ransomware-and-the-ghost-bulletproof-hosting-conglomerate
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https://www.asahigroup-holdings.com/newsroom/detail/20251008-0101.html
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https://www.asahigroup-holdings.com/newsroom/detail/20251014-0101.html

8 Hief: Resecurity IQilin Ransomware and the Ghost Bulletproof Hosting Conglomerate]
https://www.resecurity.com/blog/article/qgilin-ransomware-and-the-ghost-bulletproof-hosting-conglomerate
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12 4@l CISCO TALOS [Uncovering Qilin attack methods exposed through multiple cases)
https://blog.talosintelligence.com/uncovering-gilin-attack-methods-exposed-through-multiple-cases/
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13 H@i: Microsoft [Rise in ‘Shadow Al’ tools raising security concerns for UK organisations)
https://ukstories.microsoft.com/features/rise-in-shadow-ai-tools-raising-security-concerns-for-uk/
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Samsung Software Engineers Busted
for Pasting Proprietary Code Into
ChatGPT

In search of a bug fix, developers sent lines of confidential code to ChatGPT on two separate
occasions, which the Al chatbot happily feasted on as training data for future public responses.

aaaaaaaa

Fle. 2 R—AL (RO TRV Al iR T ZREICFERIBIRVREON S INDLCHERNMVETHD. &5
(C. EFELRIBNLRESER T, Al MERUXEPERIE =EDOEFNZFEL TV SR EHD.

COEORBEHMMEBEINRVEFER TEREINSL. BRREANOBRE, DT 7 ERBEDEREICELD. 2
E_FOURIERDIES,

2.4, REHNBINEM B
PETOEZER Al FIBCHIOTE. ARENEEUZUTOLIBAA RS ONEELR B,
KETAZERAMHFAFIFT(NIST): TAIURIRFRSAYRIL—LT—% (Al RMF) |*°
MIEABLIRRELA: TAlBEEHIRS1> 10
IRYTATBUE N IS RAEHEERMAS (IPA): [THANER Al OEA SERHA RS> 18
TNBOHA RS> TR v R-ALIEVS SEZEIERALTORVEDO0, BERTO Al Y—ILFIBICOVWTETILH

14 Hea: PCMag [Samsung Software Engineers Busted for Pasting Proprietary Code Into ChatGPT J
https://www.pcmag.com/news/samsung-software-engineers-busted-for-pasting-proprietary-code-into-chatgpt

15 ipg8: NIST TAI Risk Management Framework]
https://www.nist.gov/itl/ai-risk-management-framework

16 W MIEE [TAI RYRND—IHSHEERE | Al BEEH RS> 1BHR-]
https://www.soumu.go.jp/main_sosiki/kenkyu/ai_network/02ryutsu20_04000019.html

17 e RFEEE TAIBEENIRS(>)
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/20240419_report.html

18 iheh: IPA MIZITECEAN (EIRAMBHEEIAE [THRNER Al DB A SBRHA RS>
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2024/generative-ai-guideline.html
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3. NIST D)SAD—RKRVS—H4 RSAEH

3.1. f1E

NIST CREESAZERMIRATN)ET SINTAT>T1TADHA RSA > DRI THS SP 800-63 DEE 4 AR(SP
800-63-4)ENFILTWVEY, A5 Y —ERICHBIFBARNFEROREE D2 DFAMH - B AR OEEZRLTH., 5
3 ARDMAREENTZ 2017 ELEOT SHIVBRBOZLICTIHUERE LRI TS,

BIHA RIA LK BATHERS T RELIZEDTH BN ERRIBARSFI—IERITHN, BETO/ (XD — REEAR)S —
REDRBEUICERZER RFTTEEMEN BB,

NIST SP 800-63 Digital Identity Guidelines

Background

In July 2025, NIST released the final version of SP 800-63, Revision 4. The culmination of an almost four-year process that included foundational research, two
public drafts, and nearly 6,000 individual comments from the public, Revision 4 of SP 800-63, Digital ldentity Guidelines, intends to respond to the changing
digital landscape that has emerged since the last major revision of this suite was published in 2017. The guidelines present the process and technical
requirements for meeting digital identity assurance levels for identity proofing, authentication, and federation, including requirements for security and privacy as
well as considerations for improved customer experience of digital identity solutions and technology. This revision includes many substantial content changes,
including the following:

1. Updates text and context setting for risk management

2. Adds recommended continuous evaluation metrics

3. Expands fraud requirements and recommendations for identity proofing processes

4. Restructures the identity proofing controls to better define roles and types of identity proofing

5. Adds controls for addressing injection attacks and forged media (e.g., “deep fakes™)

6. Integrates syncable authenticators (e.g., synced passkeys)

7. Adds subscriber-controlled wallets to the federation model
Among many other changes, these represent a comprehensive update from Revision 3. As with previous revisions, implementation resources such as FAQs,

conformance criteria, and more will be made available in the near future.

Available Online

The online versions of the four volumes of draft SP 800-63-4 are available at.

O 0@

SP 800-63-4 SP 800-63A-4 SP 800-63B-4 SP 800-63C-4

Digital Identity Guidelines Igentity Proofing & Enroliment & Authenticator Federation & Assertions

10 NIST [c&3. SP 800-63 OXR—

3.2.[SP 800-631&(%

SP 800-63 (& NIST WSREUT SN TAT > T4T4A (LT BH1A RIA > Thd. A1 Y —ERCBIFDIARANIETDD
SREEDfz DI HE B EOE#EZRU TS,

R(GTEFEREECRITBHA RS> 1ELT 2004 ECARIEN. BB, BROZ(CEERDANBHSHETZFEI TS
212011 FE(CABI2NTZ SP 800-63-1 Tld. #EBLAIBHSZERVIECOVTOEREEMNEMENTZ, £\ SP

19 tHga: NIST FNIST SP 800-63 Digital Identity Guidelines)
https://pages.nist.gov/800-63-4/

20 4igi: NIST lLet’s get Digital! Updated Digital Identity Guidelines are Here!J
https://www.nist.gov/blogs/cybersecurity-insights/lets-get-digital-updated-digital-identity-guidelines-are-here

21 4igl: NIST [Special Publication 800-63
https://www.nist.gov/itl/applied-cybersecurity/special-publication-800-63
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JC20— REIERS —(CHRFHAFNBTEEROT,

UMU. 2017 £EICERETENT SP 800-63-3 TAZRBEULNMTNHIN. /(R T— ROTEHAZE D FINIEHER LR,
JC2T— ROEMMLDERIEERUDTIABE . BHET. XEOBRHREIN. BAXETH3 SP 800-
63 THARIA> 2RO ERRIBL. RAMEREEFIOTRICEITS SP 800-63A. SR SO X(CAIT3 SP 800-
63B. ATARID ID 5EEICRITS SP 800-63C 0 3 DONMA TR BOFMERIET AR,

2025 £ 7 B, BFRT&H3 SP 800-63-4 NMEXABIanz?%,

B4 RSA LK BFFHLRIZ I REUBD THZN, HARKETSIBEINTHD. 9 A 30 BICTSHIFNSTIITEN
EITHFERE TORAERICBITZTSINTAT O TATADEIRVNCBI T 311 R34 > JI[CERRENTL S,

3.3. NAT—-RRUS =M RS/ DEER
SP 800-63-4 M35:RFEETA THA VI EIRICRI B RF1X M SP 800-63B-4 (§. ZEFRBIIDSSB258(LE
HRIOIRZEFZBIFTSNI, ZOHRT/NAT— FRUS— 1 RS/ > ER#Fbenfres, SEBEnTVS.

(RIAR®D SP 800-63B-3 H'7RUIE#R]

2017 £ 6 BICRERINLFIOIRTHS SP 800-63B-3 Tld. FREECOVWTHILLWE I ANSRIENT, £9'\ 5F
BINEBIROEBEN. FAE(CLOT, FRELDEBEZEDIINEEVIEZN RSN, EERIBRICOVTII/NZAT—REREE
([CHIRZEZRPEIZINA DL 2RI,
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22 ¢i: NIST [NIST SP 800-63 Digital Identity Guidelines)
https://pages.nist.gov/800-63-4/

3 HE: FIHVT MTHRFHRE CORARERICBIZTSINTATITATADBIRWIBIS 30 RS54 > ]
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref resources/e2a06143-ed29-4f1d-9c31-
0f06fcab7afc/12cb1a6¢/20250930_resources_standard_guideline_identityverification_01.pdf

24 ¢if: NIST FNISTIR 7991 United States Federal Employees’ Password Management Behaviors - a Department of
Commerce Case Study/J
https://nvipubs.nist.gov/nistpubs/ir/2014/NIST.IR.7991.pdf

2 g GMO hS2K-04> JO0J MtROBFRIELENENS : NIST SP800-63-3 %55H#E]
https://blog.trustlogin.com/articles/2017/20171130
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PASSWORD TIPS

L 2

Use a phrase with multiple
alone to protect anything you words that you can picture in
value. Turn on multi-factor your head, so it's difficult to primary email, by giving each a
authentication wherever guess but easy to remember. unique passphrase. A password
possible. manager can help.

Protect your most important
accounts, like banking and

Don't rely on passwords

\l/ @

@ O

- - Ign

s ;\ g’ o
Password: sunwalkraindrive
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N | ) wWww.nist.gov
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tET (kD SP800-63B-4 (d. SP 800-63B-3 NSEREENLDIEHENTZEDICIRDI,

F9. JRV-FONERNREIN, SERDILEAEDEIHEEUMETAIEREC 8 XFL L, JIAT—-ROH T
AEFBIBA 15 XFU LEERSNC SERDLOFAZEAREL. /AT — FEAKTOIRIEFFISMIRT—RELT
R\ ZDIZERFXFEHEIEL I E TN IV —XOFAICELD T+ 1T REOHEARZIEL TS, E5(C, /AT ROTE
HIZE BB FREOEHIEVOLERZ[ IRETE BV DIFHERORIINSI U TIRSRVIDEEIEDRIAL BAHE

L. ECEZPTV (I — X 2{E AT IMROMEEE# T B LOBERERHTLD, 2728

1=

SP 800-63B-3

SP 800-63B-4

IR0 -Ros/IME

8 XFLU L

ZERILEFEDEZHE: 8 XFUL
NRD—ROH TR I B35 15 XFE

AT —ROFEHZEE

IR — Rz AN (CEE I B2 BERINETIE
(AN

2T - Rz EHAN(CEE I B2 BRUTIIRS
B,

NI —RERIL -V

BHOXFEZEFILLD, AUXFORENRLE
BIEUIEDT DI -V R I NETIER,

BHOXFEZEH T - ZRUTRRER
LY,

&R 2 SP 800-63B-4 M)SRAT—RRUS—(CREITZEREE (IR SP 800-63B-3 LDLLE)
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26 4ii: NIST [Easy Ways to Build a Better P@$5w0rd
https://www.nist.gov/blogs/taking-measure/easy-ways-build-better-p5w0rd

27 ¢ia: NIST [SP 800-63B A. Strength of Passwords]
https://pages.nist.gov/800-63-4/sp800-63b/passwords/

28 H#: Security Boulevard INIST SP 800-63B Rev. 4 Password Updates)
https://securityboulevard.com/2025/09/nist-sp-800-63b-rev-4-password-updates/
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