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U.S. DEPARTMENT of STATE

Home > Office of the Spokesperson > Press Releases > U.S. Support for Connectivity and Cybersecurity in Ukraine

* ke k

U.S. Support for Connectivity and Cybersecurity in Ukraine

FACT SHEET
OFFICE OF THE SPOKESPERSON

MAY 10, 2022

Share «

Leading up to and during Russia's unprovoked and illegal further invasion of Ukraine, the United States is supporting
Ukraine's continued access to the Internet and to enhance Ukraing's cyber defenses. These efforts, coordinated across

the U.S. government, include:
1 REBEICLZITIVAVU-
(99541 F DiEfRIEE YA N—tF2VT /(ORI TIREDYR— M

Db BEEER (9951 HRROECHZI BXRVEE |51 /\—TE]
https://www.jiji.com/jc/v8?id=202204ukrrusyt

> 488 : Foresight [OS7HSEEA>ITESFEHK - DISAFHAN—tF1UF1 5] |
https://www.fsight.jp/articles/-/48810

3 1488 : U.S. Department of State [U.S. Support for Connectivity and Cybersecurity in UkraineJ
https://www.state.gov/u-s-support-for-connectivity-and-cybersecurity-in-ukraine/
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UKRAINE WINS EUROVISION 2022
UA

MORQEEANOI o
ORQEEANOIL () Congratulations Kalush Orchestra - find out more.

Offcial Par trer

Stories
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2 [1-0E>3a>Y>JI>FAMWeb B4 b

4 HBE : ESET 954 FHICAMREEEZ 550 Industroyer |XILIT7 D3/ —a> T Industroyer2 |52
https://www.eset.com/jp/blog/welivesecurity/industroyer2-industroyer-reloaded/?utm_source=malware_info&utm_medium=refferal&utm_campaign=industroyer2

> 8t : Sysdig [4U7E NATO (3393 Killnet /N —IRZE(CDWT)
https://www.scsk.jp/sp/sysdig/blog/container_security/natokillnet.html

® Hi#8 : NBC [Ukraine crowned winner of 2022 Eurovision Song Contest]
https://www.nbcnews.com/pop-culture/pop-culture-news/ukraine-crowned-winner-2022-eurovision-song-contest-rcna28318
7 88 ; REUTERS [Italy prevents pro-Russian hacker attacks during Eurovision contestl
https://www.reuters.com/world/europe/italian-police-prevents-pro-russian-hacker-attacks-during-eurovision-contest-2022-05-15/
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JzIZ. Advanced Intelligence ([C&3&. COfEENIET 5> REEZIESILEHBEIIRED THD. Conti (& 2020 FEED
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“WARNING"

= The Conti Team is officially
announcing a full support of Russian
government. If anybody will decide to
organize a cyberattack or any war
activities against Russia, we are going to
use our all possible resources to strike
back at the critical infrastructures of an
enemy

2022,02. 25.

3 O3 7%1F%RIATS Conti DI%TH 8
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8 b8 : Advanced Intelligence [DisCONTInued: The End of Conti's Brand Marks New Chapter For Cybercrime Landscapel
https://www.advintel.io/post/discontinued-the-end-of-conti-s-brand-marks-new-chapter-for-cybercrime-landscape

° 88 : WIRED [5>H A7 Conti |OBRFRENSR A, O3 7BAFEOEMRRR]
https://wired.jp/article/conti-ransomware-russia/

10 wpn : u.S, Department of State [Reward Offers for Information to Bring Conti Ransomware Variant Co-Conspirators to Justicel

https://www.state.gov/reward-offers-for-information-to-bring-conti-ransomware-variant-co-conspirators-to-justice
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o Mykhailo Fedorov &
oo

We are creating an IT army. We need digital talents. All
operational tasks will be given here:
t.me/itarmyofurraine. There will be tasks for everyone.
We continue to fight on the cyber front. The first task is
on the channel for cyber specialists.

1,408 fFD3IAY-— 228 ffoLh

EDQY_—b

18 o)t —

4 IT ENOSHZFTHITEX

Number of users:

[} 5;] Army ' Ukraine 81733 8 <
Domains: sso.shis.
https://sso.sbis.ru/auth-online/?ret=online.sbis.ru/ @ -
Domains: online.sberbank.ru
hitps:/online.sberbank.ru/CSAFrontfindex.do @ @ ~
Domains: www.sberbank.ru
[ro— W LUNGR https:/Aww.sberbank.ru/ru/person @ @ v
300
- .
100
0 - Domains: www.akbars.ru
ok s o™ oed
https:/iwww.akbars.ru/ @ @ -
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11 g8 ; Twitter [@FedorovMykhailoJ

https://twitter.com/FedorovMykhailo/status/1497642156076511233

12 e : REUTERS [Putin promises to bolster Russia's IT security in face of cyber attacks)
https://www.reuters.com/world/europe/putin-warns-cyber-aggression-against-russia-promises-security-shakeup-2022-05-20/

13 Hi88 : INSIDER [Russia demands that the world 'demilitarize' the internet and accuses the West of 'cyber-totalitarianism']

https://www.businessinsider.com/russia-demands-demilitarization-online-information-2022-5
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14 4e : Twitter [@YourAnonNews]
https://twitter.com/YourAnonNews/status/1523578517694341121

15 88 : The Washington Post [Russian TV, online platforms hacked with antiwar message on Victory Day
https://www.washingtonpost.com/world/2022/05/09/russia-tv-hack-victory-day-ukraine-war/

16 e : Twitter F@YourAnonOnel
https://twitter.com/YourAnonOne/status/1528048043647434752

17 {488 : Infosecurity FAnonymous Declares Cyber-War on Pro-Russian Hacker Gang Killnet)
https://www.infosecurity-magazine.com/news/anonymous-declares-war-on-killnet/
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18 488 : YouTube FCYBERUK ONLINE Plenary 1 : Global response, Global impact: Strategic alignment and collaboration
https://www.youtube.com/watch?v=7Ywcj8]dv7w

19 g8 : GCHQ [Director GCHQ speaks at CyberUK 2022]
https://www.gchqg.gov.uk/speech/cyberuk2022

20 g : JETRO THEOYAN\—tF1)T(ARHIDIRIRE R ]
https://www.jetro.go.jp/ext_images/_Reports/01/427a23803575001d/20170120.pdf
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BSOS FRARDEBDICTEREB DT —FET NV MIREIN TS JERIALTVS CNICKDRERRF(E., 27
FRKRY RABE I BETER BT E ZE8 TETzE LD,

NCF FFENASNCENTHSE RERCHAN Rz ToOTV\S L RCENTIRholfesd, IV ITREDF

2L KB ;ST MASRIREISE>Y— (CRDS) [REDYAN\—EENEZEEL, RERSTIIERYA/(-EBB (NCF) D%37)
https://crds.jst.go.jp/dw/20201127/2020112725279/

22 e SEERKTF [International Policy Review Puts Cyber at the centre of the UK’s Securityl
https://www.gov.uk/government/news/international-policy-review-puts-cyber-at-the-centre-of-the-uks-security

23 (88 SERAT [Permanent location of National Cyber Force campus announced]
https://www.gov.uk/government/news/permanent-location-of-national-cyber-force-campus-announced

24 188 : King’s College London The Policy Institute [The National Cyber Force that Britain Needs?)
https://www.kcl.ac.uk/policy-institute/research-analysis/national-cyber-force

25 8 : NCF TNATIONAL CYBER FORCE EXPLAINER]
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1041113/Fo
rce_Explainer_20211213_FINAL__ 1 .pdf

26 H#8 : GCHQ [Director GCHQ speaks at CyberUK 2022]
https://www.gchqg.gov.uk/speech/cyberuk2022
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S AFTTPTIREBATCES . SEOSEADIE SR \WF>J OF 1ELTED EiFsniz? 2,

2.4. F&H

SEl. REBFRMAN-EREBLAZN LA N —VERERDOEER 2 BSARUOFEHAN RSB TH B,
TR LT\ —ER(EINE T, O3 7P E. EEEEFEORRSLENS APT INEBEENTULN, Sl KRB/E
B RIEDERENKRI DL, 6 A 1 BICEKBAN-ETRED. 931/ HEWOOS F7ICH U IREERR) \w+
SOVEE | ZERBLTUVRE ATATDAAEI—-ICEZTWVS?, —A T REBAFEEDOEF A TERL TLSEFHBAL
TVBH, MEICARNITIEE 0T/ N\ -EFRLDEBOHVFV A REERN TERZ SN TS,

NCF QYA N —EEOFIRICDOVTILI I REFEICIA MERE T 1B TVD. HATIHIRIEDECS. NCF DLS
IREBZITOCVIBATHEER ITFIELR VY, BAN—IEFEOUA N —TOD0BRLIEL THD. 31T 23/edcb IXMzER
I T HDIAFT O R(TED THTNRETIFRUVNEEZ D,

27 4188 : Sky News TUK government hackers destroyed hundreds of thousands of stolen credit card details held by criminals]
https://news.sky.com/story/uk-government-hackers-destroyed-hundreds-of-thousands-of-stolen-credit-card-details-held-by-criminals-12609745
28 gl ZDNet [Government hackers made hundreds of thousands of stolen credit cards 'worthless' to crooks
https://www.zdnet.com/article/government-hackers-made-hundreds-of-thousands-of-stolen-credit-cards-worthless-to-crooks/
2 1 : Sky News [US military hackers conducting offensive operations in support of Ukraine, says head of Cyber Command)

https://news.sky.com/story/us-military-hackers-conducting-offensive-operations-in-support-of-ukraine-says-head-of-cyber-command-12625139
30 44488 : King’s College London The Policy Institute [The National Cyber Force that Britain Needs?)
https://www.kcl.ac.uk/policy-institute/research-analysis/national-cyber-force
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3. Telegram

3.1. #1E

B HAN-IETEDEEFEREL T, Telegram HFIFENZHESMEZ TL\D, Fz. D74 FHRIICAHWVWOS 7EEE
DIEHRIFEELTEENEFOTLD.. A5 Cld Telegram O4FER. JLFFEEDRICOS VBB TOFIANLENIOTVBER
([CDVWTHEIT 9 %,

3.2. Telegram &l 3t 32 33

Telegram (&, 2013 £(C Telegram Messenger LLP(F. Telegram #t)%5&%37
LIlzO> 7 A& 2 % () (CRDBFREINAY -S> )7 ) THhd. BIHHOZSY
JDZA(FOS7HETHY. Telegram OBMIT7I7471-H -3 5 B AZEBZ2. 0>
PEARO IT (CE8I2ERFIDSD. 2014 S (CARHZOSTHSIBER T 2L ZRIERCE
NN, OVRY SUHR=IRBE, CNFTICELDOEPTZER 4 LT IRTEDHLR(ZR
NATHD, IRMMDFERFINEENIHES 3 FBEIDEL TS,

Telegram ([C[E1—HY—-BOXvE—S%BES{ETBIATI AN B0, cnzFESE
Telegram fETEZXEXY - DPDENZ R B E(EARBEEE DD, o, DENA>T5
ANIIFYZEERAL TV, U—N\—[REENZF vy T —FEHHFROEE DT -7 - (LU TRFEN S,
T H—N\—_EDOXyE—-JRIRICE. BRZENSOEEBOFHIFRR D HIRELRD . CNICEDBRFERT AN
—tRIROBHBEEEETER, & Telegram #HEERLTLS,

LINE BREDMDAYE -7 IUT(E M—=IDEEZEEL TECNSIY —/\—(C5&B 128, BThEIBETHD. TNBIC
tEX Telegram TOYDERD(E, 7IUT—EHETEH—/-NSEHEEEN. XvE—-S0ETERE#L RS, 20D
Telegram (&, JEFEBNEHATHERI DB Z BN BT DIEFEFERE U TENN D ZENZ L,

Telegram (&, SEPITHENSEEHS PF vy NEREREDIBIRMIZROSNIIZE . Telegram OI1—-H N5
ODBEEE THdEZFEATZFEFIFTN SO R TEDIEEDHIT G T DERN TS, [LIEINETIC, EDLIRT
—RAF—EHERETLRL,

9 Telegram ¥—7%

31 488 : Telegram [Telegram Privacy PolicylJ
https://telegram.org/privacy

32 48t : Telegram [Telegram FAQJ
https://telegram.org/fag#qg-what-is-telegram-what-do-i-do-here

3 HE : Line MEEALBADNIE]
https://linecorp.com/ja/security/article/28
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3.3. B4 /)\-IB5EL Telegram

(U—IFvxIV]>

Telegram (C(&, FrRIVEVITIFTELZEDAIC
BTS2 RAETDHEEN DD 1-H—(E8
POBFEESZNMEICEONRELZI-Y -
BT, FrRIVEVERR TED. Telegram (&, L&
DSEBITHLBI I HBIRENICKWCEICINZ . Frr)LE/E
BINE. FEAREDT7I74T1-F—DHH52<D
FrRIEBRERIERS TERF v ANDD. BIROEH
LWL =917 406, Telegram OF vRIUSRTER(C
U5 kBN,

NBISEEULYAN-IEFEE(. Telegram (C
BEOU-IF v RIVEVERRL . RATZERITORERD, 4
DEFEEAE. DIFVAERE. RENSTRHLUE
VPN 7hD> hNEZERITITRUIZD. BR5ELIZDLT
W3 (B 10) . Telegram (3P4 /{—JEFEE DM
T A1 ORBFEREVTULIMERETLS,

HAN-IB5EJ ) —T LAPSUSS(ITEEENBT —4%
BEWLIZ# . Telegram OBBOFvRIL T, Hixb
#7880, BREZTIVDBRVSEFBRALIER
ZimbeEdotne (B 11) .

® NTT Security Holdings

Chase bank login + email access + DL + SSN +
DOB (1970 MALE ) + ACC/RN + victim background
report

Carrier-VZ
balance - 100k$+
price - $250

M 21890329

ParkMobile.us (io)

Still taking orders on clone Cards, Tapn
n

Cheaply Sold, Come btc ready,
Cashing out is on any ATM, hit me up
now. All cards shipped through FedEx

10 Y-IF vV RELET -5

LAPSUSS 2
] ! SAMSUNG LEAK IS HERE! Now ¥

| Just some photos from our access to Okla.com
Superuser/Admin and various other systems.
8 For a service that powers authentication systems to
many of the largest corporations (and FEDRAMP

| approved) | think these security measures are pretty
poor.

f. (yes we know the URL has a email address. the account
s 4 is suspended - we dont care)
e ™

& " | ACCESS/STEAL ANY DATABASES FROM OKTA - our
5| focus was ONLY on okta customers,

'.,\.\ BEFORE PEOPLE START ASKING: WE DID NOT
@ 7

11 LAPSUS$® Telegram Fv3RJb

34 488 : Security Boulevard [Dark Web Threat Intelligence Part 1: Deep Dive into the Criminal Underground N

etwork on TelegramJ]

https://securityboulevard.com/2022/01/dark-web-threat-intelligence-part-1-deep-dive-into-the-criminal-underground-network-on-telegram/
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(NYFSDIN—-T]35 L Ja2o
&,

Pinned Message

Telegram O )L —THgEE. B APRIRE . FBEUSNIEF — ATYISEPIER
ZHBITHEE(AED,
J\h—(& EForMB ABDOAN-=THAN-LFROFOZHEBURLD. RIE S
. uys, do you have the lates
[CAFULBANBREEDLSICBATZMEBNICERUEDTZEH IIL-T [ G
HEBER O TS, B 12 (3/\wh—h Telegram OJ I —T T, BEHNSIRRURET
e _ USA MIX COMBO.zip
—AEHBU. BwZITOTCVDERF Thd. 0

beautiful

OIS 2D SES Q o US_DATABASE.csv

Telegram (C(E. I-F-EDXvE—-SZESEL GXRETEDZS Iy b Fv
W IEENZHEBEE S FEN TS, TNICEKD, Telegram OB —/N\-%RHET . £ PR
OFFimARBE L TEENTIEI DD, BDEEFOIREKR_ECUNMAYE-H%ES T
RV, Foo BEOXYE—-J#ABFIHARNSHIBR TS24t OJ 70 M-3R TE

James sman

.COM CRYPTO
[CEDEREO B ENHIPREBIBETH D, WALLET DB %f%/éztf .
AATEHEESVRYA N/ TAOYYS, ALALZERICHIET 3L FORHF ek com_database_leaked

-
“‘ 20 Apnl 2021_txt

Ve, BIERFERTEEER/ 1 MEEZZ(TERS 7L~ (B/N(h) OEfE
FERELTES—ILy vy M RVANTVS, SHITEMURICERTIER 1 R

PEFEUIBRIRSBM 41 D55 39 4T Telegram HMERZNTLE, 12 \yh—E50
Telegram TOYOENDBREE—EHIBRENZHETHREET . YIEHTRSRLE IV=TFryb

. BRIR/E. CORNBEZERAIPILTFEORFAEIICEH LTV,

3.4. O>7¢& Telegram

2018 & 4 A. Telegram A, O 7HBUAFICEES{EF - I 2LICLDERREIETR U, O 7BEEEET
(& Telegram Z0O3 PEIANTERZELEE LY, O3 7EAFE 1900 H%8X3 IP 7RLAZTOVII3RELT. O T7E
ADI1-H-50 Telegram ADF7It2%BEIELESEUIEN, I—H—5(F VPN #FIELI Oy %2 EEUE, CNEEK
Telegram (. O 7BAFORY MR (IRITI 2R EE Bz, 2020 & 6 A. O 7HEUFIE Telegram fEAYOX35RIC
HIBSREB R RURCERIBA(C, REIZERRUR.

35 488 : vpnMenter [Cybercrime on Telegram: How Hackers Are Using the Messaging App to Share Data Leaks
and Hacksl]
https://www.vpnmentor.com/blog/cybercrime-on-telegram/

3 s ERHRE [7UITLISLIBRED BRI HRREE, SEOZERERLE TEHEIE)
https://www.sankei.com/article/20200902-TRTZXIAFPBJLRPKODZRD6CTIBA/

37 4# : REUTERS [Russia starts blocking Telegram messenger]
https://www.reuters.com/article/us-russia-telegram-blocking-idUSKBN1HN13]

38 @l : 9to5Mac [Russia asks Apple to remove Telegram from App Store after banning the encrypted messagi

ng service]
https://9to5mac.com/2018/04/17/russia-apple-ban-telegram-app-store/
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(BUBRNRZE N ZRHDIFrRI]

2022 4 3 A 21 B. ERVIOHHIFRE. DI FERICREL. K {Hazan | Verlamov News £
Meta #tz[EBURAAR 1 LZ27E . Facebook. Instagram DEANEXE%E |u s onsosaiiod T
Z)EUE - Meta tOXvE—>>4971) WhatsApp (2R 1E&nigholz A
A, DS 7ERTETZ NS Telegram AOENEZHRSNE, OST7TO '
Telegram D317 68%ERD, O T TRBARDH XTSI 7N
ERDIEF, FrRIVEOS 7 NCE TEERBIRIRCEROTHED. 02758/
HEESDFrRILTAVE-SZFREL. O T7BRFEDOFrRIVERILALT
Wd,

MR Sv—FUAMEE I5FvRILTHS Varlamov News* (&, O
TEETLUEBOHENZ1-ROERGERIC TONAARECRNT [EE
MRS —%351F, 18 G203 (LA RREOE) B ZF{EE T
Telegram (C3&FRL. tREEEIZNE 120 AEZzE8XE (B 13) . 2D&S
(CFPRIL T, REIENTUVRVWZ1—-AZBHICRETE. O 7BAFCES
MElzHRNTVS,

- AN 1« 5 d'y
L i oy, L S
A
!

§ B cryaum Nepsoro kaHana 8o BpeMs
BbINyCKa HOBOCIQﬁ nossunacs
AEeBYLKa C aHTUBOEHHbIM NNAKaTOM.

3.5. F&H

Telegram OIF DTN\ —(REDEBE S LEHATHEEI(C L DIBTEE D
B RSt SETERILTEOIRREBOTVVD . —H T, Simmoml
DO 7ICHBWVT Telegram (R MRRE(IRFL I DRBEBOTLVD,
Telegram ZaRKES A I\ IETEAD AT UL B HIEZROARFEADIIHIE LD
TO0RENFEL. BB 2MEZIEMRSIEN TES,

MNoanucarscs

13 Varlamov News

BLE

39 Hig8 : THEWALLSTREETIJOURNAL O3 7T SNSIFLJS A2k R0OIEH]
https://jp.wsj.com/articles/telegram-thrives-amid-russias-media-crackdown-11647826301
40 g8 : Telegram [ValamosNews
https://t.me/s/varlamov_news
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

DYIFTH—EXE BRIADTISIOAEIEF—A
X=JVPRLA : WA_Advisorysupport@ntt.com
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