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HLR—bTIE 2024 F 5 BRCAEUARL RIBIEREF1IT1(CET2HM4 R, FLENSZEDEIREDOZED
PHSHFHCEEEEZSND YT 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.

55 1 & [L3A8F IT SBENKEFETUE- MY, B -IHMIHRERIRC]

« 5 A 15 B. KEEAER. JLEIHO IT S5@BENFDZE O TREETIE- NI -V%21TX3LICL. 2TOEEZ
JEBREEOXE T 3FBIZUIEL T PYIFMIEEDIVAT—F - FryI55tT 5 NERIFU,

« BRERCEWTE., FIFRNRETHSILEEFD IT HBEZERAUEREZZINOLE HNERBERVIHEE
SEFDERECER I 2HENI DI ERT(HERL TLS,

« LEEFOSEE . EEREAOMIC. FEBETLAMIREZNTU THERAINSEIEEMEN DS .. SR TILFAEFDTS
BEZEVANLZBVES, ZRXPAMITESHEOZIOREL (RAFHREPEBRVHEZFCHENT) 1o,
BEEAOBROFEAIOTADEBIEL. RESDORN ——>IE2BUI R EZBUIVEN DD,

5828 [3>9AUI7J—T Lockbit DERENMFESNER. HIRMRIIEEENS)
« WEZILITEMERT (NCA) | KENEA. BUNAISESME (1-0R-)L) & S>BADI7II-T
LockBit DEFREZFFEL. TOANMEFRRUL. BREEQFT. KERETEFOHFHOIRIIEEINT.
« 2 BIOEEHENEMURIREEICS | EHE. BB ORE (R, LockBit DIREERESHIREEHNLIEZIHD
FBDEEZBNS,
o REBL SBROIBIFEOENMD, RE TSN ERZMIIICRER I BTENT AN,
LockBit (FE5ITEVEEDSNITRILCHED THSD.

2 3 & [TWi-Fi RIS OMESS 42 B AU SSID SRELKE 1]
« VPN BEDLE1—-YA M Topl0VPNI(E. 5 B. Wi-Fi IZ#MRIED:4ET EOREEEALEISSID SEELX
E2| (SSID Confusion Attack) (CDWTHREUR.
o« COWMEET(I Wi-Fi Oy NI—J58 A2 ThD SSID DIHESBDRUN%ZZELEICED, Wi-Fi 7514 7> MeBRL TR
2HEOEVEHRICIERCE. CNICEDEE(CBEMEZINZZ0TENN DS,
o CORESSHEDRAMREREE Wi-Fi ERERISOERORBETHIN. 151 7> MIIT VPN 2@ [CERT3C
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1. bEAEE IT S5EBENKERTYUE—- MRS, BB -SHSIIERERIRIC

1.1, #E

5 B 15 H. XKaE& R PV FNEEOIIZAT—F - FryI>zUHET S, 5T 5 NERIFUIL'. BEREES
(F BARETEARHKIE (T, ALEE) O IT SBELSSDEZEOTRERICTUE-RNI-V%ZITZBLIICU.
ZNEEZILEAHIOXE I DFIIZUIERVEFTENTVS, [EH. FBI (&, T1EEASF I REFEEDE AZFI AL CRE
u:%’i%ﬁb IN&7Z EIFTV3 IEBUIDE MR BRI, IO IT HBECLIIEIER @F'ﬂ%ﬁ(:{::zﬂﬁl
BREVICEBERINTHD, EEZEREBESS (UT. EELZFRIE) OJtEFFIREESTIIR/ (RIOIRES
T, JbLFREFD IT BB (CSIAONTEEE O - YA IIVEFEAOF BMEREINTLS,

"“} Public Service Announcement :r.t

FEDERAL BUREAU OF INVESTIGATION

Alert Number: I-051624-PSA
May 16, 2024

Democratic People’'s Republic of Korea Leverages U.S.-Based
Individuals to Defraud U.S. Businesses and Generate Revenue

The Federal Bureau of Investigation (FBI) is warning the public and private sector of the
threat posed to U.S. businesses by Information Technology (IT) workers from the
Democratic People's Republic of Korea (North Korea). North Korea is evading U.S. and
U.N. sanctions by targeting private companies to illicitly generate substantial revenue for
the regime. North Korean IT workers use a variety of techniques to obfuscate their
identities, including leveraging U.5.-based individuals, both witting and unwitting, to gain
fraudulent employment and access to U.S. company networks to generate this revenue.

B 1 FBI [C&%iFEMuE

1.2. EERFRERZRICEDCHIS

INETILFAE DR - SHAIFHRADOKMEEL T, EEZRIB(L. B4 BRHEIFEERILTE. FIRE 2017 4 12 AIC
ZRB(CTES—HTRIRENT 2397 SIRETE, ILFEFOFHBE (CLDNENMX - YAV FHAFEICFIEENTLSEL

! 1188 : BleepingComputer FUS woman allegedly aided North Korean IT workers infiltrate 300 firms.
https://www.bleepingcomputer.com/news/security/five-arizona-ukraine-charged-for-cyber-schemes-infiltrating-o

ver-300-companies-to-benefit-north-koreas-weapons-program/
2 8 : FEDERAL BUREAU OF INVESTIGATION [Democratic People's Republic of Korea Leverages U.S.-Based
Individuals to Defraud U.S. Businesses and Generate Revenuel
https://www.ic3.gov/Media/Y2024/PSA240516
3 HiEE : ZBRAT [EAEY 1T S@B RT3 RESHHTZER R
https://www.npa.go.jp/bureau/security/NK_it.pdf
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T, tFEFOHBEZ 2 FLRICEHENSIBRT L2 MBREITRH TS IV LBEDREZR T REIDORTS
ENEBEEEEE (OFAC) (& KEASHUT, ILFEFE 0RO MR- U —EX - KifiOEME R U A, JbEEFHCE
DOTYIRIIT OIRTS - 5 - SRR ZAT O EFZZEL TS,

1.3. BFH4ONT

(B

FryINOERE(HMMOBFEEE CIHEEL. ILFEFD IT HEENEELZ RO B RN TREECTIE-RI-JIC
B TEBLICL. SHIROERZILFAMNAEX R I 2FIIZL TV, BEFEESORFICLOT, LFARED IT 55
BB BENBENBHRZFIRAUTREALRDTZEL, 300 A EOBETHEZS TV, TLERPHEITREE.
BEEA-N—-FORFEEESINTHD. 1 700 B RLOEEMEBPEFHSXESNEHSNTNDS, FryTV O EEE
E(3. ERICHIDFMOILEE. BABIROBE. XRr—O>FU>J  BIEFFER. B AIBIREFER. IRITIFEROILEETIES
N, &REKT 97.5 FOBIR(ICAENZRIEEMEN BB,

(5YI'MNIT7—L14])

EEZRIENSOFIFZNDIZHIC. ILFFHCVD [T HEENE D2 B> TCREZEORHLZNL TIE- N -I%
ITICECED, YRAZISID. EZEDBEHRZEFEUIENTBEEIUFINSERK SN T, 2022 £ 5 A 16 HIC(E. K[E
OEFEAE. FFEA. FBI NER TIILERED IT F@E(CBIIT D01 RIA > 12 RKRL. ERETCENI T,

SolEEREEL. MNaptop farm] (SYThITI7—14) EMFEENZAHEHEZFIFEITEE T, BIDFBEDEZNKCDELS
BEUTV. SYTNTI7—AlE —TBOBFREL THhd. v NI I7—ADOY —ERIRME . YVE-NI—V%(4GET
ZIEENIT HBECESIZ/- NV EOHZZEAN (RETEKE) (CH2BH=GREL. TNSZ2ENMNS
EIBIRVECERLIIRELIRBEL TS,

SBOFryIN EEHEESD. BEEICCOIYT MWITIr— L% HEBL T, IT HEELSEEMRCEILTARHEAT
Wzh' VPN #EFPUE— N R NG EZFIRL T Sy ™I J7— AICH3VE—- NIV ZIRIETRE
T, BHENMEKER TS U TLVBHDLIICREMNIZENTE .

4 H#8 : Arms Control Association TUN Security Council Resolutions on North Koreal
https://www.armscontrol.org/factsheets/UN-Security-Council-Resolutions-on-North-Korea

> 88 : Hunton Andrews Kurth [U.S. Issues Guidance to Companies Warning of Cybersecurity and Sanctions Risks

Posed by IT Workers Directed by North Koreal
https://www.huntonak.com/privacy-and-information-security-law/u-s-issues-guidance-to-companies-warning-of-

cybersecurity-and-sanctions-risks-posed-by-it-workers-directed-by-north-korea

6 488 : BleepingComputer TUS woman allegedly aided North Korean IT workers infiltrate 300 firms)

https://www.bleepingcomputer.com/news/security/five-arizona-ukraine-charged-for-cyber-schemes-infiltrating-o

ver-300-companies-to-benefit-north-koreas-weapons-program/
7 W88 : Office of Foreign Assets Control TGUIDANCE ON THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA
INFORMATION TECHNOLOGY WORKERS/
https://ofac.treasury.gov/media/923126/download?inline
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&Nt (020

5 A 16 BH. FBI (AR T, [LFAEHIKRETEEMENZFIRU TREIRZEZERL. UGz EIFTVSIEVS5(
MlTEEMRzRERUZ (K1) 8 ZOFRT, JE-M—H—OIRBEERICE., FBEMCEBITSBImMPOPINITORE
FEICRE I 3ERICERBN N Z R I B0, FRAKFC(E, E-Verify (BLLZEREADRMIDKEAN -FHEAN
KETEKERDHINZHRTEDIY—LR) TEDIRAEIBIREMHRI DIEFEHERLTVS, K5I, IT EHE7Ih
V=YL TV EIEA T3 TOTACEEREDIEAN R LOFBNBETHDERNTD, EARIIRITHR
EUT BENMAMITRES LT U TOSHENEASBIRAF iz Rl ENICRBFIRZEERL. HEHEE
FrHEe S ORITED T ECE BN G OBRICEBI T L2 BRI HIEFZHELTVS,

. 5 A 17 B, FBI BFryIN>EREBOHLEEE THHILIED IT HEE 3 BLEONR—Svr—THd
Zhonghua ELS AW ZEIERTFECL. BETBBIRICOVT, &KX 500 B RLOFHREEZHEIE X (1B Twitter) FT

FRUEL.

REWARD OF UP TO $5 MILLION FOR INFORMATION ON NORTH
KOREAN IT WORKERS AND RELATED MONEY LAUNDERING

2444

. North Korean information technology (IT) workers, using aliases Han Jiho, Jin

Chuniji, Xu Haoran, and Zhonghua, engaged in a scheme to obtain remote
work for U.S. companies and launder the proceeds, generating $6.8 million in
illicit revenue for North Korea, in violation of U.S. and UN sanctions.

If you have information on Han, Jin, Xu, Zhonghua, their associates, or their
activities, send it to us via our Tor-based tip line below. You may be eligible
for a reward and relocation.

US. Department of State o400 +1-202-702-7843

Diplomatic Security Servi
Rle':rmds?orlugicwe siss X @RFJ_USA

2 FBI [C&BFEE®

1.4. BEDEH

JERASED IT F5@BEBENENOEF TURAZFEIBMEKECPROFZZE TRV ILFEFD IT S5EECHRERD
FBeFEL. BERZEXEVCVAETO IT BESHHTROEN 3 A 6 BIGHR#EIN, IRFFR TOFREFREF

8 Hi# : FEDERAL BUREAU OF INVESTIGATION [Democratic People's Republic of Korea Leverages U.S.-Based
Individuals to Defraud U.S. Businesses and Generate Revenuel
https://www.ic3.gov/Media/Y2024/PSA240516

° i : X T@RFI_USAJ
https://x.com/RF]_USA/status/1791129092273611226
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HOREZIEF THIN EBZFEAIREEEN TSN TS,

3 A 26 BICF ZRMATILEAEE 1T SEECRIIIERZF (T HITMMC |2 RK" . FAXB(E. [1L#A%F IT
FHBECHUTEBZRIEL, Y-EARHEOMMBZZIATAE SNERBRUNNEESZ EFOERECER I
ENNHNFT (—EFERR) JEFURNITLS.

1.5. F&H

FIFITREBOTVBILFAEFDOFHBEZRAT 5L EERITREV TSI ZR T SENDN BB TIEARRS 11213,
EBEHRUUN ST I AEZ LSO YA N\ - BEBEHEINFOURTEEUS Y, Fe. EEhILEATFD
B IHAVFEFECHIRSINTVSZECNA T, BENMASRIRE R EEIY 1) EEmZIIE T BMRICE. NS0
FHBENESLU VS EIEEEMNERIEINTVS, SR TILEAROSBEZEVANLBVLD, BRTPAREEEDTE R
RE2SE(ICLRNS, BATOTADEIBL. HEEDN —Z2) OEMEZEL O REEBLDIRENDD. Fo, &
R AMESRHEDEICONT, RYYIDERABFHEZEHS(L I3 EPERAFIRCOVTERZITOIIEEFZEH
E(IEDIADEV O, SMEBEREN SO AMADITREARET T DENRDEN D,

10 heh  ERREAR AL 1 T RS CEBEFTH BEEOR. HAPERNHOC H)|EZREEEEA)
https://www.sankei.com/article/20240327-LN7ZQ3DFXVIQXMV5F6QB7CLZDI/

UhEs AT MAREAGY 1T H@E(CRTIRES(CHT 3R]
https://www.npa.go.jp/bureau/security/NK_it.pdf

12 488 ; Office of Foreign Assets Control TGUIDANCE ON THE DEMOCRATIC PEOPLE’'S REPUBLIC OF KOREA
INFORMATION TECHNOLOGY WORKERS/
https://ofac.treasury.gov/media/923126/download?inline

13 488 : BleepingComputer TUS sanctions orgs behind North Korea’s ‘illicit” IT worker armyJ
https://www.bleepingcomputer.com/news/security/us-sanctions-orgs-behind-north-koreas-illicit-it-worker-army/

14 HE8 : Hunton Andrews Kurth [U.S. Issues Guidance to Companies Warning of Cybersecurity and Sanctions Risks
Posed by IT Workers Directed by North Koreal
https://www.huntonak.com/privacy-and-information-security-law/u-s-issues-guidance-to-companies-warning-of-
cybersecurity-and-sanctions-risks-posed-by-it-workers-directed-by-north-korea
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2. SYYAIIPIN—T Lockbit DEREBMFESNIER. FIRHWRICIEESINSD

2.1. [FUsIC

58 7 B. REFIEFEMRT (NCA) | KIPEE. BINAISZSME (2-0R-)L) & S>HA017 I -TF
LockBit DE:EE LockBitSupp Z4FEL. COAMNOS FEFECREICTEFIZRIN—-7RO21T (31 7%) THD
t%ﬁbtl& 16, 17°

HE T, RO TINKEICHWTEIS., BEFERR. HERRE 26 HrDFETRRFENCL. RE. KE., A-XRSUF T,
FIFEIR(TEES N L bFRRENT,

News

LockBit leader unmasked and sanctioned

A leader of what was once the world’s most harmful cyber crime group has been unmasked and
sanctioned by the UK, US and Australia, following a National Crime Agency-led international disruption
campaign.

The sanctions against Russian national Dmitry Khoroshev
(pictured), the administrator and developer of the LockBit
ransomware group, are being announced today by the FCDO
alongside the US Department of the Treasury’s Office of Foreign
Assets Control (OFAC) and the Australian Department of Foreign
Affairs.

Khaoroshev, AKA LockBitSupp, who thrived on anonymity and offered
a $10 million reward to anyone wheo could reveal his identity, will
now be subject to a series of asset freezes and travel bans.

US partners have also unsealed an indictment against him and are
offering a reward of up to $10m for information leading to his arrest
and/or conviction.

The actions targeting Khoroshev form part of an extensive and
ongoing investigation into the LockBit group by the NCA, FBI, and
international partners who form the Operation Cronos taskforce.

3NCADZ1—-AYY—-R 15
XEHRO AN RS M) —-7RO> 1T

15 g : National Crime Agency [LockBit leader unmasked and sanctioned)
https://www.nationalcrimeagency.gov.uk/news/lockbit-leader-unmasked-and-sanctioned
16 Hg8 : U.S. Department of Justice FU.S. Charges Russian National with Developing and Operating LockBit

Ransomwarel
https://www.justice.gov/opa/pr/us-charges-russian-national-developing-and-operating-lockbit-ransomware
17 Hg8 : EUROPOL [New series of measures issued against the administrator of LockBit]J
https://www.europol.europa.eu/media-press/newsroom/news/new-measures-issued-against-lockbit
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2.2. Lockbit [EDWT

LockBit (. O3 7%&#lsmb I35 LAII 7N —TTHD. ZO5EENE 2019 FE(CIAFo!8, RaaS (Ransomware
as a Service) EFEEND, SO ADIVRRENEZDE T DERMEREO TV, IO ADI7IIN-TOHRTE
LockBit O;EENIIEEICERA T, 2022 ENBIRTEICEDET. REZDIEMBICIRELBBLTVBIIN—-TTHDB,

2.3. 2 AITONIRE MBS (C K SIRURVEER

NCA & FBI #5093 10 nE (HADZZRFTZSD) OIEEMAE1-0/R—-)LEF7I0 T, LockBit (Cx19 318
BEH) Operation Cronos ZZE#EL TL\3%, ZD—IREL T, IBEHEITSE 2 B 19 H. LockBit ([CXF KRR
RIPURFEZ E R 2,

COVEERICED. IBERERI(E LockBit DREY A MNELL THEIL TV 34 BOY-N\-25T IT 1273, BES{tEn
1274V OESHER) 1,000 &, RIERT7HD> S 14,000 4 EZ2#FURL. 200 KU _EOES@EET7HD> MeEiEUIZ,
e R=32REDIZAFT 2 NBEHUIAh, I AETXIAT 3 HOEBREIBIRZFITU. 5 HFOEFZITOI

FRURVEEESERE . LockBit (CRYIOISEENIRASNBH . UHU 2 B 24 B. BIIN-TEEEYA M5
FiF ERSE BB 3Ih0fEEERL. IRTEEEZREL TV,

2.4. EEKEICLS LockBit DEFEENECRATSIRR

5 A 7 B.NCA. KBIEE., 1-0R-)UE. S>BAD17)—7 LockBit DEEE LockBitSupp ZHFEL. COA
YOS 7ErEElOEHIADR (AT B0 7EFEO RN - /RO>1T (317%) THIEFERUL =101,

SHITIBEHBI(E. LockBit MHURULIZREY A MeBFIBL T, CCTERROFERZIToE (M 4] B85.5H 10
HZE2T, COYA POARIEHR TLTVS)

Flo RO TINKEIICEVWTERIG, BEFEER, HEERE 26 HOIFETHEIFIN, RE. KE ., A-ZAPSUT7 THIFITER
([HEESNRIEEHBTRRINGC, TNICLD, RO 1IFENSOE 2 (CBVWTEEREEEMZA LEOITTREDOIT,

18 g . U.S. DEPARTMENT OF THE TREASURY [United States Sanctions Affiliates of Russia-Based LockBit
Ransomware Groupl
https://home.treasury.gov/news/press-releases/jy2114

19 Hg8 : EUROPOL FLaw enforcement disrupt world’s biggest ransomware operation]
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation

20 488 : National Crime Agency [International investigation disrupts the world’s most harmful cyber crime group]
https://www.nationalcrimeagency.gov.uk/news/nca-leads-international-investigation-targeting-worlds-most-harmful-ransomware-group

21 4ie8 : U.S. Department of Justice FU.S. and U.K. Disrupt LockBit Ransomware Variant]
https://www.justice.gov/opa/pr/us-and-uk-disrupt-lockbit-ransomware-variant
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47 THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE i
k80 )
LOCKIIEER LEAKE D DATA US AND THE CRONOS TASK FORCE s
Press Releases Who is LockbitSupp? But there's more... What have we learnt?
ssssssssssssssssssssssssssssssssssss
‘ ' The $10m guestion Some facts and figures from the backend!
. i : ? ENCA
74 .\v — L] senalcinesgey  LOCKCILEK
—~—

Pr ing and pr i Report Cyber Attacks!

&%ﬁ* National Cyber
<245 | Security Centre

jeal wi rt
" .- Ta i
Lockbit's affillates, @ enaage with Law Enforcement.

Close

2D 12H 48M 27

This leak site (lockbit blog) to close.

4 1EEHBENYERL - ABALL LockBit 183U b (RN —-T DIHREY A b2BFIA)
XAEIF LockBit BREDRIRICBITIEDICELEASNE

KETIREENTRIFIRCEDE . INET LockBit LZMOEITEIBKTHS 7 I1UIA MY, #EEE#HSZ BB
EDFREAIH 5 BRIV THS. RO TIERAFEBELL T, ZOARD 20%ICH38 1 ERLZETED. N5 LockBit
DEZEE#ZHLTVREENS2,

HAOEZRTS 5 A 8 H. NCA EMToILRREZZIIT. BN TREULI DY AVI7E4OIEATESNIERE
IRMET 2L, NNEOHELEIEL TP AT (LT 2IBBEHEEL TV EZRRUIZ,

EEHEORERITU. LockBitSupp (&5 B 9 H. B3RO 17 TIIRV\ETSE5E%. LockBit DREY A MO
SVRBEREBOM A TIRARL TS,

[(NCA [c&3EDMMDFHER]

NCA (&, LockBit DEEEIFEDRIREF(C, 2 BICEHL TOHRIMEE O RORR U, TNICELDE. 2022 &F
6 Ah'S 2024 & 2 ADRIC. LockBit D7 I4)I4 MIHFHTHI 7,000 ORI THEZITO T, 2.
KETIICOIEEDERER. LockBit DINEN 73%iRA L. MMETERRITHRINRESNZE, CNETHERINTLS
194 AD7I4)IA MDA, IRTEEFBIL TLDDE 69 ALK TLDIERE. LockBit DFFAALICDOVTEIRART,

2.5. LY

BEHBEPBHTH, SAN - - SAN-IEFEOIRALFOFELLARI B2/ T - T NIE 12325,
N, AERENZRI L TERDIWE JRTRZANLET B, IBAZIFE T BEREEZBIEL TEMEN S,

22 4@ : U.S. Department of Justice [lockbit_indictment.pdf]
https://www.justice.gov/opa/media/1350921/dI
23 HE BT (52U ADT7LockBit HEEFE DIEEREICOVT
https://www.npa.go.jp/news/release/2024/20240507001.html
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12EHEN. 2 BCEMAURIREEE . TOFZE(CLDT I)IA RORAMNIED, LockBit DIXEEREN(FRETHAME
Uz, 5ol #BE#EIN' LockBit DEFRELSNZNOSIIZKFEL. FHllzFERULE(S. LockBit ((ERSHIRZS
A TOEBERR T IOBEVIADZEZBRELTVSEE ZBNS.

1REME. 5ISHEERNCEEL THEEZHITDEL TVD . SEOFTRIREOERE, 2B TSNS
E ORI RFERZITIET. LockBit (FE5(HEWVEESHSNIARTLICHED THB .
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3. Wi-Fi £ZRERUBDMESs T2 BRI SSID BALRE ]

3.1. #1E

VPN (Virtual Private Network) ®LE1—H1 N Top10VPNI(E. 5 B. Wi-Fi Z#ER&DEET FOREEEA
UTlSSID SEELIREE | (SSID Confusion Attack) (CDWTERESUTZ. COIEE(E. Wi-Fi DRy NI—J5#B1& THD
SSID DMERDRUNEZECECED. D714 7> MeBRU TIREZB DD M- )L F(CHDF 171 DRV ERRICIEF S ES
EDTHD. 7 E2Z(F20(& SSID FREFZERURVE—RICHD Wi-Fi 75472 MG, WEFHIOBENMEZINZRED
B2,

3.2. SSID JRELZE(CDOWVT

Wi-Fi 77221 > N&, SSID ZE0ES 2B EICERNICFIEL TS, TDESEZELT/I\MZ (547>
B) B Wi-Fi Ry RD—DITHEBTI BBR. I31 7> hTIEZRA > MO TIRIEIES AL EFRFEDIHDLOEDATHNS
H. Wi-Fi OIR#ZERRIE THS IEEE 802.11 T SSID OFREFZH(CATHRVE— FIMFIET D, CDE%ET_EDR G

(CVE-2023-52424) ZERUZON SSID BELNETHS.

SSID SRERECTWEEEFFI. BHTI> M- )l/_J'ﬁ‘éE RIERTICARA Y M FAB T 5. CNICED. BISICNTE
U CBERNSZREAT S, YL FFrRIVPEEREZEIEECTS 2.

SSID SRERZE(F FELDFETHRITIND »,
o IWEDY-Svyk (I34T7>h) (& BEMERUIEDHBERBEHDRY NI—IITHEHRLLIET D,
o WEEI ARULARERTIEN > NOFRIEIFEIRE COERREHRY NI —IEE—(FHEL. 75147 N
BIENECEERSGRET .
o INBEJ RERVICARADMNTESEBILT., EHFHORYNI-IERFRRZRYRNI % ELLED
THBIEITA T MIEREBSE. TNITEFEES (U517 bOFIBE RSN ) o BRI FIUT(O
BWRY NI =TI THOIHRE. CO%. BIENSOOTER PERIRIEEMTONSIEEMENDS,

24 488 : TOP10VPN [CVE-2023-52424 WiFi Vulnerability: The SSID Confusion Attack]
https://www.top10vpn.com/research/wifi-vulnerability-ssid/
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247/ F TR WEBART7 I ARA 7}
Client (vulnerable) Attacker (MC-MitM) WrongAP
ProbeReq ProbeReq
ProbeResp(WrongNet)
Beacon(WrongNet) ®
o
[Rewrit WrongNetjto TrustedNet | &
7
Probe Resp(TrustedNet)
Beacon(TrustedNet)
(Connect to] TrustedNet l
(Open) Authentication

AssocReiTrustedNet) \(@l@ AssocRe.'(iWrongNet) @:)
AssocResp AssocResp &D
7

e e Optional 802.1X authentication - - - - -~~~ = >

4-way handshake
|

Exchange data frames g?
=1
3
Beacor[(TrustedNet) m Beacor{WrongNet) S

5 SSID EELKE OEHRFITOHRN > (R BRSLBEREIZEELA)
73472 NIMEFETEDRY M- (TrustedNet) ADEZITHIET DM HEIOIREE(CLOTFI)FT DEVRY S
J—2(WrongNet)(CHE#HE I L5858 SN D CNADIEGINETZENDIE TIRENRKINT S

3.3. BiilsR

FHEIEsREL CTREEMNRITEIL. Wi-Fi 244748 (IEEE 802.11) %5&ELTUL\IHLEEN, RESNTRYNT—IAD
$E5EhF(C SSID DFRSEZ2 BRI DL IMINREE I DL THd. TOP10OVPN (& Wi-Fi Alliance (Wi-Fi (CES:ET 3%
HOZENSED. Wi-Fi OEREELZIEEL TS EFRRIFEFIEAS) (CAREFZHREL TS %,

BB WENRLEUIZE T, BENMES{LEN TOVNIEREE(CLDEZ IR F20 T, VPN Z@EtIfERT DI
TZOIREE(CHT I BVAVEAIRICERK TES, 212U, Cloudflare @ WARP. hide.me. Windscribe 2ED—EBD
VPN (&, {EFETEZRY NI —I(T35Ht I 2L B EIRI(C VPN ZEEEH(CT 2HEBEN DD IREEDNT AZIB<ATREEN®DD

25 g8 : Wi-Fi Alliance TWi-Fi Alliance (CDU\TJ

https://www.wi-fi.org/ja/who-we-are
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HEBNBETHD .

3.4. F&d

Wi-Fi AOIRERHIER N E<EEHCAE T 2 EN S, tEFRADIREENSIENNSL5BMes5 LIRS, U
U RAYBIINEET(E, INFTHEDRL Wi-Fi tMEDNTED?, 55y MOBHBIREREREREEL THIBEINTVS,
CORESSIEE Wi-Fi IRERIBROMERRORBIRETHHN V547> MAIT VPN 2@t [CERINIEEEMES(EENn. 5
RXREVTHEENRIEZ ZEND, [T, ZEHHO—ANFENTLIRRERZELFEVE Wi-Fi Alliance T
DOERERNEDE Wi-Fi 73172 bO7YT 7 — MERRICSERZLIZL.
Mk

26 e : Kaspersky [[Darkhotel |OZ&iE(E]
https://www.kaspersky.co.jp/resource-center/threats/darkhotel-malware-virus-threat-definition
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REEHR

AEEFEOAF. IEHETHILCREZRLTENFIN REZRILI 00T ASLFOFAICREALTRE
UTRWWEBIEE. I BKICOVTHMELFRADOTIEBRELE, LBARIGREPAS O, TOMMIIEREE. S’
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

PN TATH—-EREB OSINT EZAUSIF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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