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HLR—RTEF 2022 F 6 BHR(CEURRL RIEHREF1UTA(CEATEEH, BR. Fe2NS2E0EERBEOZLOD
PHSEFCEBEEZZASND MY 3 SEY, FEDHEDTHD. FREVINESFUTOESDTH D,

1 E [R4/0YI Mt 6 BOABFTEOT 1 AES5 4 Follina J(Cxd4L]
o KXAH0OYVIMtE 6 B 14 B, BHltF1)7+FEH)WFF1-X511ICT. MEg8MEICVE-2022-301901(&
5 : Follina) (T LUz,
« Office DYIONEINCEINTOTERERUIED, WFFFZARNTPA IV TEIPA IV ZFRAN T T E1—- TR TREERL
[EDI2RE, MERDOXT RZIFICITDIRIIDEIRRBESSIETHS.
o SOHADIVIREDADOCHR DRI BIINE X — )L DIAL(FEERIDRESSIEZIR > T2t COMER(CIRERDT
FIUTPYIT - MBEE(ITHN TV L2 BiER S DL 2 EI9D S

58 2 2 [RSOCKS iy i, AN 3]

o JOF3Y—-EXZEETRSOCKS |ORy My MY, FBI £, FCKOEFITHBID @) LDfRA SNz, RSOCKS
ZHBERUIDE 20 AU A/N-IEFRCAEND > TEOS 7 NEIBETHD . Web Xh7Z55%13T RSOCKS DY —
EXzRHL T,

* RSOCKS 0 Web 2P TFEEDTOFSH -\ BN D LSBT, SavE>I84( KT, [REERZ
2/ FRBCEVESHEOETRERFTHEE D, UANIIREZITOY/ /I -ILFEEH . RSOCKS DH—EX%ZF
ARAUTWZEHBNTULS,

o RSOCKS (Ff#HASINIZEDD., SEERY MRYNCEZTOF Y -EXNIRN. ErFcEE YA N —IETFEENFIF
FRUENFIEEIND, SEE Web F1)F1TIE IP 7 RLAR=ADHFESROT RN E TH D,

28 35 [RDP ADTIL—hIA—RIRE]
s MEROZREEEEFHNIDT1TYIRN, SMEBICARULTVIE—- MR N TEGEN )L — ~IA—RIY
BT WwH TN, By NI —IARTIOY AVI VR ENMRE UL ZRRUR.

o WEEIH-II1ITIN—NIA-ZRERY-)IEAFU. -5y NB#OS AT ABRAIBITI TR RDP
D7 HI> ~e)SZT—R% RDP shop EMENZE TS TIRGE I B,

o JOFEDUVE—RI=IICELOT. RDP ADT ) — RNIA—-ZAEMENNUIZED DN GDD . TIV— R TA—AIREE(C(
R ZT— ROZERBENBNTHIN. E5(CT717I9A-IE%FI AL TUE—- R M TR T 1P
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1. ¥/490YJ bt 6 BORHIIYFTEOT A Ms5 1%l Follina l(CxL

1.1, #1E

K190V IMtE 6 B 14 H. Bltt1U7 E#H 1) \wFF1—-X51 1(CT. KEssEICVE-2022-30190 ] GEF :
Follina)(Cx34LUTzt. CORESS 4L Microsoft Support Diagnostic Tool (MSDT)IICBIF2HMDT. Office MYI0O
HMESMESNTOTHERD PowerShell IV REERITIDIENTED, /\WFICFILE 5 AXKRICNAI0YI M EhEEsR
ZIERUIZBRICIE. KED CISA B 2R I3 7 RI\( PRI REF/WEBZEDH T . OIS HZzt+1
UFARREBENARUCRRT, BHCEMES 2R AU FEERSNTHED, AR/ wFMEHEn3FTIEO
T RESSHE I THoTz,

Microsoft Releases Workaround Guidance for MSDT
"Follina" Vulnerability

Original releade date: May 31, 2022
Microsoft has released workaround guidance to address a remote code execution (RCE) vulnerability—
CVE-2022-30190, known as "Follina”—affecting the Microsoft Support Diagnostic Tool (MSDT) in
Windows. A remote, unauthenticated attacker could exploit this vulnerability to take control of an
affected system. Microsoft has reported active exploitation of this vulnerability in the wild.

CISA urges users and administrators to review Microsoft's Guidance for CVE-2022-30190 Microsoft
Support Diagnostic Tool Vulnerability and apply the necessary workaround.

This product is provided subject to this Notification and this Privacy & Use policy.

1 CISA IZ&3 Follina OEL#SRERAZHEIET 57 RN Y2

1.2. ifgg51% Follina IEDWT

[Microsoft Support Diagnostic Tool (MSDT) ¢&(3]

Follina "R Dhofz MSDT (& Windows (RSN TS HR— NZRTY =)L Trd. X1 I0YI NORIFATEICAK
V=IO —IHERENTHED. ZNENORBTON IS 1T I (CERDJIREMTHNS . X170VYI M)
SHBRICEBE . AY—IUXIBEZINT NO—EBELT NS TV 1—T 120 ) \whEIFFHU. - - ADRUTEIIDA
T2 BCT B IHEREN DD . COTFAINTIBDIAATLZIVT MERT MSDT ZIFURH I TENTEDEWIHFHN
Follina TEAINTLS ¢,

1 148 : Microsoft Security Response Center [2022 4 6 BOt+1)7EHIOISL (BHI)]
https://msrc-blog.microsoft.com/2022/06/14/202206-security-updates/

2 88 : CISA [Microsoft Releases Workaround Guidance for MSDT "Follina" Vulnerability ]
https://www.cisa.gov/uscert/ncas/current-activity/2022/05/31/microsoft-releases-workaround-guidance-msdt-follina-vulnerability

3 88 : Microsoft Fmsdt)
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/msdt
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RIEENRECUIZE oI (& RIIL =D IP VRLANS. Google MBI 2A> F1 I/ ILAZF>H—EX
[VirusTotal /7y O— RenizZia Word XEJ7()\ THholz. 5 B 27 H. BAROYAN—tF1UT( AT E
[nao_seclhicnaFRREUI,

- =] nao_sec
p = = -
| ———
* M3t _Sec

Interesting maldoc was submitted from Belarus. It uses
Word's external link to load the HTML and then uses
the "ms-msdt” scheme to execuie PowerShell code.

virustotal.com/gui/file/4a240..

ocation.href =

Fee{1-38 - 2022885R” 27 » TweetDeck

2 Follina 2F&RUk nao_sec DY1—hM°

COXEITA IV, XEANTERTZT> I — NSS4 > 0—-R9% Word OiEEEFIFELT HTML J71)V%
A9>0—-REH, E5(CEO HTML J71)LZERT MSDT 2 I LT AARDIVY REEITTERLIITROTULIZ. A
RZOELOBEHNITOVIETNBINELEN ., X190V I D1 VAL E#EE Defender for EndpointliZcnzJOvL
BRHvoree,

COESS N ERRR REL T, XIOMERITIRO TOWTERACZENTERWVZE . Word FERIZIF TR< RTF Az (Y
YFTEZAN)DT7AIUCEIBHIAH N EIEETHD L S5 RTF FERDIBE . TV 2BNT TLE1—F 3 TI—RY
EITINZEEN TN,

COXET7MIUEI05-2022-0438.doc]ELVDZBITHN. 10438 1(FAFU7DEBTH IAYI—FDOHINEETHOI.
COTEICERH BlOEF1UT(IAFEE Kevin Beaumont KA ZE%AE55 4% Follina | &FITZ 6,

4 e ML YRY//0tF1U7470% [Microsoft REDOTOF /S5l Follina (CVE-2022-30190) IFEREN3)
https://blog.trendmicro.co.jp/archives/31412

> HiB8 : Twitter [@nao_sec)

https://twitter.com/nao_sec/status/1530196847679401984

® Hi# : DoublePulsar [Follina — a Microsoft Office code execution vulnerability ]
https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
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1.3. Follina #ReiDtF+1UF11RiR

NA70YVI MIIZRZIRS L el T TULENILD 17 Emotet 155, Office X /0%ZFIAUNIVIIVADIMHREL T, S
4 BED. 12—y B> O—-RENTZT7AIUDWTIE Office OXI0%T I NTEMCTDEVWSEEZITOR.
M40V hOBAN-IL5EA>FTUP 1O R)-F—TH3 Nick Carr Kl COZEZ[TF1)T/(CHNT, T-HICEDK
RREUATEIMOZDES R AREN IS | REIREESTT |LRR TV (L IZUNAI0VI NS 7 A EBICECOEE
Z=—B#HE, BU)-ROVWTERETHZ).

CONES NS 1 MBIEET. TPV ERKIZT . ZFICEOTETUE 1—F 312 TRER T BHESSIENH DT,
BECIRZE(CRIAZTN TLVBE WSS avIh5, Follina (FAEKED _EIFBSN3cElcBofk.

Q Nick Carr

Behold: a data-driven win faor security over many other
business drivers. Major progress!

Show me someone diminishing the significance of this
announcement & raising technical loopholes as if new,
and I'll show you someone inexperienced in driving
ecosystem-wide security impacts.

= B% Microsoft poi o}
Changing Default Behavior

We're introducing a default change for five Office apps

that run macros:

VBA macros obtained from the internet will now be

blocked by default.

\.':\ Tom Gallagher @zscbug

‘We're making some chan

ffice macros work to improve security.
Details hers - techcommunity.micro _com/t5/microsoft-2

Thank you to folks across the security and Office platform teams for supporting
thiz wark - espacizlly the S=curity tzam's PM Kzlliz.

3 Nick Carr KOY1—b

1.4. SNETICHAETNTVS Follina ZFIAULLIRNE

Follina Zan&UJz Kevin Beaumont EKOJ O3, Thao_seclCLZFERD 1 hARID 2022 £ 4 BIZ(3EX
(Z. Follina Z&AUTz Word J7/)LH VirusTotal (C7vTO—RENTLVe, ZOXERFOS7ETEHNNTHD. OZT7D
ATATTHBAT— NI ADA 2 11— \OBF RSB Tholz. £z, TF1UT12%t Proofpoint (CLBERRIN

7 8t Twitter [T@ItsReallyNick]

https://twitter.com/ItsReallyNick/status/1490779702046433292

8 H# : TechTarget [Microsoft disables VBA macros by default]
https://www.techtarget.com/searchsecurity/news/252513141/Microsoft-disables-VBA-macros-by-default

° 48 : ZDNet [MS. [Office]TMD VBA X707 Oy EeR N L]

https://japan.zdnet.com/article/35190239/
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BRI B AR IZR E Ut IEEBIEEREN TLB1, S5(C. PEOEFRARICBSLTWSEHS5NS APT J)L—
JTTA413 CNIBFAY MESIBRFON ZEZIBT AV IICRD T EU. Follina ZFIAUR Word J74 V&L TSI
HERIZNTULS 1,

COEINCWBEHEMERNREZARTHI. Follina NEFREZEREUEI I -TCLo T, ITICRIAFIBAENTVLS
KR THRENINNZ S,

1.5. F&H

INZFET Office AP ZIEIERTRMIRTILIIT (& Emotet THD. YIO%ZEITEIHBETIIIIVREREIE>TU,
Emotet N 2014 F(HIHTEVASNTLUER. BRSO 1)1 S B = F BN EN TEN, SHEICE-
TIFREENBILAUTVRIRR THD ! . XIONE TEIRERIEER Follina (& IEHE(CEOTHULL SR BREERER
D, 5. REACE TRRAINS O REMN S L2,

5B AT 7IREO ADOCHRZIENBIINEE X — )L OFEEFEIXNDAEES 42 H > TR 8. COM(CImAFDTF1)7T
(7Y T — MEEATONTOB L ZBHERRL TELDNTEA SN

10 488 : Bleeping Computer Windows zero-day exploited in US local govt phishing attacks]
https://www.bleepingcomputer.com/news/security/windows-zero-day-exploited-in-us-local-govt-phishing-attacks/
11 4#l : JPCERT/CC [Y)LU17 Emotet DEBEAFBHEACRI T 2 EEME]
https://www.jpcert.or.jp/at/2022/at220006.html

12 g8 : TECH+ [Office OSSN PEDIETEI IS CBAINTVS, Bz
https://news.mynavi.jp/techplus/article/20220602-2357194/
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2. RSOCKS Ry b2y b, f#EEND

2.1. B1¥& =

2022 £ 6 A 16 B. REDEIE&RRAY, A7>4, REDERTHEEHCOS 700+ -EX%EE
[RSOCKS Ry by MM EU I L FERUIZ . A5, RSOCKS WML TWTOFS Y-\, RECHD
INyF>Tanft4as (1oT. Android #25. /{VI>) DSEBMRY bRy b THleZENHIBALIZ. RSOCKS DY —EX (%
F(CERFEHEEICLBRY M AT OREFROEVSHOEN A N—IBFREICLBUANUIREL OEARIEPIER(ICE
EAENTWEHEN TS,

RSOCKS MEEE(E. RF/ W J(CRANOTEROS 7 ATH., Y—EXRBODICEHZEEL TWIENHIBA
LTL3,

2.2. 70FSY—EARBEAD-XDES

(EEeEFRBOFE]

FTAFEIZ-D—OA=H—(&, FIZEZI-F BTN EVOIBRERET N ELUTUFETEL TS, BR5THESIFIDLS
REmOBVEDHZIT T)—X—Ty A/ METYZ7(CEERFTI DL T RSRERZBLIET D, O, HE
ENAZ-H—ZEMTEIBVERMERL. BERIN TS,

SESTHARTIE 1 ABRDOBAZRZHIPRL TWSH e B HIRZBI TIBAIZEMNT, HHOT7HI> ~
ZEUSUTE VRS, S5(C. BARGRVWEBSROT, Savt>JY( hCOBALIEZBE) - SR ELITOI 5L Ry
b) ZERLT. ABNESIDEREEEA TS, COLIRY—)UE. BREMRAZ—H—DERFeEENMELIENSAZ N
—RYREIFEN . IRTE. AZ—H—D3aE> T YA NBRSFEHFEF RS> TP R T, s EENFIRALTVS ',

[ OFSY—-ERAREAD=—X]

2> B4 NTI3ERSE B M DRE A DEED 7 H7> hOBUSEFIFRTEAL TUS N, ENRIITIEIERNENERO D,
RNIEDQIKEN®DET IR ZHIR I 235K % . B —/\—BITHL TLVS. FIZ(E FFED IP 7 RLANSHEEDTHD> N
094 > hpde. HIFRMU EDOBAZERL TVSEHRU TERZIES I, £z, BECARIEITADHOI IP 7 RLUAPAR
ETAOZVMFEED IP 7 RLAZESHITSvINANTIOYIZITV AEZFHHLLIEL TS,

— . EREEETICATTER I LTI S, TORRENNZDONERTTEED IP 7RLAESIVE ST H 41 MOR(C
AD, BRFEEEORETIILRAIZTOF Y- N-THd. TOFIH—/\—(FVEDVED IP P RUANER S8, 182
OT0FIH-N-ZHEBUTTNIY REBRE, IBEFIESINRV. Fz, TOFHY—N-0 IP 7RLUAN TSI
([CADTE FEMETTEERIOTOF S Y- N—TiEH s NUET v U ML TES, COFEICIREDOTOFSH-N

13 WRE YA FE TECH+ [EERE%R/\vF>J U0 PORY Ny~ RSOCKS ZA#A, KBLEES]
https://news.mynavi.jp/techplus/article/20220620-2372478/

14 488 : GQ [The War Against Sneaker Bots Peaked at the End of 2018J
https://www.gqg.com/story/war-against-sneaker-bots

1> 488 : ITmedia NEWS [1 BI(C 1.15 8Bt 2I8IZRIEDTA ORI bot DFFAE” : %K% bot BHE]
https://www.itmedia.co.jp/news/articles/1904/19/news008.html
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—MHE(CRDDT, FFeEEFTOF Y- N2 ABREFIBLTVWS TOFI Y- EREENSEBOTERL TV,
SRS EHLINIE . REIHERRUIABT I MILS SNS PENEHY A RTOIOWA | IDIRIVESS RIERITEDA>T
SIREELLTIOFIY—ERFFIHEEIN TV,

2.3. RSOCKS DY —ER 24

i’ 0+>Y—ER%E, RSOCKS]

(&
RSOCKS (& 2014 FFLENSHTE P IEAI BN TER 12—y E(C Web RR7%5%1T . Z8H0OTOFH—/)(—
DT IEZHEZIRFTL TV, IP TSV IUZNCEDISKWMETER IP 7 RLAICRET E3eHifiin'E<. JO0+SY—-ER

EEZOFHEY A MERUILTARTIE. RSOCKS Digtd2 IP 7RLADH) 76%hH T 0OvIEN(C. Amazon E0HA
MOTIERICRKINLTULE,

[ RSOC KS wﬂﬁj"a >] 6 gS?st P:oxies

RSOCKS Q77T REDHET IS IP 7 RLADEL Kl dapan-=newtlacation among Raocks proxies!

(B/18/8) TRO5NTVT, RN THONERXT -4 Japan is available for purchase:
S(CEAFRBRUEVRRE THOz. AZ—H—hY f\rlﬂU'CDjD——F:/U'—t as»datacenter proxies plan (plan of 1000 IPs) for the
AEEOTTHEENDNOORHORBRET, MIRE L BRIA | 05 o ey and 595 monthy
Uiz &. 2,000 IP 7RLAT$30 %, 90,000 IP 7RLAT ,

_ as Shared Personal Proxy for the price:

$200 %E%SRLJ_CL\TCO *4%75/(1 20 }CG’—)J;{J:@D\ @J@U”f $0.2 wgekly, $0.4 monthly, $2 half-yearly.
REVOTAFED Web B —EZADTIERBEHINRIRAAUIETS 7
SHRARUL TV, FHTiT M Tl tROEFROY -EX&DTF2N%
AEWSICEDR TRIRISEARDEFHMAIN TV,

BEYR—MATERVTHED, FAQ R—SDEFNMIRICHTITT D
A=)V/FATFry hTOYR— MefBA T,

(=R IP 7 RLADIEK] v

BECHE FBI N BnzlRUTY—EXZBALDLIE 4 BFRODIP 7RLADI O+ RM%E
3. RSOCK DIEAKFA > -y NMIEMINIZ IoT /(X (b— RIS RSOCKS AHXDOY1—h €

A= ETAZN) =7 )\4R A¥—hF+—%) 1. Android #
22 )V LRI F I ENEBBROT N1 ADEEE (Rybryb) THork.

BREROWER. BATZEUHKZE. KT AFT A, BFHERA—N— EEBEEZH(CBVTHANFE RN, in
KODHNS. MY LY ISDT ) —IA—-ZBE (JNRAT—RERHEEDINEE) THRIERSN. Ry by NIHHMHAENTE
HENTLVS,

16 e : Twitter T@RSocksProxy ]
https://twitter.com/RSocksProxy/status/1489159570475864064
17 e ; KETFEE Russian Botnet Disrupted in International Cyber Operation)
https://www.justice.gov/usao-sdca/pr/russian-botnet-disrupted-international-cyber-operation
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(VAMERZEDA>TF] 8

DR NUIEE(E, RIETIERETRAVUE ID E)XAT—ROUZ ML, BID Web B—EX (L TAENOT 1>
1TEIBIUCEDT NI Y NESERDREZIB I HA N -IEE T % . INEE (L. RSOCKS D&SRTOFSH-ER%ZESTL
T, ##emd [P 7 RLADHIPRZ M KL BIEIT TR REDT I AR TZARKI SN2V IICY =)L Z2 AL UEHSEE
FZABRUTTIERTDE. 185 - BERZREZECL TS RIFHEREZERDH TLZ WAF NREZIRF TSRO0
AARTEOWERSHFHERTINTVS,

KESTPEAEFSLIOFEKRT. YA/ EFEENRIIY —ERAC I DIAFUERIZANLINE T, RSOCKS ZFIFLTL
[ZRIREMZ e LT\,

2.4. RSOCKS DE=H

[RSOCKS EEH]

TFIVFARBEOETTABENS. RSOCKS 5D, IRTE 35 OO 7ESNAFEDOS 7 ABMHEN. J0+39-E
AD RSOCKS MEEFHLFFEHENTLD, Bl EADRERNBRCS U TORVIENS, RSOCKS ([FiFRfEN TLVR
WEBZBNTVD, 22

RSOCKS (&, LARiE Stanx EZFOTWCENHIBAL TS, 2000 FERISEENL TWEB AR \WE >0 T4-35 L
[RUSdot]DEBA/N—-D—ATHD. 2010 F(CIZ1=T(HHRIERI Z2E TFABL TL, Stanx [COWVWTOIEIRNS.
SINYTHI S OAREFR THIALZIHEB DI Denis "Neo" Kloster 1L AYIH RSOCKS THaIENENU EHDT,

[Kloster D&#t])

Kloster (FBSDOEIR AT A MeFRIF Tz, ZIICEREMSNIIBRECELDE BEALRITEEN., 12 K THHTIVE
1-5-(CfRn. 16 ﬁf%‘#ﬁ’iﬁ%bfco ENNBALRIDAREETI AT LEEE, Web FIFE. EEZREL THEI
&, RYIOAIZHIRMESEASS EHEOIIS LT, —KEARZ1-3-JICFEA TV ZEEH D, 2013 F(C
[NEEZR D, tERZRUIAIC ﬁﬁqﬂd)ﬁﬁé(uﬁw—ﬁ"t*lUT{tE% DY —EXADIRMZE STt 23537 L
12,

18 488 : Cloudflare [OLFT>3vILAAYI(SIEG ? ]
https://www.cloudflare.com/ja-jp/learning/bots/what-is-credential-stuffing/

19 e RRAHI(y) B E OB EMBLUBEEZEBIIZ1=7 191 NEE roo! INO"BDFTEL ICELBRIEFIERITOVTIEE 3 3R] )
https://919.jp/wp/wp-content/uploads/2022/07/22.7.6_kangoroo_T.pdf

20 g KES)EE [Russian Botnet Disrupted in International Cyber Operation)
https://www.justice.gov/usao-sdca/pr/russian-botnet-disrupted-international-cyber-operation

21 Krebs on Security [Meet the Administrators of the RSOCKS Proxy Botnet)
https://krebsonsecurity.com/2022/06/meet-the-administrators-of-the-rsocks-proxy-botnet/

22 188 : Bleeping Computer [Russian RSocks botnet disrupted after hacking millions of devicesJ
https://www.bleepingcomputer.com/news/security/russian-rsocks-botnet-disrupted-after-hacking-millions-of-devices/
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2016 £E(C Kloster (3. SHDEED 3 FAFEZE I BL B4 0T NIEFEL TS, 2016 F0 3 FRiEVZ
(¥, RSOCKS 7y by b —E 2 BAsAREAC ’
123, JiBIC&BE. ALRICHD Kloster DE
#H(CE 20 BR2IEKDEENBD, EEEE

(K 5) LEBICTIBIERS, BiRtTF1UT1&E
EZMEODEF TERELTHED., HFPOEF A
EDANR(ENDNZRREEOTNS, -+ - Fhfe5
(FTE— B BCKIZI TR RETHRL, &R
AIZIEEEL TV, 5SS S RSOCKS D4
vIDE]EEMEN DS,

5 Kloster tESDESBTE

2.5. F&H

TOF3Y—-LEXHEELLTD RSOCKS hf#AEINIZZ, 7> —I350> RIZ1Z71OBRRIC RSOCKS OZAIT. Bl
DY —LRZBUILE LIFTRITBEWI A - EN T, TOFS Y —EXEE (T I8R5 R E B Y-
LFREEO=—-XIMRIEVEEZBND SEE Kloster, FZFIEDLSBAMN, Ry by MeERULEROY-EX%
RIBEN BRSNS,

BARICEVWTEURAMEIRZE(CLD, Y-/ —AITOXRRENM KR IEFIERCLZBHRTA VN 7HD> MROEWCEL
DI > MRIEEREMEVTVS, TOFSH-EXEEZFIAULINEZEHU. Web 1 MR IZY-EXRE(C
ISUT, ZEZRETI® CAPTCHA 28 AI5%E, 772D IP 7 RL AN - (CEBESBRUVHROIRFI N E TH D,

23 488 : Krebs on Security [Meet the Administrators of the RSOCKS Proxy Botnet]
https://krebsonsecurity.com/2022/06/meet-the-administrators-of-the-rsocks-proxy-botnet/
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3. RDP ADI)V—RIA— AT EE

3.1. T4 PYI AN DIE>

2022 £ 6 A 1 B. JMLIN—I71 ) BEPREEOFZEEES 21TO VIR T PYIR(E. BErtOE
2 ABRESBIEI AT NI UADITREZZ LRSI Uz, COEBICEDIEHEE (1,872 %) | RIE

(2,167 &) | FEE. HHEFHSV5T 6,800 LU ECRALT. K&, 7. ZIVEEST—9SENIES{baniz. &
SICEfE. SSHLDITIIN-THE5BREDERNGOERRN TS,

FHEA-EAEREDIETR (DMZ) (CHBERIZATLD Web H—/\—%&X>FTF X ZER, SMEphsEY —/(—-A
DUE— TR N TGN ATHEICR O T U CNUEAS T T ARTEDEPEICLDEUIAREETH O, COMICTEUTH
EBNSTI— R IA-RAIRENEITEN., Y- N AT MNTAEFRD/ AT - RUFESNTUFE . WEHFTHEULLTHT>
NTEZSI AT LAILBAUE . NEBHSIFEIAAILS Y A1 7% EATUICATRE DD

3.2. RDP ADI )=’ IA—=ABEICDONT

(Y1 PYIAHADRE(CFIAENT: RDP] %

Windows IRIE(C T, =EhsY —N\-ZEIEFI2R(CFIATZUE- M AU MITY-EZA0TORIIL%Z RDP

(Remote Desktop Protocol) &M5, RDP ($=E(C TCP 3389 &l— MeERL. SMEBN5HEA LAN ADIEHE
(CHIFTEIz8. $tA LAN RTI2 U ADI7 ORMZIBIINEECEO T, MBI IO BHENDDO—DELTE
FEnvdo,

[(TN—BFIA—-RABELIF]”

TN = IA—RBERHEHDBIBLEIHEN, LV (RD— RARONBET, ZASNBINTORATEOMHED
BRI T, TR0~ RERIFL T3, COBUERICEDESN BN 53,

24 s Ty R [HREIRI AT LAY —/NCHIBREICONT]
https://www.viax.co.jp/pdf/20220601.pdf

25 {88 : MITRE [Remote Services: Remote Desktop Protocol]
https://attack.mitre.org/techniques/T1021/001/

26 {188 : CyberArk [Explain Like I'm 5: Remote Desktop Protocol (RDP)J
https://www.cyberark.com/resources/threat-research-blog/explain-like-i-m-5-remote-desktop-protocol-rdp

27 88 : Kaspersky [Brute Force Attack: Definition and Examples)
https://www.kaspersky.com/resource-center/definitions/brute-force-attack
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[(9—-9917TOHRSI] HRDP LOGS Purchases Billing Manual Tickets Referrals Profile ooy

\“JjJ_(Etj)l/_ |\77T—ZI Eé('?g‘t i n th:‘;x’:r‘iﬂf- page.
RDP @n [\ nIE I%i&% g 51%% U_Cg—b"“y |\
DS AFT AIBATILITRHL AF

UlesRsFBsR%e S — 917 £ M RDP S
shop LIEFNBRITHBICTER ML TARES gt BB ecuna e T il o
TBEANDZS, BECE. EEEZED 0 oo SV — °
EHRIFASATLNDTIERF 10 VT [ir o B e o o .
RINTORZEEHORZ, one e B e = .

B o ves )
- onl (=)

6 \vF>IIA-5ATEEREENTLE RDP shop

(TN—FIA—-ABERY -]

RDP (£33 92T — hIA—RWEE(AEA I DY —ILEHEE. BEDOTLS, (< Hydra®(d, RRM —23>FZANIED
N3 Kali Linux (V1> Zb=)LanNTWS e, s TEAFHERETH D Y—RAT—RIDFENTHED, hAIXAXTE
%, TLEBBCAINNIRZITIH . BERTIREZEITI 58D S.

KUY =LA —IDIT TEROIIBENTED, RDP ORI IE-IBRARKEY -, ) \vh—1BRiREEBU T
WEEDBITLED. ZL0/\vF>JICHIAENTLS.

[} RDP Forcer - O X
Scanner Detector ForcerX Checker Reglnfo

IP Ranges:

179.120.0.0-179.123.255 255 -~

45.237.188.0-45.237.191.255

168.0.104.0-168.0.107.255

131.108.128.0-131.108.131.255

170.83.212.0-170.83.215.255

200.189.96.0-200.189.111.255

186.219.64.0-186.219.73.255

187.87.208.0-187.87.223.255

187.111.64.0-187.111.73.255

186.233.232.0-186.233.235.255 v

Clear Paste Start

Any arguments
[~wait 0 —rate 100000 |

Cormnlete

7 Hydra ®oO3d B 8 )\WhH—IBRIRTAFTEIHERY—)l RDP Forcer

28 e : Twitter T@campuscodil
https://twitter.com/campuscodi/status/1395142772177448961

29 8l : McAfee [Major International Airport’s Security System Found for Sale on Dark Web RDP Shop
https://www.mcafee.com/blogs/internet-security/airport-security-system-dark-web-rdp-shop/

30 488 : Kali Linux [Hydral
https://www.kali.org/tools/hydra/
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(IO #AT2IETS RDP ADT )b— MIA—-RAE]>

I 1-49—tF1UT154t Kaspersky OFAE(ICEDE. RDP ADT IV — b IA—AEEFE (S 2020 € 3 BLE[CE21S
Uit 88 3 AU EEVIRRAEWVTLS, JOFBEOYE—RNI—IDIEINCELT. BENSAT(RICHD/NYI %
BVEI2FEREL T, RDP ZfE2/cUE— N 2RI N HEGENSUB U CENER(CHDE . AFHEIDITL TV SEE—TE
BOTENTLI-IEMET I DN FIEEN S, RDP ADT )L — hIA—ABEHELRA VRV ETEEEN S L,
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* T GRS S

9 RDP [CHIHBHLDMEDRBE . £HHF

3.3. F&H

RUEURVE-NI—D(CHIET BT AT AR DIHARADIESTC RDP ZFIFFBEMBRTHD. COIRIH EED
T VORESAEZIASTO B ADITEERE(CEO T, BIFORARIRERO TS, RDP ADTIL— R IA—-ZBEE(C(F. &<
BHR) 2T — ROSERTVIANEN THD. ULHU. INSOMHEZHEL TH. YE— AT MTH—EXO/ESS 2B
NJENN'GHBID. TrAT7IA—IVET O TOFIPR®. RDP #5(C(d VPN ZiZAICT D%, EENRIIREHEE
9%°%

ME

3E  DRRLVZF-ARIOY [I0HAEO 1 4 | VE- RN T TORIADIREN S KRS ]
https://blog.kaspersky.co.jp/attacks-on-rdp-during-pandemic-year/30354/

32 W YAt 1UTHIERE [ERMETUE—NPIERE) T I BRI B Y -]
https://eset-info.canon-its.jp/malware_info/special/detail /210407.html

Information Asset Classification: Public Page 13 of 14

© 13 July 2022 | Version 0.01



https://blog.kaspersky.co.jp/attacks-on-rdp-during-pandemic-year/30354/
https://eset-info.canon-its.jp/malware_info/special/detail/210407.html

® NTT Security Holdings

REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

IHNTATH-ERE BRASTISIOAEEF—A
X=JVPRLA : WA_Advisorysupport@ntt.com
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