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1.1. ¥

2023 £ 6 A 13 B, KELTZ2FREEVAN-tF1U711>I5F1U574F (CISA : Cybersecurity &
Infrastructure Security Agency) (%, ¥R DHZEAET BOD23-02 #FRITULL
FTRERZOEKEEFERIITEWLRS (FCEB: Federal Civilian Executive Branch (LUF. [REBTH
Bl OF)/AATHD. HIESERY NI IRH TR ELERZITOHDEBIRA -1/ AN -1y N A&
NTVRIBEC. BAN-EICFIHENZURAIZE WS 3 IHDiGEZRH I3,
Fo, WIEHREERDT—RELTERESINTUVRDE, FIZE AKEH O - -DHNFIFHIT3(EITD Web &
ER-A 0074 >VBIEN -2y SIS TE 7 IEATERIRBEROTVB L ETHD.
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1.2. 85

KEBUATHR IR REOHET —JZ2HRIFLTHED, PN -RETREENESNZTII-DUEDTHDD’., B
ERTFIITARIKRHBENTNS . UNU ZXDOREBFHBEIN A>TV XED . SMEBOA 25 —Fy b SHERED
RYNT—INEBCHDT NA ADEIRA 2 —TIA AN B TP JTATEDLICLTVSDNRIETHD, EIRA>H—T1A
AP A=Y b EICARINTVSIEE, HRROECHSTHREICRRTESLD. IEFE) \vh—(THE#ORY DI
ORAOLLTERINST - ANREL TS, CISA [FZOLSBIRRNZ A T KEBAFHEREORY NI—-ITAADE

1 488 ; CISA [Binding Operational Directive 23-02)
https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02

2 88 : Sophos Community [Web Interface Login Failed 17.03]
https://community.sophos.com/sophos-xg-firewall/f/discussions/100119/web-interface-login-failed-17-03

3 W8 : InvGate [The 5 Industries Most Vulnerable to Cyber Attacks in 2023)
https://blog.invgate.com/industries-most-vulnerable-to-cyber-attacks

4 H88 : The Record [CISA orders US civilian agencies to remove tools from public-facing internet)
https://therecord.media/cisa-binding-operational-directive-remove-tools-from-public-internet
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> Hi# : CISA [CISA Directs Federal Agencies to Secure Internet-Exposed Management Interfaces)
https://www.cisa.gov/news-events/news/cisa-directs-federal-agencies-secure-internet-exposed-management-interfaces

© 48 : CISA [Binding Operational Directive 23-02 Implementation Guidancel
https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02-implementation-guidance
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No direct internet access to networked management
interfaces.

Network management interfaces are only accessible
through an ZT Policy Enforcement Point (e.g., access broker,
jumpbox, or ZT PEP that implements
authentication/authorization) separate from the interface.
This ZT PEP could potentially be deployed outside the
Agency Enterprise (e.g., SASE service).

Traffic from administrators to the ZT PEP is mutually
authenticated.

Traffic from the ZT PEP to the interface is mutually
authenticated and authorized, where possible.

Multiple management network micro-segments may be
employed.

E el Entity Data Flows
WSS Management Flows
O Managed Devices
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2.2. INTASATADOI#HHS IY—ERELE

ILTASAT L HERRFOFHEEZIRID Web SRFTAMHZ RSB AT ARV de && WEB
hzJeVofz Saas %z, H ETFBHAFITRHL TV TATAS AT AHFSE(COVWT, ERHFSEFERHROD 50.4%
WMERATZIEFR No.1 D171 (K 6) EFEOTVEE, Ffeo INBOH IS THHARICEDE) 57 HHEZEFR. £ 826
ADTEHENMTFHETEEINTLS,

(52YLUITRBRWBE]

6 A 5 B 9-EXRHAOY - /\-HETS2H LTIV OIESIETEWEREEICRD, [HH5 2 1F0Y-EXNR

7 88 : [Tmedia NEWS [1-H-OA$IH-EZIRETERV #HBLTEISATLOTOYAVITHE. FENS 2 BRI OERLEIRET]
https://www.itmedia.co.jp/news/articles/2306/22/news163.html
8 s RRHTIATAIRTA #5528 | 317 No.1l OUSIRMFTEIES AT
https://www.mks.jp/shalom/
O H  MRRBHTLATAIRTL [—ETHNBILTASATAL
https://www.mks.jp/company/ir-information/ataglance/
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%o FIHEFEBETIROTVBN( TN —(E H—EZADRIBLIVINBUEIRIB(CHDIES{LBLTULBCENS, BRSE
I TERVMLEATHBERBAL TS,

({EIHE S T BHARADRZE]

SAF LDONYIPYTT =B EHEEISBDRNIIID 2\ Py T2 R L TEIRZEDHDEN FFER DI ZATADRAE
RsERZATAIL 3 B5F(C LD IATA AT ARIERY —ERZBREL TS,
— THIBTEHCEOT, ERMOEE VN FAHRAIEERAZ REHBFHENERD, 1 FORTESILR
6 BICHFIEMERRNCL(F, FSCEZTHOL ZATATEEEL TWALBOZ W FRZRCRD, 5 THHErh
DOIEEB OB (FIEAUL. BIRILL UHRHSNIZAEE RO AT LAE 7 I ADERICED AL E THolfesh. 7ITAD
AR RS TERILIEZ I S TEBOMRICHICEDRIASZ THL,

2.3. SaaS FIHELIRERT

EINIBIRZRSZ AT ATHA N -KE(CLBWENFRLEVRAVOBNNHZI5EE. BANBRREECEIE, BEA
BIRREZESNRPNIRETI2EHEN DD RIRELTHEERNS 3~5 BUUA. TORICHIRCUTEERNS 30
HEA (BAN-WEBEZEOARERBNIICLDTRAVG. BEBNS 60 HUR) &£, BRAOIRENRHSN TS,

REF, SATLARBSHITI TRE AT LZFATHANCERBHIBNTVD, BANERREZEREHM RS>
T, WEBRBOEARZIBAVENIREL, RIEFFRLEUHENNGHEAT —IZEDRE N BIREREEETHD ]
ERULTWS, SEIDT—AT(E IATASATLARITEL, B LEHMR (FFEK) LTOMBERR (Fitwm) €6
HERBIRETS.

L) IATAS AT LRI Y -THEEZHZTEHFANSOIMENRIREIN LD, BANERREZESAOEHEN

10 g BFSHIBIR DIGITALITAY A3 RFA[3910] : B=HE(CLBTVHAITTREHREADMSRROSHSE (524) 2023 6 A 21 HOEEHR)]
https://www.nikkei.com/nkd/disclosure/tdnr/20230620507046/

U R SHTATS2T A TRERREICBHENEEBOVT
https://www.mks.jp/company/topics/20230616

12 488 : Security NEXT [ABHHEIRTLBE, #6535 ATLEIERIRME - MK S2TA]
https://www.security-next.com/146843

Do R RHTIATIRTA [—EY—-E2BROIHRE]
https://www.mks.jp/company/topics/20220703a

14 BIRI0ZTYY (XTECH) THESONTIEAE BIMR : SOUAVITRENME\ BBEOBRS EHEICEIN eI EN3]
https://xtech.nikkei.com/atcl/nxt/column/18/00084/00270/

15 he  EANERREZES RAVSEOMISEHEIEER]
https://www.ppc.go.jp/personalinfo/legal/leakAction/

16 e EABRRESSRMEABRORECHIZEROVTOARIAY (BAIR) - 3-5 BAT-IORIVEORES (E5H 26 £KEF) I
https://www.ppc.go.jp/personalinfo/legal/guidelines_tsusoku/#a3-5
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(FZLTOEWVS, UHU. BN TBIRIREZ S R(FIRERT(CRROEBHIENEVSREBZFSN O, ZOIHIA
TAS AT MFHFEEHFRICTU. 320 TREROBIREI 2R AL CEZHTELL Y,

BE. IWEFFFFREETLTIER TITIENRHENTVS  AMFTREEHESRRF B LIREESENERICLD
REZOTA— Y MR L B ETFEBIINCOIA-YY M FIAL TEE T THIBEERZIMOEIEH T EET
FREIBMICHITONEL,

2.4. F&H

CCHETIOY LI VINEEICED SaaS TOFREMEZI TS, ZOLIRH T, Saas (CFAFTBHEOEAIBIRICD
WTRAVWFEOSBHEBEL THWESENTFO TV,

AT BAIBERERD SaaS THEIMMNRELIRE. U-EAZFIBUTVSTRE, S5(CZOTEICBEANEREZS
FEUTVBTREICE. BN BRREACE DEREERBIRDOSNDZ N BIEREINTZ BBHEERFTTELT, #HHH L
BIEFE VOB NIBIROF I ZF VB U T2 7 Y M I0-2 2180 . MV SBHRERIGREETEETE?
ISMBRBZENEETHD. o, ENNOBEEOENIEHRZIRIZEE. GDPR (EU) EORMOERBIZAIKALS
BAJEEMECOVTOFE NI NE THD.

Vo IR YE DM [THBZIOILTAIZT A, S AV THETENIEHRFROEN]
https://smbiz.asahi.com/article /14930843

18 e Twitter TRREHSERSHE LS (AR) 1
https://twitter.com/tokyosr_/status/1669609709719130113

19 HE  HARRRBHEIEA SBIRIADIMI(R NBEICHEA ERBRIZZH RURY N2 R RO e AR R U A DI 2
B X(IEEB THOEHRADBISE]
https://www.sr-sakuram.jp/news/20230703/259/

20 488 : Odaseva [New Research: Ransomware Attacks Targeting SaaS Datal
https://www.odaseva.com/blog/new-research-ransomware-attacks-targeting-saas-data/

2L e B0 7YY (XTECH) FARRS SaaS AOE TN ARG BEEIEB R ESIR%]
https://xtech.nikkei.com/atcl/nxt/column/18/00138/061901311/

22 (pEn  SRREEENMNEES [97] 3 EE s SECUNITY BAN\—tF1)5(t3F— BEMYAN\—tF1UT OREFRH
~BHESRAICHITEL R DR~ ] TMI &R ESHEN N—-b— (FEL) FMEER]
https://www.kyushu.meti.go.jp/seisaku/jyoho/pamph/pdf/cs21_2_3.pdf
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3. A=F—DORETEILLTWEN\YH—=TA—-F Al BreachForumslh'{EiE

3.1. BreachForums &%

YA bOA—F—RIHSNIRZET 3 AICRAREN T FRER D/ \wh—TJAx—5 AlBreachForums I\ e A—7
—lz 6 A 13 BICEEZ2BEULE.

COETE(R)\Wh—ZEDRI TEEREL RO THED. 7 A 13 HOBFRT 1 B AR ENEFRU TS, BARERTEERR. $R42
RImRIBIROETR®) W > (B I BEMNBEALITONTLS,

Welcome to BreachForums
by ShinyHunters - Monday June 12, 2023 at 07:05 PM

ShinyHunters Hello, Welcome to BreachForums (reincarnated)!
This forum is back with the original team behind Breachforums
If you had rank on Breachforums (VIP, MVP, GOD), you can restore your rank here for free. Please message one of the admins
( ) with proof that you paid for rank on the previous forum. Please provide a screenshot of the e-

- .
mail you got from the payment provider when you bought the rank). Please do not contact us without valid proof

Please consider donating as we build this forum, as it will allow us to sustain the community. (= -
By donating you can also earn some awards, see here for example

If you do not receive a confirmation e-mail after registration, please check your spam folder. Otherwise, welcome back to Breachforums

7 #HlA—F—¢RoJ ShinyHunters [C&% BreachForums OUIIAAAYE—S (Ei#KZE—EFINT)
FEFhZE Doz BreachForums ALSZE | COITA—=FARRTTDF—LAEHICBOTEFZUE]

3.2. HAEHSEEXT

(EASHRIZDENE]

BreachForums (&, 2022 £ 4 ACHEFHARRAD/ \vh—IA—3 L THolzIRaidForums INEAfEEN e %22
(. ZO1-Y-%ZEIEEURDIAD R TIaE Oz, D&, BICEAD)\wh—%5EH. BIDIRSRRIBEHROL 1—REE 150
{BF(SEL. RaidForums #&<FIIEZEFE O TUL,

UNUSEE 3 A. FBI ' BreachForums OA—3+—T&ofcdF—-J3547>-J4vY)(NJw4 (Conor Brian
Fitzpatrick [BU4a : pompompurin]) &L/ \Wh—ZiE4H, COBF, JA—S LD AT AFHEEBRELSICLOTE
FENTUO, HAIEELB/I T 1w/ NI HNSHIRU - BIREERZ(ERL T 7EALTWS R e dE Z &AL .
BreachForums ZEgEUTZ.

CNSOEBREENDS5, JA—ILBHEORTEL, SEOBHOIRFTREZEELTLVDEIBaphomet |E&FTES A
¥ Tirolz. Baphomet (&, TA—SANEASHEN TLVSRIE BreachForums O1—H—ZNSEETE2 L[,
Telegram EICFvy NI —T=RIFRUIZ. CNUC(E 4,000 ALEASHIL. FILWIA—SLDTEDFSICEET S5m0,
BEHVOFEIA-SANDOERE, ZKHENRFrYIMMTHNTUZ,

Baphomet (374—35 ADEAEHERDIIF R T I TICIEEEDFRE T2 I4— I LN EIREEZNSEIEEZIFTVLIT,
FRI(CZDSEDMANERFSIUT BreachForums O#aEZ @R TR 11 - T4 ZAEERUIVEEEO TUL,

23 488 : Cybernews [BreachForums is back - for real this timel
https://cybernews.com/security/breachforums-back-online/
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(#r7e2A—7— : ShinyHunters]

BreachForums OEEENSHI 3 B, FhlclCA—F—&Rofzl ShinyHunters I [JA—-SANR>TE JEVSE
= ¢ H(C BreachForums OFTUL URL %, Biid Baphomet OF vy ML —JC3%FRUT.

ShinyHunters (&. Microsoft ® GitHub 717> NIxd9%/\w#>4240, PDF VIR Nitro PDF 01— -7 —4%8
&T 770 BHOBER L0z, #R 2 IRAERNA DK EZITO TS BEAEW\WH-JI - TTHhd.

U<z BreachForums (&, ShinyHunters. 2UT Baphomet ZE O IO EIRESHMHURNSEZL T
AV

ey ShinyHunters &
:«? Forum is back :

When you register, please check your spam folder as the emails are not reaching

inbox yet

8 BreachForums O@Bi%&F3 ShinyHunters D#%fE (E{§%E—&PINIT)

3.3. F#HCHIIMDNYH—-TA -5 LDRIE

3 M ARID BreachForums (FtHREAD/\YH—TA—-SLTHolz. COIes. BIA-SADEATEHZ(CITE S Z5o1
—H—ZHVIAESE, ZLDRBRDIA—SLNFTEREN, BIFOIA-SLADR A TI-—H-DFEHLR O,

ENNIFORUMS

Welcome back, holhoichahang. You last visited: 06-23-2023, 09:22 AM @ Log Out

& User Panel A Alert

#jOnniForums

post new challenges

9 BreachForums DEASHRICEFECRIETIA—F ADHI

24 g : HACKREAD [Hackers claim to breach Microsoft’s GitHub account; steal 500GB of datal
https://www.hackread.com/hackers-breach-microsoft-github-account-steal-500gb-data/

25 188 : Bleeping Computer THacker leaks full database of 77 million Nitro PDF user records/
https://www.bleepingcomputer.com/news/security/hacker-leaks-full-database-of-77-million-nitro-pdf-user-records/
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TNBOITA—TLME Telegram 12 Twitter EMD SNS _ETE{RZEITOD. @EICKIPELBAFEMNSRBLIET —
BRIV TERUIEXYE—>%2BB0IA-SAIIKIRUIEDTBRET. )\yh—Z0:EBZEHLSIELTLN, BLEID
BreachForums O&3(CZEHU T —Y—EBICHRINUIECAIF DO,

[#74& BreachForums ADIE]

BreachForums O1E/&#%. RIA—3LNSOI1—H—-DEEZHEH CATHI 35 ETA— I L6
BreachForums OJEEIZIAELLOE . MEZLHITDECABHOM,

fz& X (&, BreachForums ($18/E% 1 BFEIERIRVS5(C DDoS IE# T AR TERIRREL Bz, BIA—3LD
BEED— AL, F1/LTA—3LExposed |OEIEEN DDoS IEH —EX=FIAL TCOWERITOIzEEFRUIZ?,

iz, BIDOTA—=SLTOnniForums IOEIE Al dkota I, ¥OF1AE5514E%ZFIFL T BreachForums O 27 A%IK
0. T -5%8EWLIz. €U T. BreachForums O1—H—#J 4,000 A3 DX—=IL7 RUAN ST IP 7 RLAZFDT —
A BB DITA—-ILIHEFRUIZY . ShinyHunters (&, J\vF> %=1 cCe%58% . 1Y (3385 iR U,

Forum Databreach
by Sh\nyHunIEls Mondﬂy June 19, 2023 at 03:01 PM

ShinyHunters Hello &

jone
Firg d like ] ) 0 [ )ac died the situation put
1 (o] [ ] C 5 to maintain a sec environment,
ope 1 2 abi - July DE e 1C ain U
. ap uld he ‘

https://
https://

ADMINISTRATOR . oD

can't be sure hc an s to the user databa
fear that th nish, bt e te ilities for our mista

10 \v+>) %R} =T %&#ITETS ShinyHunters OISR (EfE—ENTI)

[]

J\WH—EOREITE VPN PEZMEOS VXIS —EROFANEH#MEROTNSIEEHD. COWE(CLOTRRULT —
ATRBTOBEREOHECENST . BIA-SLFZOROIERCI—Y—EEIEPLUEIIT TS,

3.4. LD

BreachForums O1E5&(E. Z<D/ \WH—PZDFARENSENEINTVDLITHD. FAIA—ITLDRTE THD
RaidForums QBHENS, k4 BEFE. ED) \WH—ZNSHLTHED. EFIBMI®/\WH—ELTORBESIIHICRK
TRIBHREISTR I BT TR MU W IR oD I RIBEE RO THD., REBETFHERAD/ \whH—1=
1ZFAZERRL TS . SIIEBTSRZOPAN\-EICRISUTHEN. ZDOFER. BreachForums (CFREDIRET —

26 {88 : DataBreaches.net [The “reincarnation” of BreachForums: A cyberdrama in three acts/
https://www.databreaches.net/the-reincarnation-of-breachforums-a-cyberdrama-in-three-acts/

7 4# : DataBreaches.net [Confused about the drama with the new BreachForums? Reading this will either help
you or make your head spin.l

https://www.databreaches.net/confused-about-the-drama-with-the-new-breachforums-reading-this-will-either-
help-you-or-make-your-head-spin/
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AR=ZNEBZAENTWS. SEEEIA—I LG, J\wH—121Z71EUTEERNRMIEM FZ2B5a]sEEN S #HiREn
BAFPSHIL TS \WH—DBIECFEMRNVETHD,
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT TH—EZER OSINT EZAU2 T F— 1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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