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1. REBISOYAUIFTHRE 2025 FEEFTED

1.1. =

#2310 OSINT EZAUSIF—ATE. BEESHYAIIVII-THEE S 2RET 1/ MoitszE 2 EZ/U>JUTL
%, COEZHU) DFERICEDNT, 2025 FORERSOYAVITIIN-TOEES - BazFEdr.

1.2. SYYADIPRZEDIEM

K|ERSOYAIITIIN-TEE SOYADITERRVTY -4y MER#ORY ND—ICIFET 2071V 2SS4t/ ZFERL
fe LT B8+ L0O3I SR CEREEERL. SBICHRETICERENIADNRINE, BEUEI7A N EI I T
WEET YA NTAR(RE) T3, LIREE#E _EICBBI LRI —-TThH3. BEYA MOZIY—-I910(17F
FELTLBH, SETEPIEATERYA M SNS 2RI 35> ADIT7 T —TE85H3.

REYA( NCOWEIEMICRIT 2IRTRHRERIE L EEINLTHD. 2025 FEFHTENSH) 50%IED 8,199 HHFEREN
(R 1),

BRIDIETBHRETRTE 2025 FEZ B THENRBAZ LEL>THD. 500 MU ETHRENEEILLTVS(E 2).
HREEDISEHLBINEEL . ALPHV. LockBit BREDSERRS Y ADTTI I —TOMWRNMTONTERN 2, SOY LA
DIV IE DA EIC AN TORWERENSFE/FDICRO TV,
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1 REYA FTOWEBRICEIT DINTERIDHERS

1 4H#8: U.S. Department of Justice [Justice Department Disrupts Prolific ALPHV/Blackcat Ransomware VariantJ
https://www.justice.gov/archives/opa/pr/justice-department-disrupts-prolific-alphvblackcat-ransomware-variant

2 Hi88: National Crime Agency [The NCA announces the disruption of LockBit with Operation CronosJ
https://www.nationalcrimeagency.gov.uk/the-nca-announces-the-disruption-of-lockbit-with-operation-cronos

Information Asset Classification: Public Page 4 of 17
O©NTT Security Japan All Rights Reserved. 16 January 2026| Version 1.00

Sensitivity Label: Low


https://www.justice.gov/archives/opa/pr/justice-department-disrupts-prolific-alphvblackcat-ransomware-variant
https://www.nationalcrimeagency.gov.uk/the-nca-announces-the-disruption-of-lockbit-with-operation-cronos

@ NTT Security

— — — — o — — — — _— — . - 2024
‘ m 2025
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2 REYM MNTOWERMICEIT S8 B DIETRiEE

1,000

900

800

700

60

o

50

o

40

o

30

o

20

o

10

o

o

1.3. BSOS Y AVITIN-T

(ERRSVYAVIFIN-TOESMDANEDD]

2025 FEOERIDISTRELEAL 10 J)L—TOBESNIZ, 2024 FHSEDANEDD., R OS2E%5Z (312 LockBit ]
., e FERUIZHunters International I2EDT )L — T EE S ol

2R 38 48 5A 6 A 7TH 8H 9A 108 118 12AR

Qilin 20 43 48 71 56 86 65 83 87 212 96 190 [ 1,057
Akira 41 116 60 72 40 34 46 57 44 82 80 78 750
Clop 113 295 5 1 1 1 1 0 0 17 99 1 534
Play 15 47 29 50 41 33 23 28 52 27 27 22 394
Incransom 31 13 30 19 15 28 50 28 56 31 55 35 391
Safepay 28 13 43 12 65 34 42 19 31 14 16 68 385
Lynx 41 37 32 31 10 24 17 13 30 13 2 14 264
RansomHub 49 102 87 4 0 0 0 0 0 0 0 0 242
DragonForce 17 7 11 26 2 25 21 24 14 20 25 35 227
Babuk2 67 0 99 22 0 0 0 0 0 0 0 0 188

x 1 RERSOHAVIFIN-TD 2025 FHiEHRMND 10

—A T PN =TR=INT12J INOBETHAEARNTEEBZAULIQIlin IOEBMNEFRILL THED. £ —
THh, SRS RZ Lo, 2. [Akira INBIEE(CEEAT) 3 EOEOIRREITV. ZHF LM,
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cNBOYJ )L —TE RaaS (Ransomware as a Service [H—ERELTOIHADIT ) &IRELTHD. oY LDTT
EOETETHB 7I(UIA MELDZIEBTZHIC. BUFIREDPFEREVATYR— MITOTW3’, SEEHE
IEZETERMELIARDI I —THS7I1UIA MDFRAZRBET . SEBEEFALESETVDEHS5NB.

=FBFoICIoplE. IR NMIRXZEZITOIOT(EL, FREARCERL TEOT /eSS 42 BRI 2L THREREZ LIFT
W3, 2025 FFEHIC Cleo BI74IVERXYIRNITT7DAESS ! CVE-2024-50623 %, 11 BIC(ERE ERP J\wr—o
Oracle E-Business Suite D551 CVE-2025-61882 #BFAL. W+ R—>aRRULY. I —TLZER
AR RETHD, 7IUIA hORAIERENEHSND,

(5>BAII7IN—-T DEIRE]

II-TOfE - UT5 RINERIEUICE D, 2025 FEORHHTHS. [RansomHubl(d 2024 FEEHENSEFRRIES
ZRBTUVEN, 2025 F 3 B FEICZERESZIARLLEUR. BIJIL—-TTH3IDragonForce |(CEHIHI(CIRINENTZEH
5N3°, iz, THunters Internationalll 7 BICEAJIL—TOREDA NT. fREL. BLMES Y- OEERMERR
LTt EERIC(EMWorld Leaks & WS ) — T %315 i BIEGEB ML T . CNSOBIEDESELT.
S AIIT7I I —TETORDRONNERICROTVBEDMIC, IEBHBIHNSOBIIENZERL TVBIEBEZISN
Do

Fie, FRREADITOYAITTHI—THHENNULTHN. 2025 FE(CIFTIC 66 DFIL—THELRIENT, RaaS &iRftd
BIDITEERZTIYNIA—LEDINITMLEEU. ToY LAVI7ERADS AFEEEMECBOTVBTENS., BEHfEEIHL
DIREEN G RIBEIEN B

BREDZIVEMETFLTWBIEES, SO ADITII - TOBMRICRIEL TS HBND, %k LB,
ZADT I4)IA M EEH TREHZIEL T ENRELIROTWS. LN, JIL-TOHBE - T3>0 RhzEHDEHEBICL
DRI DN BIe., IRBETEEREZR > T I(UIA b T, FBHAMICINEZEFP I 2EIZ(CS TN TVDE
EZZhN3.

COEIVIFRETIRMBIIN - T 5T 2 ER I ZHEN R, BRENZIAVONTHIES T —ZIRELBHORD.
TEEHESFRZABRL TN DT 2I5EN DD, COZEN. BBS{tENfcT —I0EIHREK T 2BIENIHZ.
T T —=TOEILICEDFRENBIEL. CNFTZLDIIN—THIBRRBCEHI TSR F HREBFAFOEER( D IIADK
BENMTON3EbEEEN3,

3 iHea: Analystl [Qilin - Threat Actor Profile]
https://analystl.com/threat-actors/qilin-threat-actor-profile/

4 H#8: Vectra Al [ClOp Is Back, Exploiting Supply Chains Again.J
https://www.vectra.ai/blog/clOp-is-back-exploiting-supply-chains-again

Hi8#8: Barracuda Networks Blog [CIOp ransomware: The skeezy invader that bites while you sleepJ
https://blog.barracuda.com/2025/05/16/cl0Op-ransomware--the-skeezy-invader-that-bites-while-you-sleep

H#: SOPHOS [DragonForce targets rivals in a play for dominancel
https://www.sophos.com/en-us/blog/dragonforce-targets-rivals-in-a-play-for-dominance

Hi#8: The Record from Recorded Future News [Hunters International ransomware group claims to be shutting downJ

https://therecord.media/hunters-international-ransomware-extortion-group-claims-shutdown

H#: Coveware [Insider Threats Loom while Ransom Payment Rates Plummet]
https://www.coveware.com/blog/2025/10/24/insider-threats-loom-while-ransom-payment-rates-plummet
° Hi#i: ReliaQuest FRansomware and Cyber Extortion in Q3 20251
https://reliaguest.com/blog/threat-spotlight-ransomware-and-cyber-extortion-in-q3-2025/
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1.4. F&H

2025 (. FHEI I —TR=INTA IR0 TZRINDOEIBAROAFEREENTYLAITTEEOHEE), =
I RIME T BURINEEEL LI SO AT 7 I —TOBROFENFHEVTSD. J)— TR0 EIbIC L
D, S LTI TIEOZNEE LEFDDIRENEKCEN RIAFN D BEAITEYTSAF1—>rEictrtaUT %581t
FRLEDIC, BEMGETENEMHEE T IMRLTZRE, BEREEEU AT EDDILEEE THD.

10 et PHEIIN—TR—ILTIIIR THAN-KRBLLZIBRFTZ VBT ZRAERRLSEOMBCONT]
https://www.asahigroup-holdings.com/newsroom/detail/20251127-0104.html

s 72O [Y-E20EIRIRRIOVNT GIYADITRBICEZIATABERE - 158) 1 (IRATYN)
https://pdf.irpocket.com/C0032/hvir/JK91/fPxz.pdf
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2. IV MHVESIE. RIZO)\YF> ) EHFE]

2.1, E?

2025 € 12 A 4 B, MIVMIVESAN-BFREZMEL. AHOFIRICET TN -FIUT1TRERET 25
LWEXIEE 8-A FZEBIULI(COBNS 120 BEICHITFIE). COWIER. tF1)F HFREPHEN/ \vh— (B
filss b 2 BV (CESS I ZAET 2/ \Wh—) [CL2BEEHSMISIEREZ —ERMH T TER L. BN\ -FiEAE D
{EZ2BHETZEDTHD.

0 que procura? n

Pesquisa Avancgada Ajuda & pesquisa

Pégina de entrada / Decreto-Lei n.° 125/2025

Decreto-Lei n.°
125/2025 Decreto-Lei n.° 125/2025, de 4 de dezembro

<BHEEs

I Ato Original
indice NP - .
Publicagéo: Diario da Republica n.° 234/2025, Série | de 2025-12-04

Texto Completo Emissor: Presidéncia do Conselho de Ministros

Andlise Juridica Entidade Proponente: Presidéncia do Conselho de Ministros

Direito da Unido Data de Publicago: 2025-12-04

Europeia

Modificagbes SUMARIO

i e Transpde a Diretiva (UE) 2022/2555, relativa a medidas destinadas a garantir um elevado nivel comum de ciberseguranga na Unido.

3 % 8-A &SV ESIDecreto-Lei n.° 125/2025 (A MHIIVBAFLERED)

2.2. 8 8-A EIIOWNT

(EELBARME]"

5 8-A . [BAN—tF2VF/IBIFB AR L LFENBEDRWTR IEBURE . AT LAFTEEPEEED
FRIOERESY ([CF1ITAREBENEB (CHRSIEREZITIHE . REFIJEAPRBESZOLIIC, LENHEEE
ENTUVATRIOONT, LT O EBITHE(CIRINBETLERIZENTHS %

o HBENOIRE

FeSSIEDHFEEHAN—tF1UT( DB LDHZEIIETBIE,
o EANFIBNE

BEOBFINRIZEZ FENFRZRHT . ZFELRE.
o [NEFIRES&ETS

12 Hg: Infosecurity Magazine [Portugal Revises Cybercrime Law to Protect Security Researchers]
https://www.infosecurity-magazine.com/news/portugal-cybercrime-law-security/

13 e Presidéncia do Conselho de Ministros [Decreto-Lei n.© 125/2025, de 4 de dezembrol (Dirio da Republica)
https://diariodarepublica.pt/dr/detalhe/decreto-lei/125-2025-962603401
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FRRULIRSSHZESIC, SATLAFMBEEFLEERE BISUEAT -S0EREE. SLUNILMIVEZRYA/N
—TF1YF 25— (CNCS)(CERET DL

o WER/RORA
eSS EZ1TORR(E., ARSSIEDIRE (CHERESEREICIRE T 2L Y—EXDHE, T—HDIRZE - HIBR. (38
EEFEESE TR,

o EANBmRORE
GDPR S8&UBHMEEDICREL BAT—HIDOEELREUS - FIA - FRZITNDRVIE,

o THDHEMRELHIR
eSS IERER(CEUSUIET —(%, HEZHERL. RSSMEMEIESNIZE. 10 BLIRICHIBRI 5.

[BbEh3FiE] P

BUTFOFE2RAVEEEEE 8-A Z0OEAINERD. MISSEFZR—NN2.
DoS IREH LU DDoS I EE
V=3vIISZT)Y
TS BLUCOREBITA
JERA D — RPOBEER B ERDEFEN
F—ADE XY RHIBR - R ZE
WMRICLDIATLINDIEE
NIVITT DA > A=) EEh

2.3. ERMBEIRODLEE
MILNGILDEE 8-A KEBRRIC, AHOFIZ(CE I SRS MEABZENRET 2EEE. METERESNS.

CREDEHE] '

KE)EA 2022 F 5 AIC. CFAA(OYE1—5—FFER - BB LK) [CE D GEER A #H2THET . AHOFIRITAEIIO
TFIVTAARCBN TR (BROEROAREN S ZHDT)MRSSIEOFER - 3RE EECLOTIRATLAOR MM E(C
BITREEFULRVEVSIBINRTEZ. FAIICFHITTZ INICLD, EEHDMIEEFRZIREL. TF1)FTAFTREN
BRI ZEN T TEE TEIRIBRIBNEALR, LELZOAEE, [EF1)FTEREZEMLTVS [EFRIZETOE
(SHUTHRIEFEL THEBET DD TRV FIZE T/ARIHEMZFERL TMEEZEBI31TAE. [EHEFER
B\ Ffe, RERBICE CFAA ERDIEEEFZIRET I BFRIC. A HOBRAYIBTICOVWTHIEEBOI E1—5—IB5E - A8
BAEERBPICARRA T BTENRHENTS,

14 Hg8: U.S. Department of Justice FDepartment of Justice Announces New Policy for Charging Cases under the
Computer Fraud and Abuse Actl
https://www.justice.gov/archives/opa/pr/department-justice-announces-new-policy-charging-cases-under-

computer-fraud-and-abuse-act
15 iHg8: U.S. Department of Justice [9-48.000 - COMPUTER FRAUD AND ABUSE ACT]
https://www.justice.gov/archives/opa/press-release/file/1507126/dI?inline
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[EEDEHE]

RERAFFIRTE. 1990 FHIED CMA(IVE1—-F-RIEFERZE)ZBELLIEL TV, fEsFENBIURI(CEFI1UT
(AR E =S5, FAICAMNERFIKIZS X TEREL T, FEECHUTIEHIOENZENH T,

2025 £ 12 B 3 B, 9> - v —-EXALZ2REHR G EMIBRUC LB (statutory defense : AR TEDHSNILE
HFERE) IOBAICLD, MESSHEE2RE - HBI3F1UTARE T ENRE T D5 ERIBU,

(BADEE]

HARTE, IPACGRIZITEUE N EIRIEHEERAS) & JPCERT/CC ER I 31 ARIMESS 4R R(CVD) A RS IC
&0, ESEIEOFRRE . BIUCOMISMEZZ O - VI NI 7 EORFEENREL. BEZELE - NKRIDHEHNE
fEENTVS. BRYERAEISEN BRSNS FICHRZEEL. FIRENOFEZ&/IMET3E(CHD. UNHU. COHARSA
JHMERDIEH THD ENREZRET 20O TEBV. MESSIERERMRALL TRIE7 IR AR AR I S0 HE
RSO, TFIUTAAFTEORED, BEEHIMEEHFRRICETZENHEHIRERmTHD.

2.4. FEd

WEHLTFIITAAFREDITRFEAMEIERLL THD, MEREmEZ X R T 2EMREH LRI, ZDR
9. eSS MREEIAHOFIRCET 0D THO THEELAFREINSENN GO NILMIILDSE 8-A (3. EfEHDM
SRR EEN (IR I BHIETHD . AHOF R ZERUCEDEAEVNZ D, KETFELUCERERCIEETIMTD
NTHh. RETEHIRE. EECAFTEIENMEATVS YA N -KEFESELI IR T T, F1UT(HAKRENE
BRI ZBNTITERNTERRIZE DD, 5. BATHIRETOMREBBIENEZSN S,

16 Hgi: Computer Weekly TUK government pledges to rewrite Computer Misuse Actl
https://www.computerweekly.com/news/366635624/UK-government-pledges-to-rewrite-Computer-Misuse-Act

17 s MITITECENIBIRUBHEEAE (IPA) MEREF1ITARIAZR) (— M=y THA RS/
https://www.ipa.go.jp/security/guide/vuln/ug65p90000019by0-att/partnership_guideline.pdf
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3. LEEFD IT D—-h—BAIFEk

3.1. f1E

LEREE D) \wh—JIL—FTLazarus(SHILR) IO THI)L—FTFamous Chollima(ITA YA FIUT) I(E, BAIN=3F

BO—IREL T, MMADETAFIAL,. TEE% IT J-1— (U TRERZOMOEDREICBASE TS, AEmEIEE
(CNE-RID—h—¢tUTRESNEIEESE, BEANAFEH . BLUFIE T CHIILBHEANDE SR EZIES,
Famous Chollima O;EENCDOWVT. 1T AR ESHBEDRAEEEN. J)l—TOEKENFEONRIMNE,

9 GuidesandTutorials  Research  Featuredposts  Categories  Writeforus  Gotoservice Q

ANY[Z3RUN | BLOG

Smile, You're on Camera: A Live Stream from
Inside Lazarus Group's IT Workers Scheme

Content Home + W ysts + Smile, You're on Camera: A Live Stream from Inside Lazarus Grou

work is a collaboration between Mauro Eldritch from BCALTD, a
r Garci

4 .ﬂﬁﬁi’&&twnlﬂﬁ M(ANY.RUN i24)°

3.2. J\Wwh—2)L—ITFamous Chollimal&ls

LB (S EREBLENZ)\YA-T I —THOOBFEL TV TORTHIFCHERZRON Lazarus THI. TFE
(IIE S EE (RIBES ) ERAZNE Ut KRUER DA N -E TSN TWS. €0 Lazarus (BT 2 FAERD—DH
Famous Chollima T#%. COJ -T2 EAERIOTF1)7(BEFHRESHEMFITBDIEN. 7t4 . [Chollimal&(d. it
EFOMHEE(CEH I TERI(TEZ—HTHIIZE)ZiEIM. BECEREEOSRRFERITEDZHI{ENNTA
O-A>ELTERBN TS COEFRE. HIIL—F(BLU. [Chollimalz&RIICES DD T I —T)HRETH IR INEE
FiEEAWBILERIHCATTBNIEEZSNZ? 2,

Famous Chollima({F. Chollimal¢B&9)(&, IT D—h—(TU-SORBREPLINELL -7 )L TEN O
H(CRBE T B2E(CED, BHES XT AICBRALTRNEBICRESEURLD. ZORENSEIIES (IME) ZI LSBT (OX

18 e : ANY.RUN [Smile, You're on Camera: A Live Stream from Inside Lazarus Group’s IT Workers SchemeJ

https://any.run/cybersecurity-blog/lazarus-group-it-workers-

investigation/?utm_source=facebook&utm_medium=post&utm_campaign=Ilazarus_case&utm_term=091225&utm_content=linktoblog

19 Hes : ANY.RUN [Smile, You're on Camera: A Live Stream from Inside Lazarus Group’s IT Workers SchemeJ

https://any.run/cybersecurity-blog/lazarus-group-it-workers-

investigation/?utm_source=facebook&utm_medium=post&utm_campaign=Ilazarus_case&utm_term=091225&utm_content=linktoblog

20 488 : innovaTopia [CrowdStrike Z& : hER/\Wh—. STUT7AINTORE 150%EN — 5G 1> ISIESMEF AL
https://innovatopia.jp/cyber-security/cyber-security-news/55128/

2t SEAFEISERRN SR, O7yNTFEE] GROBICBESIZEIE]
https://mainichi.jp/articles/20230602/k00/00m/030/021000c
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