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BIRREZUTIVIA LATIEIEL. M0 7 HREAZED EZ ICICEH U TEEZ IR LGEDDENTES,
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UHE : SSRHRIA S 54> [TEEE TS ADITICRE ] JU>9—h51 0 0 MENRI- - R EEES AT ARE]
https://www.yomiuri.co.jp/national /20230705-0YT1T50220/

2 g REEEBIEES [BA—02aEE]
https://www.port-of-nagoya.jp/shokai/kohoshiryo/kids/1001074.html

P REEASIEES [RaBREB0RSE]
https://www.port-of-nagoya.jp/shokai/kohoshiryo/photogallery/photogallery/1001055.html

* g8 SIA%R DIGITAL [TUSH—(FIE4 LR FEH UL AN HEOLHERE. 35K (E)
https://www.asahi.com/articles/ASR7C5H87R7BOIPE003.html

i NHK 2EERER [2EEBCHN-IRE? SOUADITOWELL? ]
https://www.nhk.or.jp/nagoya/lreport/article/001/44/
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RZEQFERENECS, BREDEIFEITZITFT N —3—TKREHERoC. 17T OB AN BRULZEE. UEEKO
M(ESEREIRCEF T EERBZBRELOEL T ENDoIcs. BRXOEEENF T,

RB. BEEBTEEEERFROEBERBREOZIROTVBN, FIFPZOI I -T2 ETEENDDDT, EECRE
(FHTORWNIELTWLS 1,

A OVTEBAFNEF )T SR ZEFEDHD LD, 7 A 31 BICEELZZEENSE 1 BEOII>FFH5-2
FTICBIIBIEIRTF 1T RFRN T ER | ZFELI,

1.4. LockBit 3>YADI7 [CDOWVT

SEINIRE(L, O 7BBICEFEIT AN —2Hul(IHEBkEN., &HERISEHL LB/ \wh—EHOUEDI LockBit
SYYLAITIFIN-T ] (BLTF. LockBit) ([C&BEDEEZBNTLVS. LockBit DA—SwNIERFL, 1T, EhEEEEN

© g B XTECH [N\wo7yThst LI TARETEIREN. REEEH—9—-IFISATA)
https://xtech.nikkei.com/atcl/nxt/news/18/15539/

7 HE  REESERS INUTS SRTABEOFEIRE]
https://meikoukyo.com/wp-content/uploads/2023/07/0bb9d9907568e832da8f400e529efc99.pdf

8 (hE : Bf¥ XTECH [/\wI7yIhsEvIVII 7R TEIREN, REEEH—I-IFHILSRTAI
https://xtech.nikkei.com/atcl/nxt/news/18/15539/

® WH : NHK [2EEE SATLREISOYADIT B EIHRC]
https://www3.nhk.or.jp/news/html|/20230705/k10014119091000.html

10 il BETLE [N —S5—BEFMHBCAFEAD IZEREDOIATABEN 6 HEAEIR 107 HRHEABREXIEEN]
https://www.tokai-tv.com/tokainews/article_20230706_28617

U EE36@EE [TI07FH9—-SHCBI3ERET 1T I RERTEE S | ZFELET]
https://www.mlit.go.jp/report/press/port02_hh_000189.html
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— BB EICHETFERIEERAICLDAFNERIEE(SE TS, AIHS CERTOEARRHESSECTIETRIELESE
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1.6. &

COEMHF EBADIZOVEDTHIMRNYAN-IRETILFOERVIOT —REBO, SEIFEETEIRTELE
00, REMELESE . — iR ROETERFE53ADIE BAREBENO S R EESINMRN O, YA\ -IRZ
100%PBA<CERFTERVD . COLIBRILTE/TOITREATOLAICHEICDUNSI 25X 5 ENBFRMB LEICEMEEZ DN
RREBNBIIYADI VI I 2HATOREFIINE TEHAML CVDIDONERETHD.

—73. ERRMIICE. EBA TSI MBI EIEREICKEIDEEZISNTHD, JLADRBREY A MORAFH(C
ERD# A BINLTWSEEIEHD. JO=T /A T3> OBHTIEREMNRNENTOS 7O HLITTIIN-T%
BREESE, TOLIBIIN-TOZKBFOST7EBEZHLRLLTVSIY. RIFRTEENSIBES5 251/ —1LIEZEDHE
FEORREETHREEZSNDIN VI T TOEFEMEFELRZRIEAT. BADVERASER L. COLIMIETE
BB RUICULB VTR A ZEN S LS THIDMRD CE(THATF 95,

12 8 R [0S 7Hbs) \Wwh—(CBEAAN tHEFRSAYA(IETRER. BENER WE2 T4 1B5FAl
https://www.sankei.com/article/20220905-KWCTLULU4VN4PPPYVSGWQKRVFU/

13 488 : TechFinitive FLockBit ransomware attackers target Japan’s biggest port: but who's next?]
https://www.techfinitive.com/lockbit-ransomware-attackers-target-japans-biggest-port/

14 e FESHREAY S [REEBIATAELE. ME5ERYV P NIBONH - RFFMEETOI S L ERE T EHREIRE]
https://www.yomiuri.co.jp/national /20230727-0YT1T50215/
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2. KIBAFHEEEED Outlook A—=IL7HI> b, FEDOBEECIDN\YE>IEND

2.1, =

7 B 12 BH. Microsoft #HEPERD) \WhH—EHBNDIWMEE(CLD, DREE 2 DORBUAFHEZSE. tERFPOS
&% 25 OFR##D Outlook X=)L7H> MY\YF > %I ERNTRUL 1,

EREZE(R CISA (Cybersecurity and Infrastructure Security Agency) & FBI (ZEIH. &> I35
ERREVNEZRR ., BEtRZB{EUCOIREZ IR I B0 5 EZERBAUR,

CYBERSECURITY
ADVISORY

TLP:&LEAR Product ID: AA23-193A

Enhanced Monitoring to Detect APT Activity
Targeting Outlook Online

SUMMARY

In June 2023, a Federal Civilian Executive Branch (FCEB) agency identified suspicious activity in
their Microsoft 365 (M365) cloud environment. The agency reported the activity to Microsoft and the
Cybersecurity and Infrastructure Security Agency (CISA), and Microsoft determined that advanced
persistent threat (APT) actors accessed and exfiltrated unclassified Exchange Online Outlook data.

CISA and the Federal Bureau of Investigation (FBI) are releasing this joint Cybersecurity Advisory to
provide guidance to critical infrastructure organizations on enhancing monitoring of Microsoft
Exchange Online environments. Organizations can enhance their cyber posture and position
themselves to detect similar malicious activity by implementing logging recommendations in this
advisory. Organizations that identify suspicious, anomalous activity should contact Microsoft for
proceeding with mitigation actions due to the cloud-based infrastructure affected, as well as report to
CISA and the FBI.

2 AHCEYS CISA & FBI #E&ZDOEF1YTA 7 RN HFU -7

Microsoft DFR(CLDE, EENCORE (T UERREREEAU LG, S5RBARIEFITAZZIFTZEERLMEIR V. U
Mo IMEBORImEDEBET— (BIR) NBERSNIAECDOWTEHESNCILTHST, Fiz. MEEaEOFEEZRDHRL
SORFIREANTVBEEHD . FETHIEFFIZTMSHEHIZZ TS,

2.2. EHRBEOEE
6 B 16 H. KEFHEAIEEIFIALTLS Microsoft DX—JLH—ERX[Exchange Online |00V (LR ERT—47

15 488 : Bleeping Computer [Microsoft: Chinese hackers breached US govt Exchange email accounts]
https://www.bleepingcomputer.com/news/security/microsoft-chinese-hackers-breached-us-govt-exchange-email-accounts/

16 488 : Microsoft [Microsoft mitigates China-based threat actor Storm-0558 targeting of customer emailJ
https://msrc.microsoft.com/blog/2023/07/microsoft-mitigates-china-based-threat-actor-storm-0558-targeting-of-customer-email/

17 488 : CISA [Enhanced Monitoring to Detect APT Activity Targeting Outlook Online]
https://www.cisa.gov/sites/default/files/2023-07/aa23-193a_joint_csa_enhanced_monitoring_to_detect_apt_activity_targeting_outlook_online_2.pdf

18 {188 : Ars Technica [Microsoft takes pains to obscure role in 0-days that caused email breachl
https://arstechnica.com/security/2023/07/microsoft-takes-pains-to-obscure-role-in-0-days-that-caused-email-breach/
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W IREBERITOTVD, REZHLSRETEIHEE THHEHEEINTHD, ZORBDO—DEL T, Storm-0558 d 4
Bh5 7 BOEEING -2 #ERRUIE R FETO—HIREIFFHELERU LW zcezhif g (B 3) .

15 T
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EIC, AEHSEEED UTC 0 B¥H5 9 I (PERERTRI 8 Kb 5% 5 1) (DEELTLS
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WEE(T. £9. A5HDAETEUSUZ Microsoft 7hU> bk (MSA) B+ —12FIFALT Web X—JUiR Outlook
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LATHIAINZEDOTHD, SEUREZEINESEABIFOISU RS —EXTAzure ADIBDOF—EFBITHD . A%, N

19 488 : Microsoft [Mitigation for China-Based Threat Actor ActivityJ
https://blogs.microsoft.com/on-the-issues/2023/07/11/mitigation-china-based-threat-actor/

20 488 : Reuters [Chinese hackers breached State, Commerce Depts, Microsoft and US sayl
https://www.reuters.com/technology/chinese-hackers-accessed-government-emails-microsoft-says-2023-07-12/

2 H#8 : The Washington Post [Chinese hackers breach email of Commerce Secretary Raimondo and State Department officials/
https://www.washingtonpost.com/national-security/2023/07/12/microsoft-hack-china/

22 88 : Microsoft [Analysis of Storm-0558 techniques for unauthorized email accessJ
https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/
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TH1)71 b= OEEEREN., FOFIREDOIE MSA BEF—(OVTE. BIC[ (IREEN) BUSU LT
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T47N5(F. Microsoft BBMRASNIZRIREMEN' B L DIETEEH D,
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BITIZH, Microsoft (FCNETITY RS —ER(CDVTHESSHZRDIZCENRL CVE BFEITLTLVRL?E,
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T, SEIOKEZRF I B EREBL T, DFED, Microsoft AIDRBE TR IFTZIREICDOWT, BRERINRDBIX
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138, 7 B 19 H. Microsoft (35FlR0/ ZEMS I dH¥EE % RENRIZH 1T - (L THRMULES,

23 188 : Microsoft [Microsoft mitigates China-based threat actor Storm-0558 targeting of customer emailJ
https://msrc.microsoft.com/blog/2023/07/microsoft-mitigates-china-based-threat-actor-storm-0558-targeting-of-customer-email/

24 88 : The Stack [Microsoft clams up over critical Azure key breach, security incident as attackers breach US agencies)
https://www.thestack.technology/microsoft-msa-key-breach-mystery/

25 {88 : TechCrunch [Microsoft lost its keys, and the government got hacked]
https://techcrunch.com/2023/07/17/microsoft-lost-keys-government-hacked/

26 {188 : Ars Technica [Microsoft takes pains to obscure role in 0-days that caused email breach/
https://arstechnica.com/security/2023/07/microsoft-takes-pains-to-obscure-role-in-0-days-that-caused-email-breach/

27 488 : Reuters [Microsoft under fire after hacks of US State and Commerce departments]
https://www.reuters.com/technology/microsoft-under-fire-after-hacks-us-state-commerce-departments-2023-07-13/

28 {88 : CISA [CISA and Microsoft Partnership Expands Access to Logging Capabilities Broadly ]
https://www.cisa.gov/news-events/news/cisa-and-microsoft-partnership-expands-access-logging-capabilities-broadly
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USB XEU%FIFAT3EEDRENEILLT Mandiant £, HAN\-IEEEH(CLBBEF v R—>OFIEENT 2 LTW
%0

COWEELr>IR—TlE, BRINIZI—H—H USB XEUHIAFNERILITT DA A N—5—%E(TI 3L, RNV
MIVICRER T BHER O TV, VLIV (FREERE, ST AR TAIOMESIC 77 AL THEER B HRAINEL ., )\ R
PRI TIAT ADIINDIEGET P B . EB(C. BERUIES AT AICHBMMD USB XEUIC, IILITTOA A N—5—%5%
BIRUEENFERENTLS (K’ 4) 2%, Thld USB XEYDIE T T2 B CIEiES B3 IehEHBN TS,

/ Persistence Payload

LXL Drop and launch

\ / USB Drive.exe

SEINS
AT LAIC
7} I/'j I TE B0 S S Malware Configuration Payload

EDRAD

EXE
—

DLL
—
GUP.exe libeurl.dil

Backdoor Payload

L Establish
oor

EII DLL

CUZ exe ZIPDLL.dll

4 USB AEVUZFIATEVINII7 DREDER
(Mandiant #H/ERXORISFFRZEND)

29 @8 : Mandiant [The Spies Who Loved You: Infected USB Drives to Steal Secretsl
https://www.mandiant.com/resources/blog/infected-usb-steal-secrets
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3.3. MERBICFIATNS USB XEY

Mandiant AN TEVEENSSECMNI T, USB XEVEFIALRE. REPOS 7EOEFREEA/ELE APT J)L—
TCEBE v RO MEEHRAIEN TS 30 31 32,

NBOIET(E, AT LBZBVTRIVII V2B ENSE3IchDINELRIEEL T USB XEUNFIFEEINTLS, #RI8(E
BT 3 20CHETES,

(AEBDS5SATARICIINIIFZEDALHEMELT] =

WEH(L USB XEVZBUTEERIATAICNIIIT Z

Rz E 3, BT
WEENBRHXAF(CIDMEEEANEEURZ USB XEUA, #8

fa a1 i g FICRERLTE P, 4= = e

BN DIRHERANDIEGE TV T V(U USB XEUM, £ Eé;r?é%'ICﬁ[é TEA AN

FIFEEEARICIFEIAEN D EEENTD USB XEVZIHERIC
L, B TAYAN—5—%ETIBZHILD (8’ 5) 0,
AT LAARTONIVI IV RN FEET B,

5 BEEIEOEABEIDISLOAVE-S
<BAFER : CRFATCTASAN-LLESH ?
(BREDZATL : [FV) >

[VIVII7ICRERUES AT ADS ORSIEA#ETELT] +

RRPURNIVIITIFS AT LICEEIL. USB XEUDIEGIRZEER 5. ZU T, FAf(C USB XEUNE RSN zCEZ
RENTBE, 2D USB XEUINEBEZIE -9, UL USB XEUNFIRIDS AT AINEFERFTENDIE T, WIVITTRE
PN RT LINILK T D CNICED BFNICRRRUS AT AMER DS AT ATFRCTEH . RIRITRMIDS AT INE
RN RE T B AIEEIEN' DD

30 g NTT EFaU54F9=h 704 TUSB XEU%RE LU FlowCloud ZFLWVEIZERICOWT
https://jp.security.ntt/tech_blog/102id0t
31 1ef : Check Point Research [Beyond the Horizon: Traveling the World on Camaro Dragon’s USB Flash Drives)

https://research.checkpoint.com/2023/beyond-the-horizon-traveling-the-world-on-camaro-dragons-usb-flash-drives/
32 488 : Symantec Enterprise Blogs [Shuckworm: O3 7IC&39951FH 33 SuhRs1/\—Fr>R— >0l

https://symantec-enterprise-blogs.security.com/blogs/japanese/shuckworm-roshianiyoruukurainaniduisuru-zhiaonasaihakiyanhennolice
33 188 : MITRE ATT&CK [Replication Through Removable Media, Technique T1091 — Enterprisel
https://attack.mitre.org/techniques/T1091/
34 @l : Recorded Future [FBI: FIN7 hackers target US companies with BadUSB devices to install ransomwarel
https://therecord.media/fbi-fin7-hackers-target-us-companies-with-badusb-devices-to-install-ransomware
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[(RIDOIFICRBRBRUIES AT ADS DRI Z‘ELT] *

USB XEUADYILI T VRS, BRERLIHEERIBIRE IE - BVILIIVHHESREN TLSS, TN, TFIUT1h%58
Bl TEIRZIMBOXETDENRE RS AT LS, USB XEVZEL TEF 1T D BRIV BIDOS AT LIS T
ZET, HERBIROIMEBXEDHSZIBICEDEEZANS,

3.4. BERERFKELT USB AEUYNMEDN TV DD

BERIATAF. RYRNI-I3BEOZERAH. ZHEIA=)L DI AT EDIIRT, SEHSDERANRECBOT
%o ZDESREFIVTAHREERS AT ATIE AT AZEDOINERS T LEDIBIRDIDERDICA > 541 > & BT B T8,
UIEUIE USB XEUNMENDN BN, BN\ -IREEFZOEENTIELTVBEEZBN S,

ERR(IC, PEBAFROS 7EREEZD APT JIL— L2800 - ERIZZNEUVIREE T, COLIRTFENMEEHER
SNTHH. ZOPCFAROEBICRELIIREESINTVS (K 6) %

6 HEBAFR APT JI-T1c&D
USB ATYZFIAULERZOWEEBDD 6

3.5. ¥

VESOYAN-IRBEDEENS, HH#ICHITD USB XEYDERICE, IN—BOZERMNNE THDIEN BT
oo CNFTEIMNEBHSFEFEIAEND USB XEUFERMSNTEN SEIIBHBATOHER IS USB XEUCOVWTER
FE(CEMU. WDV ICRRRU TS EIREMEN' D2 E VSRR TER I 2 EN DD,

HE

35 488 . MITRE ATT&CK [Exfiltration Over Physical Medium: Exfiltration over USB, Sub-technique T1052.001]
https://attack.mitre.org/techniques/T1052/001/

36 1ef ; Kaspersky ICS CERT [Common TTPs of attacks against industrial organizations. Implants for gathering datal
https://ics-cert.kaspersky.com/publications/reports/2023/07/31/common-ttps-of-attacks-against-industrial-organizations-implants-for-gathering-data/
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

N T1TH—EZER OSINT €240 F— A
X=JVPRLA : WA_Advisorysupport@ntt.com
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