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HLR—bTE 2024 F 6 BRCAEUARL RIBIEREF1IT1(CET2HM. R, FLENSZEDEIREDZED
PHSHFHCEEEEZSND YT 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.

£ 18 [FEOYN\-IREAE. MsSEzEALT 2 HE8BO FortiGate NMEA

« 6 A 10 B, AZEMBAN-tF171t>%— (NCSC) (3. PEOEKZIRZZ I DREENEITULY
AN-IREQEHE(COVT. [CNFTHSNTVEDEEBRNMCREV I EFERUR,

e Fortinet MR T71 74— FortiGate llCBWVTIE. 2022 & 12 BICEO7 (B854 CVE-2022-
42475 IV ARENT. COBFHAC, )\wI R7ZE%133YXIVIT7ICOATHANGER (O-N\UH-) 10%EZR
MUz, SiEss2BAT I RMBERTOTAEMTON TV, SEIDORKR TSN,

o RFACOEBOIREHEITATHD. S1&. 2O\ R7ZZEEUTZ, EBRBEENREEINZENEBES
n3.

E2E FSnowfIa ke ZFIFI I EEDIEETT —TRBENFEE]

« 6 A2 H.T7T-9E1E - DY —EX%IRMH TS Snowflake tt(E, BAN-IRE(CIDIEIDRERPENST -4
b‘/)f?'ﬁ&bttﬁ-fi%bto

o IREEE(L. Snowflake D AT LADOMESSHEZBALZO TR BE TAFULREIEHREZEAL T, 9—5Y
NMEENMERI TS Snowflake ([COJA>U. 1BIREGELIZEAFSNTVD, WEEZ T HID N SERR
SENERTESNTHS T, FRALIBIRICII TOI A > TERIRREIIOI,

o DSURR-Z20OY-EZZFIATBE. CFIUTIEREI T RN —(AERBNZEZINEIEN, IR TEZEESN
BINIFTIEIRV. BRICHFIATIHICE, I5VRBEBLOEED Rz HERL T, BANEEINESTEKICOW
TFEN R FRE I BN DD,

3 E [MEENMEFS. BT —/-RIBADIKE]

« 2024 F 6 HO KADOKAWA J)L— T3 2350H AIREDLS(C, MRS AT LAEE#5|ERIT, T51
N—N)F7 REFENZAREY — N -RIBAD ST ARE T EIFINL TV,

o (RABY—/-IRIBATE. BECOTEERIATLAOY - N-DZEIFEL TODIIENZE W, TOHARET(E.
BIEGR) AN N\(T-%2REITRLTENSY—/N\—%FEHTHET DL D ZEMNMTHN TV,

o REE. BESAROFEMZIL(CLOTEIBIDLZIBITOY AREEZEHL. SHNBEF YT R ZIT
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1. PEIOYMIN-REAH, IRssEZBALT 2 HEIEED FortiGate AMRA

1.1, #E

6 B 10 B. A5 AENBA/N\—tF1UFt>5— (NCSC) (&, FEEROZIEEZ(I2REE(CLOTBERCELT
SNV AN-IREDEBECDOVT, [TNFTEHISN TLLDE(FDMNCAREVEFERULL,

NCSC (550 2 A 6 H. A7FFRBERTEFERS (MIVD) RUATII—HLIEHREZDFRER (AIVD) &
#3730, Fortinet ORI T71 7UA— I FortiGate (R AUARICEREN3/\wI R7Y—)LI COATHANGER (O
—N\Ai=) JOWT, SABRREZRERLTVZ, 20, BRZFAAT 2022 FH5 2023 FOENBRICNIT.
COATHANGER 01 >Z M=l EERUREE ZS5NZHENMSOIRECLD., HFRRD 2 FELI O FortiGate [CRIE
THEZN G ENDIND, SEIBEEFUR.

1.2, ME(COWVT

(A5 HBEADHE]>

2023 &, FEOKEEH FortiGate |DMEIFIEI CVE-2022-42475 |2 BRUTASOAEORY NI—JIIBAL
2o CNIIHEZERVTIEIBVARAFERADOED T, Moy NI—Ihs 2 EiENIRIBETEH&H 2. FIFED 50 AK
e IRKRZE(SBRER Tdpol,

UHU. AT EBIBREZERER (MIVD) EATA—MRIEHRZEMRER (AIVD) (& 201272 MO
(. INETHRBN TORNOIUE— MEEELD MM DA COATHANGER (O—-N\UH—) IWMERSNTLECE
ZRR. SF 2 BICAT ARSI GAN—tF1U7>%— (NCSC) H COATHANGER (DWW TORABEEEREZ/NFH
Ul

1 488 : Nationaal Cyber Security Centrum [Aanhoudende statelijke cyberspionagecampagne via kwetsbare edge devices)
https://www.ncsc.nl/actueel/nieuws/2024/juni/10/aanhoudende-statelijke-cyberspionagecampagne-via-kwetsbare-edge-devices

2 488 : Nationaal Cyber Security Centrum [Nieuwe malware benadrukt aanhoudende interesse in edge devicesl
https://www.ncsc.nl/actueel/nieuws/2024/februari/6/nieuwe-malware-benadrukt-aanhoudende-interesse-in-edge-devices

3 Hi# : Nationaal Cyber Security Centrum [TLP:CLEAR MIVD AIVD Advisory COATHANGER] (47>0—RR—-2)
https://www.ncsc.nl/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear

4 H#8 : Ministerie van Defensie IMIVD onthult werkwijze Chinese spionage in Nederland]
https://www.defensie.nl/actueel/nieuws/2024/02/06/mivd-onthult-werkwijze-chinese-spionage-in-nederland

Information Asset Classification: Public Page 3 of 14
© NTT Security Holdings 11 July 2024 | Version 0.01


https://www.ncsc.nl/actueel/nieuws/2024/juni/10/aanhoudende-statelijke-cyberspionagecampagne-via-kwetsbare-edge-devices
https://www.ncsc.nl/actueel/nieuws/2024/februari/6/nieuwe-malware-benadrukt-aanhoudende-interesse-in-edge-devices
https://www.ncsc.nl/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-coathanger-tlp-clear
https://www.defensie.nl/actueel/nieuws/2024/02/06/mivd-onthult-werkwijze-chinese-spionage-in-nederland

® NTT Security Holdings

Cybersecurity
Advisory

UNCLASSIFIED
TLP:CLEAR

9 February 2029

Ministry of Defence of the Netherlands uncovers
COATHANGER, astealthy Chinese FortiGate RAT

This advisory is a joint publication of the MIVD and AIVD, the intelligence and
security services of the Netherlands. An accompanying press release was
published on the website of the Ministry of Defence of the Netherlands.

1. Overview

—  The Ministry of Defence (MOD) of the Netherlands
was impacted in 2023 by an intrusion into one of its
networks. The effects were limited because of prior
network segmentation.

- Incident response uncovered previously unpublished
malware, a remote access trojan (RAT) designed
specifically for Fortigate appliances. It is used as
second-stage malware, and does not exploit a new
vulnerability. Intelligence services MIVD & AIVD refer
to the malware as COATHANGER based on a string
present in the code.

— The COATHANGER malware is stealthy and
persistent. It hides itself by hooking system calls that
could reveal its presence. It survives reboots and
firmware upgrades.

- MIVD & AIVD assess with high confidence that the
malicious activity was conducted by a state-

limited because the victim network was segmented from
the wider MOD networks.

The victim network had fewer than 50 users. Its purpose
was research and development (R&D) of unclassified
projects and collaboration with two third-party research
institutes. These organizations have been notified of the
incident.

2.1 Attribution

MIVD & AIVD assess with high confidence that the
intrusion at the MOD, as well as the development of the
malware described in this report, was conducted by a
state-sponsored actor from the People’s Republic of
China.

MIVD & AIVD emphasize that this incident does not stand
on its own, but is part of a wider trend of Chinese political
espionage against the Netherlands and its allies.

sponsored actor from the People’s Republic of China.

B 1 ASYAERIYAIN—-tF1UF1Y9— (NCSC) Hh2ABILE COATHANGER [CDWTODLKR—P

[FortiGate DAESST4I CVE-2022-42475]]

[CVE-2022-42475](% FortiOS @ SSL-VPN BEE(CHIFDE—TR—=2D)\yI7A—/)\-J0—- DS THD. N
(&, FREEENTLRLVEIROSE=EN Ml LUV IAMNGE(ETBETER DI - MOV FERITTEREDTH D,
Fortinet (3EOF1MES5 D7 EZ 2022 FF 12 BICARL® BRI BUTFHREREEFARZZMELIZPOT(IR
B(CBAINTOCEZFRERUL CORKRT, WEBEIFESNSH N, MRSSHEOEACLOPOIDORENHEIN
BILSHEEREIN TV 208 %, Mandiant #H4% FREEATICEHES 2EN RS IEIC LS TOT(IREZITOTLSE
FERULS,

SMEl (6 H) O NCSC OERICBVTE, WEEHZRERELTHED, 2022 Fh'5 2023 FOHEISTHEFRRAIROE
HABICHED, WEEN LSS ZRAL. FortiGate (CXLI17 COATHANGER 121> A =)L 3 3iEENIZ1TOTL)
JECEARZATWVD . COIEBNCLD, tHFRPT 2 HEL LD FortiGate (W I ARETIEAMTHN., ZDI5Y
14,000 &P P07/ RIRIFRICREOKE(GEOTWS. TOH(CEFERFEEIOBUT. ESEE. BEBhEftERens

> 88 : Nationaal Cyber Security Centrum [TLP:CLEAR MIVD AIVD Advisory COATHANGER] (4%9>0—RR—-2)
https://www.ncsc.nl/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-COATHANGER-tlp-clear

 Hi# : FortiGuard Labs FHeap-based buffer overflow in sslvpndl
https://www.fortiguard.com/psirt/FG-IR-22-398

7 Hi# : BleepingComputer [Fortinet: Govt networks targeted with now-patched SSL-VPN zero-day!
https://www.bleepingcomputer.com/news/security/fortinet-govt-networks-targeted-with-now-patched-ssl-vpn-zero-day/

8 4488 : Google Cloud Blog (Mandiant) FSuspected Chinese Threat Actors Exploiting FortiOS Vulnerability (CVE-2022-42475)]
https://cloud.google.com/blog/topics/threat-intelligence/chinese-actors-exploit-fortios-flaw?hl=en
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FNTLVz. COWEIRRNS, REOYA /N —ZNEENDDRDILEFE THoleceh DN 3%, BH. HEssHEEERUE
FEOEELLT. UNC3886 HMEEESNTWLSY, E4J)L—T(F. Fortinet ¥ VMware &2R0OTF0O71Ess1E%xER
UIEIRE#{THTETHBNTLS,

(N\yJ R7[COATHANGERI]*!

IREEE(IHESS R FortiGate ZFER I 3&. MegsEZ2F AL TS AT ANDERAZ A, kNI dE. VE—MNEEROYIL
)17 COATHANGER |ZBI DR MSIZII DS AT AICHT> 00— ReE 3. COATHANGER (320, WEEOIYUR
&> M= —/NTHERL. /NI R7ELTIHEBET 2.

CONWNITT (IS RAT LD T = o T7— LI T7 7Y T T = NefAT o TEE AT (LS AT AICERD . IWEE(IMZENADTIER
ZHERF S 2ENTED. BUATIAEBMATHD. A7 L0-)L (0S DHEEZIFUH I TehIFERENZEE) =265
ZUTNIVITT DA% BT DHEBENEIN D TLVD. NCSC (EXILIT74&RENY—)L YARA TR TE3 L3,
COATHANGER @ YARA JL—=)V%. 2 BICRERUIGHEX TARL TV, 22, A7 LARNT COATHANGER AR DhHD
I%E. IRIFR T FortiGate 07 /N1 ZZHEAEL . BEA AN )LEEEZE EhMT DUNRVERR TS,

COATHANGER D#EEAEUIABRIEN, IR EPOHIBRDEEL L\ EVIFBN D DN EE (KA THZDBTEN
REENICTIEATERIRRECHDEE AN D SEREEFR R THREXNRMLAIN, (BIRGIVEDWENFEETDH]
BEMENELE NCSC (FZEEL TS,

U\Wwh—E£HIc&ZHEADIHRE]

< W GlorySec

N Pinned message
| & Rid Venezuela of Maduro, Free Venezuela, let him live peacefully in his

(BAGEER]

NI, 2022 F£~2023 Flc 2 Ha
O FortiGate MEEENILICHT
N~ D FE)WH-AOIETHD.

B4 (FEB0I AT A 2 HEICEFRD

#0OPChina

We are conducting this operation in response to the breach of 20,000
FortiGate systems during 2022-2023, which continues to this day.

We are officially entering the cyberwar against these Chinese hackers. In I\wF2 %, Fen EOKE%E(TS
retaliation, we have launched a similar attack hacking into THEIR 20,000 e
systems and will deploy more attacks than they have ever done. LRIERICEET 2.

. . . ) FEA2 DA —TERENE UL
Check our storage for every Chinese website we seize. While we won't PO, R
post some, if you browse through Chinese websites, you'll see many of E®D WEB Y41 MIZWEN DN BIES
them have been seized. 5,

vo o J

2 )\wh—%H GlorySec WPEIDKEEICHTSIHEEESUE. TLISLTOREE

° {4488 : Nationaal Cyber Security Centrum [Aanhoudende statelijke cyberspionagecampagne via kwetsbare edge devices)
https://www.ncsc.nl/actueel/nieuws/2024/juni/10/aanhoudende-statelijke-cyberspionagecampagne-via-kwetsbare-edge-devices

10 488 : Codebook [HE/\wH—UNC3886 DEHAMBANER TEDNZFELIILIITICONT, Mandiant hEst]
https://codebook.machinarecord.com/threatreport/33558/

11 g8 : Nationaal Cyber Security Centrum [TLP:CLEAR MIVD AIVD Advisory COATHANGER] (47>0—RR—2)
https://www.ncsc.nl/documenten/publicaties/2024/februari/6/mivd-aivd-advisory-COATHANGER-tIp-clear

12 g : Ministerie van Defensie TMIVD onthult werkwijze Chinese spionage in Nederland]

https://www.defensie.nl/actueel/nieuws/2024/02/06/mivd-onthult-werkwijze-chinese-spionage-in-nederland
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SEHIBALTZ 2 FEBO FortiGate ADRAICXTFHIRIELL T, R TEBZERFL TS/ \Wh—5EMH
[GlorySeclh SED 6 BICRENOGAN-#F2ESL. PEOREEDI AT IMNOREZFHHIALLI ZTLY
SLTERUR,

1.3. B

BET (2 A) © NCSC OIRE(CLD, RED APT I -TERENZMEENALOT M55 EBALTWZEN
FHBSNTWEN, FBRARIC 2 HaZBASS AT L ENYIrA—N\-J0-TEREL TV LB EZASHEAZEDTHD
o RIFRTORBOWEHLUIRIATHD, S8 CONYIRPZZMEEUT, SERDIBENIREINZENBESN
50

13 Hg : Medium [GlorySec and Indonesian Hackers: Conflict and Competition in Cyberspacel
https://medium.com/@harboot/glorysec-and-indonesian-hackers-conflict-and-competition-in-cyberspace-637743541f04
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2. Snowflake ZFIAT31EHOERETT —IiREIFEE

2.1, =

6 A2 H. 75818 - Dt —E X %124t 3 Snowflake tt (LAPF. #t%&(dSnowflake 1. Bt 0iRHITZH
—EX(FE(C[SnowflakelEEEEk) (& HAN-IRE(CLDIEIDRBEE TENST IR UERKRUE, COIEE(C
0T AR ODY>A>F—)VERITTIEEK 3,000 H A D ORERBIREZSDT —INGESN. J\Wh—TJA -3 LT
[CHEnrE>,

2.2. Snowflake &3

Snowflake (&, KE®D Snowflake #thEMHT 2050 MR-IDFT -7 EIR - DT —-EXTHS. Amazon O AWS
> Microsoft M Azure. Google M Google Cloud Platform &VoleFEERISIRIONAF— L THBTES®, 2<
OI7AWHERZYR— U THED, BRZTPAIVERZE VT =00, 70O BENEHE. BEIES{EEZHR-b
LTW3, YAF—H— R Adobe, Jr/H %, tHFRAT 9,800 #ZEBX3EZICHIFAZINTLSY,

CLOUD SERVICES

SECUR,TY
COVERNAN G,

) Google Cloud aws A\ Azure

3 Snowflake DY —EABIE '8

14 8 : Snowflake [SNOWFLAKE SECURITY HUBJ
https://www.snowflake.com/en/resources/learn/snowflake-security-hub/

15 488 : ITPro. FSnowflake data breach claims spark war of words over culpability]
https://www.itpro.com/security/cyber-attacks/snowflake-data-breach-claims-spark-war-of-words-over-culpability

16 Hg8 : Snowflake '8 Reasons to Build Your Cloud Data Lake on Snowflake]
https://www.snowflake.com/blog/snowflake-managed-data-lake-benefits/

17 488 : Help Net Security [The number of known Snowflake customer data breaches is risingl
https://www.helpnetsecurity.com/2024/06/10/snowflake-customer-data-breaches/

18 e : Snowflake TSNOWFLAKE: ONE CLOUD DATA PLATFORM FOR ALL YOUR ANALYTICS NEEDS/
https://www.snowflake.com/en/resources/solution-brief/cross-region-and-cross-cloud-database-replication/
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2.3. BEHIONT

(FHORRE Y2527 -IERT]

HDICRZE(CR DWWV DEIARA IR ZEH A>T = IVIRIT Tz, BITH. KEXA M OBEERE(RHUE
REE(CLBLE. Snowflake EHSNZHNEB AT LNADI\WF>IH 4 B 17 BICREAEL. BiT(E 5 A 10 Blccnzi&
LI, F1T0 12,786 ADOREEE DR #HREES. RITORCRI T 2IERENRRUIAIEEEN DD, &5
(C. 5 A 14 BICRRINZEITORBICEDE, RESICEATDIBIRITITERL AR1>. FU, DIV T4 ORBERICET
BIEREEZFENLS,

(RRIFE#RDIRT]

5 B 30 H. tREAKD) \wh—TA—3AlBreachforums(C. ¥, BIA—SLDA—F—ToHol)\wh—JII -7
Shinyhunters i">4>7—)LER1T0D 3,000 H A OBEERIBEHRZSOT —5% 200 H RIVTIRFE I 3¢i%TmUIE. 2D
KRR TEEEINTVBRERZ AR FU DIV TFATHD. BIROY 5> T —)VIRITOFRRE—EL TLDIENS.
Snowflake MSEFENIIBEIR THDIEHSNTUVD,

BB, COEFBLOERID 5 A 24 H. BIO/\h—TJA-3L (OS7F) ([CRAKOT—-9%ERFTI 25 DIETEMN G,
Breachforums ANOIEFEEICHIBREN TULS, COI%FSE Shinyhunters [CE2BORONE. SEHlIEARATH S,

Santander Bank Data - Spain, Chile, Uruguay - Customers, CC, Bank, more
by ShinyHunters - Thursday May 30, 2024 at 04:25 PM

ShinyHunters Country affected: Spain, Chile, Uruguay

Data contains
- 30 million customers data
count numbers and balances
t card numbers
sts
er citizenship information
- Many more informations

Price: $2M. One time sale.
Santander is also very welcome if they want to buy this data.

Bossman

ADMINISTRATOR

Tables

833
7

May 2023 CONSUMER
CONSUMER_|

4 Y2507 - VERTOBEBHZARSE IS Shinyhunters D55

19 488 : Office of the Maine Attorney General [Data Breach Notifications)
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/64c7c259-76f1-4ad5-b
4cc-aa49e0421716.html

20 48 : Santander [Statement)
https://www.santander.com/content/dam/santander-com/en/stories/contenido-stories/2024/statement.pdf
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[(BZEILOWVT]

WEEG. BETAFULRLIERZERAL T, -7y MEENERT S Snowflake [COJ1 L. [BHRZTELIZE
HENTVD, INFTOFRET. ERASNERIEFIROI54) 8 ENFLARINS/ \WwhH—EDR TREL TWZEDTHOZ

ENREERENTLVRH, VBN TIE, 2020 FICERFNEBNONZELOEHD. BENHEFEREU/ (AT - REFEI TV
([CRASNIT b0, Flo. WEERIITENSOT7 D NTE ZERIPDSENRESN TVRH o), MEEE
RAEEIRICIITOI (> I BIENTELR,

(ROt DIEERR]

Biob>4>7 —)LERITICHEE. Shinyhunters (C&2T Breachforums TF —78RFcDI&FEMARHESNTIZF oy MR
FTERFIYNRI-2TRERIEENFRLEL TVD, TDML. BEIE/ -V 7RI ZAA- M-V BEEXFD

=N N—HRAPENMEEENRUTVS. Mandiant (&, IEZZFZAIREMEDHDH) 165 DIEMICESZX ol eHK
FUTW3,

2.4. Snowflake D3t

BHORER. HEOREEEUT. MEssHE. Snowflake DS AT ADRENEENN Iz Snowflake (&, TFa1)7¢
120 Mandiant $&U CrowdStrike ¢ HETAERZHU. SEINIRE(T Snowflake DRESS S AT ADFETEIX
([CLBEDTEFAL, Fo. FAHOIRESLIEEORZEEDT7HD> MIBUVSNILZEBIRN I EFRERUIL? 26, Z2UT. B
BICIZERZIZHEAL. BERIBFAINSOHD VI A%FFR] I 3LIGERTE S DTV ENI T,

HAN-IREZZ I BRICIEENBERE D/ (T — Rzs8&H Uy k2L FELVCETIIRON, Sl BEfHEREICRD
WS TV ISZITNIAN DIz, Snowflake FENMEEDHLARS LEZRISBHOIZCECDOWVWT, BPIZRERERIZE0L
TW3Y, B, ELE IT RATA P DEAA(CTFU. [Snowflake DEEHBETIVTE. LERZIOEAJBEENDE
ETHDIEEZTLSS,

21 g Google Cloud Blog(Mandiant) TUNC5537 Targets Snowflake Customer Instances for Data Theft and Extortion]
https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion

22 Wil : BBC [Data allegedly stolen from 560 million Ticketmaster users)
https://www.bbc.com/news/articles/c899pz84d8zo

23 g : UNITED STATES SECURITIES AND EXCHANGE COMMISSION [Form 8-K (Advance Auto Parts, Inc.)
https://www.sec.gov/Archives/edgar/data/1158449/000115844924000162/aap-20240523.htm

24 488 : DARK READING [Neiman Marcus Customers Impacted by Snowflake Data Breachl]
https://www.darkreading.com/cloud-security/nieman-marcus-customers-impacted-snowflake-data-breach

25 488 : Snowflake FTSNOWFLAKE SECURITY HUBJ
https://www.snowflake.com/en/resources/learn/snowflake-security-hub/

26 e Decipher (Cisco Duo Security) F'SNOWFLAKE: CUSTOMER ACCOUNTS TARGETED IN ‘IDENTITY-BASED ATTACKS']
https://duo.com/decipher/snowflake-customer-accounts-targeted-in-identity-based-attacks

27 488 : TechCrunch [What Snowflake isn't saying about its customer data breaches]
https://techcrunch.com/2024/06/07/snowflake-ticketmaster-lendingtree-customer-data-breach/

28 Wig8 : TechCrunch FHundreds of Snowflake customer passwords found online are linked to info-stealing malwarel
https://techcrunch.com/2024/06/05/snowflake-customer-passwords-found-online-infostealing-malware/
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2.5. D

DIIRR=2DP—-E2ZFIAT L. TF1VTEZITV RR A —(EEENZEEINEIN, INTZEEBNZD
I3 TI>RR0 Snowflake D&S7 SaaS DIFE. BIZ(E. T2 F—DYNIENRMREP OS OFEFHELOIcF1)7 13
RIINA-NESET 2N, SERZBIDEINMEORELFROEIR. 7IEAHIROREZSHAZFOESETITONE
W22, BECH. SATLAMADRFET(ER I-T—HEBORTE DAME B E B R ZF B UIAETITRICLD,
Salesforce®*{> Office3653 &L e KFMEAL TLWEITT R —EINS 6T —FImBSBHNMEEL TV,

wHsan. 2022 £ 10 BCARUEI 779 R —EXFIA - FRACHIT DBUIBERE DD DHA K512 TE, I57
R —EZFBERINKDZIREL T, LERDDEAZ HHCEERHTEIER JEUTGEFALTVBIEN. FFED IP
7 RLZNBDH 7 AR EE(C T BHIHIORTEYY .. O DBEIBETH)> T OEMEZHEREL TLS,

2L, ZBEZR R ZEAT L FUEEDIR T (CEDY A MOFIBE MRS EEHD. o, 77V RY-CXOFIFEBR
(CEOTFRER VI AFHEMBELRVMEEDHD. T, FUEMELIFD RS —EXTIRIIBIROEBE DT>
ZERBU T LEZRDAOF AHHEREL T, I-Y-INEIRIT20N I TH D,

779 RS —E2ZZR(FIRATBHICE. I7VRBEBLOSED RRZHRL T, BONERINESEH(COVTIE.
FR(CIGU GEG B X R Z T HENHD .

29 K8 : Microsoft [75% RICHI 2R EEE]
https://learn.microsoft.com/ja-jp/azure/security/fundamentals/shared-responsibility
30 g8 : Krebs on Security [Many Public Salesforce Sites are Leaking Private Datal

https://krebsonsecurity.com/2023/04/many-public-salesforce-sites-are-leaking-private-data/

31 e ITmedia NEWS [=ZEH. $12C 1115 FOBIRBI VAN PERBTARETIER]
https://www.itmedia.co.jp/news/articles/2103/29/news130.html

32 B #IEE 1939 RY—EXFA - IRBCHII DB RERTEDHDH A RS >]
https://www.soumu.go.jp/main_content/000843318.pdf
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3. RN IEFD. (FEY - N-RIEADKRE

3.1. #1E

PEORY NI —IRHEBEINTARIEY -/ -IRIBADT Y AIREN, IRFEIEBIIL TV, ZEOREY—/(—

(Virtual Machine [BAB&. VM ¢REE]) (CEDEBRI AT LZBEISE TOREELEL SOV LAIREZZT5EE
FERBNCKRERTEEN TS,

2024 £ 4 BIL3EEOTET, SEXi IoY LTI —TCEBREY - NN IRIBADIRE(CLHT, UM RT LE
EMERNEE, 2. 6 HD KADOKAWA JIL—TC39 25 H AIRE TS, HHHE0 VM DI R ETREMAREIC:
IeENFERMEN TS,

3.2, (REY-N-RIELES DY AR E

(BESATAICERENS3{REY - /-RIE]

BRITARLTWSAS ILIRIBAIC, [T5AR-MSURIEFENZRIEY -/ -RIBZEEL TV EENSH
B, CORIBATEY - /(-2 {RIBIEUIE VM BEEEHISNEREIL TOS. VM OFERES -/ -ATREFEN TN Ty
1N THD. \—RII7 DY —-)-TREFREONINS. B—/\—DIERk/HIBR. BRPOUIEEHDEREN, VM THNELT?
VB TERCTES. ZOs, ZEOY - N\—ZEESEZIRIOER T 2ENKRDENDZAFIRL S AT ACEIIE
AIRETHD. . TFANR-NMZURIBERIOERIE T I 3o, MBEHORVIRT LAY, HIDOIFVRCTEIFRIEN
HUVEEBRZIROS AT LAFICENTVSESN S,

—HATIVYLAREEQR, ESXR LEBREREIROARFNERS AT M NEBEUZBROEREERZERUT, i
F. EERREBY —/N-RIBZIEFRICLTVSEEZSNTVS®,

(BZRA > beRBINA N —IN1H—]

{RAEH - —IRIB(CZEHD VM ZENUTERI Y- MR- 1F-TH3 (K 5) 20245 6H.35
B LTI —-T0 BlackSuit (&, BA®D KADOKAWA J)L—TA\DF>H AKEDILITHEET, VMware ESXi (/—I
AIVIRTA) #BEURCEZRE U, VMware ESXi (R \ AN N1H-TH3,

oY NIREEG, (BT -\ -IRIEZNRICNET 210/ AN = )\1HF %05, TF1Y711BED Recorded

33 488 : DARK READING [SEXi Ransomware Desires VMware Hypervisors in Ongoing Campaign/
https://www.darkreading.com/threat-intelligence/sexi-ransomware-desires-vmware-hypervisors

3 H# : YouTube ZIZIARFv>#IL / niconico [ZO=I0Y—ERZILCRIFTBREUESEIONT]
https://youtu.be/Kyz47Md9fCw?si=7XFlu71ynS4GMRKM&t=143

35 e NTTERER [T5/R-MSUREE ? NTUII5I R AT UZZERIE LSS | )
https://business.ntt-east.co.jp/content/cloudsolution/column-360.html

36 488 : DARK READING ['MichaelKors' Showcases Ransomware's Fashionable VMware ESXi Hypervisor Trend)
https://www.darkreading.com/cloud-security/-michaelkors-ransomware-fashionable-vmware-esxi-hypervisor

¥ W BRI0ZTYY (XTECH) [SE5RIFALIO-RIAE VMware, BERENS S/ ARIREE T 5 DOER]
https://xtech.nikkei.com/atcl/nxt/column/18/02864/060600001/
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Future $t(&. VMware ESXi Z3BofzIREEN, 2021 FEH5 2022 F(CMFT 3 BICRIBUIELR— L TLS®,
LATOND, J\AN= )\ M- FERALIZT Y AIREDOFEP(LRDED, 9\ MEss VPN F2 U TH—7yhoik
FERYNI-IARIBAUIREE L, /AN N1 -D7 I REREES, COBRICE. )\ A=)\ T —(CTFTES 2hE55

PRy NI TRERULT IV MEIRENMFIAIN S, 2L T, BT (CHIEHD VM NSIEHRZEHELED, VM
ZEES(EUIEDT B, S50, VM DRy T2 ay MeBIBR T BEL 0Tz e BT, NICED, BES{bENIz VM Jr/ IV 2Ty
T2y MSEIHT 2ENTERRD.

FREISZORERX"ITI7AIV"THS

M= A RV 2B

S0 - —

=

®EIToA HETTSS 1 ERTS O OREGI

TPANTHRENTNS

Bl TN
S TS

vmware

5 {REY—N\-TRRON - N1 —4EmH (F : VMware ESXi) *°

3.3. M K=NA1Y-AD3 Y LB ZEH|

(SYLEHO : SEXi SHAIN-T]

2024 £ 4 B, VMware ESXi 2889359 LI ) —TTSEXi S LI I —T I[CLBEENRRVEN, VMWare
ESXi DHAEHIE T DENS. BUDTISEXiIERTEITVREHSN TS KEDI7A NI —RFI—>0 Panera
Bread. KEDHRTILE1ED Omni Hotels. FUDKRAT1>4T0/\145 -0 IxMetro Powerhost TOENHIBAL T
3. 3 HVTNICBVTHEIOH AKRE(GIER I 22N RS AT ABENREL, BEY-EACEN3SATA

(POS. FHIZZT L RFIORTOVIE) FTELEUE. IxMetro Powerhost Tl& VM O/\WI 7y Tb&olehens

38 g : Recorded Future [In Before The Lock: ESXil
https://www.recordedfuture.com/in-before-the-lock-esxi

39 e : CrowdStrike THypervisor Jackpotting, Part 3: Lack of Antivirus Support Opens the Door to Adversary Attacks)
https://www.crowdstrike.com/blog/hypervisor-jackpotting-lack-of-antivirus-support-opens-the-door-to-adversaries/

40 g8 : VMware Japan Blog [#72% SE #8hE8% vSphere OtV | 55 1 @~ vSphere {3~
https://blogs.vmware.com/vmware-japan/2014/08/vsphere_kiso01.html

41 4igh : BleepingComputer [The Week in Ransomware - April 5th 2024 - Virtual Machines under Attackl
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-april-5th-2024-virtual-machines-under-attack/
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BES{tenicizs. EIRNEEE(CBT=*2,
(5> LEFQ : Akira SYHAI -]

FAENNTVSI VMware ESXi TOFEENZ VN, ZNUSD) AN =LA F-ADIELHEZZEN TS,

2023 £E(C Sophos HM&EANUTE Akira 5>8 LJ ) —TOIRESHIT(E, Windows 2D)\A/N—-N1H-TH3
Hyper-V hEBAEN. IREE(FIRYNI-I(EAE. GEULERE7HU> MERUT Hyper-V ZiCE 352 (C
&0, HHEEARD VM ADOE5R23 77t AR Z A TLV,

3.4. Y

7/*3‘L\IQ$% 2T APT OIREED, RIRESN %S 2T ANICLS PR 2R I Bl ARAEY —/\—IRIBA
BEZ17OTHEDL* 4, FIAUTVBR TR ECE O TUREY - /N -IRIBDRFEFEERE CHd. EARRICE. VM ZEIE

3'5/ A=A T=(CBIFBH RN ERER D )\ AN NASF-ADT7I TR EIRZ LB RIDEIE CEARICL. RyhI—4
NSD1vIDEEIRZITICET. I\ N =INA - ADARIETFICR%ZR1ET 3. Fe. I\ (=1 - DR HENUILUILIREE
([CERRAEN3ID. VINII 725516 T3%E. MessEERZITI, AT, BT - /-RIBZHREIN THREZEOKRE
RO\ Py T OREERY®. )\ 7y T HSRLR(IE T TEAFIDIBERZHEE I3,

EXEODBREZFICANDEVSENINGZ I Y LAIEE B, RARESULLARERMEZ LTSN EE X TN
E2TH1UTV%. PEORARICHIZEINELIL 25| ST e AREY — N -RIFEZ B I 2L LD, SEIETUR
FEFZO—RETHD. DHEE. DHNRMEELZIRIREZRHUILTF1UT I RERERELL . BDBEOREND
Do

ME

42 4i#h : BleepingComputer [Hosting firm's VMware ESXi servers hit by new SEXi ransomwarel
https://www.bleepingcomputer.com/news/security/hosting-firms-vmware-esxi-servers-hit-by-new-sexi-ransomware/

43 48 : Sophos [Akira, again: The ransomware that keeps on taking
https://news.sophos.com/en-us/2023/12/21/akira-again-the-ransomware-that-keeps-on-taking/
44 88 : Medium(MITRE-Engenuity) [Infiltrating Defenses: Abusing VMware in MITRE’s Cyber Intrusion]
https://medium.com/mitre-engenuity/infiltrating-defenses-abusing-vmware-in-mitres-cyber-intrusion-4ea647b83f5b
4> 18 Google Cloud Blog(Mandiant) [Cloaked and Covert: Uncovering UNC3886 Espionage Operations)
https://cloud.google.com/blog/topics/threat-intelligence/uncovering-unc3886-espionage-operations

46 HE8 : VMware Japan Blog [TAM Blog] [5>3ADI7DE BN SRAELEREZSTFB(C(E]
https://blogs.vmware.com/vmware-japan/2021/10/tam-blog-ransomware-resiliency.html
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REEHR

AEEFEOAF. IEHETHILCREZRLTENFIN REZRILI 00T ASLFOFAICREALTRE
UTRWWEBIEE. I BKICOVTHMELFRADOTIEBRELE, LBARIGREPAS O, TOMMIIEREE. S’
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

PN TATH—-EREB OSINT EZAUSIF—LA
A=)I7 RL R : nsj-co-osint-monitoring@security. ntt
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