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[1 R=-I83U-]
WL R—hTIE 2024 £F 1 BPCELRARL BIBIREF1UT(CRIT 3B, TR, FLTNSEEDEEREOE(LD
INSHEICEBREERBNG N YY) 3 SRERY, FEHIEDTHS, &NEYIOBEFUTFOLBITHS.

85 1 & [NIST H' Al ORI BLIR— MeFE1T]
o NIST CREEIZERMAIAT) HTESEHRNT S | IECEIRODIEERE LB T BLR—- MRIT
UTze
o BB FEBICOVWTOHIBIEAR, BLU Al ZEIRT DIHDEENDS 1 REVERR T DBRICN—-R LR DB %
I3 ZBNICHEITEINEDT, FRIE AL (I WMEBLAR Al Z BT EZDFEUBTLTL
Bo
o Al [CEA92IRERIHMMARICEEDHSNTVZIS. Al 28 AT IBEDURIFHIBSERTE2EEZS5N 3.
25 2 & 260 B ANRmRIEHRI Mother of all Breaches IR aEN 3]
e 1 A 22 3. Y14N\—tF1U71 45717 Cybernews (. 260 S UL DRFRIEHRNTBEL TWVDIEZFERL
[Mother of all Breaches (MOAB) (& fFIFTeEFERUR,
o FTERDOIET—AIARBAISORN. 1 B 24 H. tF1U711E %l Leak - Lookupl(d. EtthmRIEHRERZRY -
ARICBRELTWT —INT THO. TJ71T7IA—IOREZAICEIDT — A2 BBERENIc L ZERDIZ,
* MOAB D& NRERIBEHRIGABINSTRIEL THI. R4 BEETERAIN TV, FILT v AV I1 TR
ETOERNELTHD. ZEZRPE FIDO DBARE, TF1VFT 1RO LZARE T 2 EN DD,

55 3 & [lvanti ® VPN HE(CPOTAHES514%. LEETORRAZHER]
« 1 A 10 H. Ivanti (¥ VPN 2l Ivanti Connect Secure &l Tvanti Policy Secure (PO 1REs51EN S
BILEIABHNC ULz, BAENIUZE . SRAEXNZ X LZERL TEROIV RERITTE 2RI D D, TOED
3 DOMESS BN THEIRU,
o Ivanti ORESSHERREIC(CREFENLED. RIS ZEBRAULEEMENMUZ. 1 A 16 HORF A THER
SNIAREMHEE 2,100 BRI ETHOMk.
o HRSEOTAHESSIECHTHUT BcdIC(E. MHTO—F. #EREL NI TEfHz L THTENKHIN TV,
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1. NIST i AI OBZENMICEI T B R— MeFiT

1.1, =

1 B, NIST CREENZERMATA) M Al OESFECEIITBLR— MRITURL, KETE, ZOLAR—-MCR
SN AL 93,/ Al ZFBAURIREDODFEICDOVWTIRITT .

1.2. NIST H"H1TURLIR—MIDOWT

1 B 4 H. NIST GIEIetinF2 : WEUEARODFAEME LI IR MFITUR %

MM F B L(E Al ZRIRI DD ORAMD—DTHD, CNICHWT, IVE1-5-BF IS BENCFEBL. T 50
BRICHDIIN -2 2F R TH%. BRI FE B L, HikFBOERMBIZLFAECEVT, EOLIRIREN T]
BERON WBZFLCICEFESUIEB LN RSN I SEAFTIRIE T D

ZO NIST OLR— M, SURCRES DT AT 3 (9 2 HBIRRRZ I I DL Al S AT L HEEIRY
BILHDEEPKRILN 1 REVERN T BRON-RERBIBHRE IR T 5L ZBEL TSN T, &ew COLR—RTIE,
Al ZFRIE AL &R AT (L1 AL (CBIT2ERZ RSEREENC, Al (LT 2IEE Al ZF AU EO DAL AR
DEFRZITOCVD,

NIST Identifies Types of Cyberattacks That Manipulate
Behavior of Al Systems

Publication lays out “adversarial machine learning” threats, describing mitigation strategies and
their limitations.

January 04,2024

* Al systems can malfunction when exposed to untrustworthy data, and attackers are exploiting ‘ MEDIA CONTACT

this issue. Chad Boutin
* New guidance documents the types of these attacks, along with mitigation approaches. charles.boutin@nist.gov®
) (301) 9754261
= Nofoolproof method exists as yet for protecting Al from misdirection, and Al developers and ?

users should be wary of any who claim otherwise.

1 NIST [C&BAFLR—bDZ1—-AUY—-2R3

1 digm : NIST [NIST AI 100-2 E2023 Adversarial Machine Learning: A Taxonomy and Terminology of Attacks and Mitigationsl
https://csrc.nist.gov/pubs/ai/100/2/e2023/final

2 e FRHAAIATIET (NRD) (MR | AERRR)
https://www.nri.com/jp/knowledge/glossary/Ist/ka/machine_learning

3 {488 : NIST [NIST Identifies Types of Cyberattacks That Manipulate Behavior of Al Systemsl
https://www.nist.gov/news-events/news/2024/01/nist-identifies-types-cyberattacks-manipulate-behavior-ai-systems
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1.3. FRIE AL (LRI IHREDDH

TRIEL AT L3, PIARDIREPIBIRODFREV OEARIERENS Al THD. BENEE PERZEREERINS.
NIST OLR—KTE, FRIE AL IR EZ 3 DOATIVICHEEL TS,
([=038E B 28 )
ELEIREL(G. AINDANECEEU COATLADGEEEBULIETIREFETHD.
PIEL T, —BHEIARCNY—VZIBNNT BIE(CLD, BENEFREEICCNERE FIPRIZMEEREZS BTN, EMZESH
SRS B BIDITHIENDUWVERRON —IZAERRUIZN T BTENEITBN .

DECEPTIVE
MARKINGS ONCOMING .

ON ROAD ey TRAFFIC

CORRECT
DIRECTION

CROSSROADS

2 BENERE(CH Y HEEHEDH 3
(MZENHELBOV—-ITEHEEREHI W EEBERCIEHRTS)

[RA A=V %]

RAXZDIIREEL (. Al DFBIEAT DT —FZWMEAL. ENZFBUL Al ZRE I 5ETHD,

Fry bRy MAERR T BB, Al MFB Y BRET —FICREIRSRZ S HBIAZE BT, TNSERFEDOH TH
FAUTRV—RIBEZTELL TFry MRy MCERIRE BB EL e eh'. COREEICH TS,
(OS54 —KE]

TIANS-IREL(S, Al [CRAT2HERIBHREINELD, Al MEBUILERZMBUEBALIDIZRETH D,
WEEN, Al CZHOIESRERZL. TOEZEZERLT AL ONSBEEZUN-ZTI>SZ7U2 I Uiz RO
D, Al OIEENS. Al FMEBUATZIREEMERUBRALIDIBIEN COIREICHTD,
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1.4. &5k Al Z BRI 3BREDDFE

ARk AL LG FBT —HERBROFFIE R D THFEAMOBHRREDIS T YZERN TED Al TH.
NIST OLR— M, FRIEL AT (S 2D RO Al (LU TR THREIMNRDELE(C, 4Rk Al 2 BTN
BLUT 3 D0OWEDFRZBITL TS,

(AI Y751 F1—VHE]

Al YT5(F1—-2IE L., Rk Al ZH8Rk S 2517300 T0I 5 L. T 92N U TUITHhN 2 IRE THS.

ARk Al (. B4 RS1T3Y (HF B RO TensorFlow WLEHSALIEAD OpenCV &) ©IJ0JSLAECHERS
NTW3, &Rk Al MFIART2INB051 T30 T0I 5 L2 FHREENHS AL, &K Al OBIEEHCERDI- R
EITEHBIEEFENREDFIEL TEITENS,

(94LO R DYT M OTTIaVBE]

IOFTIVRERRSE B, FIRBENER Al [CHIHERPRTZEIO> TRV,

AALINTO TN DI L (§. WEEENER Al (LBEO®H2 IOV M EEHXELT. Al MEARERIL
TORVEMEZEITIERETHD. WEE(EINZFAL T, £k Al MF DTN TRIEREZEIEL ., £/ AT (CRU.
NIV 7ELTHIFRIBERY — X 0— ROMRIRERE LV DB ERISTOVEEMS TN, £k Al OFBT-FICEF
N3 uIEEEN SR B IR Z EIE S E/EDULSET D,

(1>591L oM OYT M > S1I MNRE]

AAINTOVTM OS2V IREE (S, WEEN . BEOHZ IO TMER AL ICEIEXEST (L, £k Al 2E
A2 ETHD. HIZE £ AL D 1 DTHZ LLM (KRESEETI) [CRESNRRIS D> T &RBITIICL
DE&BREN S Web T4 M2 SMS TOEARICHENUHEBEDHIANBZECEL THZET. &£k Al [CERDHBEED
EENOEEZITNE S, Fld. WEEIFBEZERLTER AL (CBRDHZ IOV TN AFIEHBIET, &k AL D
SHMIRERESAEIEZSIEH T,

1.5. F&H

SEIFITING NIST OLR—MI(E, IREFSATEEINS. Al (LHI3RES LU Al #EBRAUKENBEN(CEE
HENTLD,

N5 Al ZB AT BHEEEZ L\ EE BN D, ALl ZEB AT BIREAY NFTRL VATEIRETTIENDD. Al Z
BAT R TREVEIREPEASHAZIBELMIRT 3(CHIED. 2O NIST OLR— RSN Al DIREESFE(S
IERBITERULB. . BHC Al 2B AN BEHOIRM T, UAVZBERBIHICERTESEEZ5N S,

4 HE : arXiv [Not what you've signed up for: Compromising Real-World LLM-Integrated Applications with Indirect Prompt Injection/
https://arxiv.org/pdf/2302.12173.pdf
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2. 260 B IcEMnmRIEEHIMother of all BreachesIhFER&Eh3

2.1. fiE

1 B 22 H. Y14\ —tF1UF71 X517 Cybernews (&, 260 B OIRRIBHRNMEBL TWBZEZRRUIEWS
SLBENRUR, COFT—HE Mother of all Breaches] (2 TOIRRIBIROR) L&FIBNT. mRIBEHREL T
FKEBEDRIETHD, ZLDF1)F71/Z1—-ATED LIFBN, s EB2EDH.

2.2. Mother of all Breaches & EDHFR

[Mother of all Breaches D4F4H]

Mother of all Breaches (I{TFIMOABIJ) (&. Cybernews h'tz+1UF1if7%&E D Bob Dyachenko D [EIFA
E(:&D%ﬁbi’:‘f’ﬂ 260 BHORRIBIRTHS. LinkedIn, Twitter, Weibo. Tencent. &LVIEAEEDE SRR Web
B—ERDI1-Y-T—ATHEREINTHD. FREHBROSEN TV INFTICREINLWRIBREL TEERRIRETH
. 2019 F(CRBENILRWRIBIERT 7/ ILEF Collection#11 (27 &44) °D 10 BTSN, 12 731 MEVIFEKR
RBZLN, COFT—AIR=-RIBFA>TYIREMEINZDZRS I MIIENTED. KEDT—FTHRLPITVELICTHITENT
AR

BRANDS WITH 100M+ LEAKED RECORDS

BRAND NAME RECORDS LEAKED

Tencent
Weibo
MySpace
Twitter
Wattpad
NetEase
Deezer
LinkedIn
AdultFriendFinder
Zynga
Luxottica
Evite
Zing
Adobe

MyFitnessPal

Canva
JD.com
Badoo
VK

Youku

3 MOAB ICEFN TV EIFRTT Web Y—EAB LV TRIRAEMDPIER(Cybernews &D)

> 18 : cybernews [Mother of all breaches reveals 26 billion records: what we know so farl
https://cybernews.com/security/billions-passwords-credentials-leaked-mother-of-all-breaches/

© dig8 . INTERNET Watch FEP 800 Q7YY MERFHAHIEA, H—I01T [CHIRUIK) 27 BHOE AR\ I71ILEE Collection# 1 15544
https://internet.watch.impress.co.jp/docs/news/1171134.html

Information Asset Classification: Public Page 6 of 15

© NTT Security Holdings 14 February 2024 | Version 0.01



https://cybernews.com/security/billions-passwords-credentials-leaked-mother-of-all-breaches/
https://internet.watch.impress.co.jp/docs/news/1171134.html

® NTT Security Holdings

IRIBIRZINEL TW S F1UT1E+ESpyCloud I(F. BIFNEIRL TL\SImIRIFHRE MOAB ZLEE UL DHi%Z To
27, ENICELBE. MOAB D35 13ED 94% 3B EDIREBMA THRIBUEDE, BIXOT -9 THolk, . FE+t
(CEOTRAMDEDION, AOB TERMSNZDTIEFRL, FEARTEBIENET —YEFTERUNEHERIL TWS.

(N\yh—ZEDRIE]

Cybernews D&%, T+1)7(BHRERLITI TR \WA—ZEDRITEH, MOAB [FECHBHTET, ECTAFTEZD
heé, KEREEREICROfZ, MOAB ZF R TERN i/ \Wh—E . TF1UT1RENEEZEHDDIAERUIBT -5
IZA3EREOIED, IBEDRET —FZEDILEDCT ERVEAIEHERIULIZOL TL,

mother of all breaches?
by eldaddy - Friday January 26, 2024 at 09:05 PM

"

Dubbed the “Mother of All Breaches,” the massive leak revealed 26 billion records —
including popular sites like LinkedIn, Snapchat, Venmo, Adobe and X, formerly Twitter —

eldaddy

in what experts are calling the biggest leak in history."

what is this came out 23 jan?
and anyone have it for snap?

4 )\WH—=TA—=5LTD MOAB ICODVWTDALYR
[(MOAB ODiiFR]

ZOLIRH, 1 A 24 B, WRIBHRZEEL. BEORBIRNZFIVvIS 2 -EARREL TV T 1T 1%
[Leak-Lookupl(F. X(IH Twitter) A 7HD> M. Cybernews O¥&ia% 5|9 32T, MOAB (FB#0OT—9h'7T
THD. TPATIA-NDEEZACIOTRAZZ T -2 BESN LR BT EI TS,

‘@ Leak - Lookup Data Breach Search
d @LeakLookup Engine

Manage your data breach
Wow, we certainly weren't expecting that publicity. risk with our easy-to-use
B Firewall misconfiguration has been fixed, and we're currently analyzing search engine

logs to determine the scope of access. At this time, we're confident that
no registered user information was accessed.
#MOAB #databreach #dataleak

Leak-Lookup allows you to search
across reach

@CyberNews & @CyberNews - 15228

Il @CyberNews research team, together with #cybersecurity researcher
@MayhemDayOne, have discovered billions upon billions of exposed records
on an open instance whose owner is unlikely ever to be identified.
#MOAB #databreach #dataleak #infosecurity
cybernews.com/security/billi...

26,198,294,992 4,181

FHi19:25 - 2024515 24H - 8,023 O

5 IMRERDE Leak - Lookup DI 6 Leak - Lookup O Web B |
# 260 EHORRIEROBHEEOTND’

7 W88 : SpyCloud FTWhat We Know About the MOAB Data Leak)
https://spycloud.com/blog/moab-data-leak-what-we-know/
8 H#l : X F@LeakLookupl
https://twitter.com/LeaklLookup/status/1749951429693919400
W88 : Leak-Lookup FLeak - Lookup | Data Breach Search Enginel
https://leak-lookup.com/
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2.3. iIFRFIHROUNE LB H

BAEORFEFERZIEUFHALTOWRDEEF1IUTAEECROIZETE RV, HIZE, tHRERIED) \vh—TJA—3
LlBreachforums|Tld. EJA—3AEZDEIE THS RaidForums ([CEfacNomRIBHRZERL. JA—3L0SN
BIRB(CIRMHEL TV, IRFETHLE 150 Bl EiRaEDIRo T\,

Baphomet h ex e da Offi ‘ fied by an admin and kept online 365 via our CDN

https://

II Lifetime Access

chill Count: [HIGHER-LOWER] [LOWER-HIGHER]
[NEWER-OLDER] [OLDER-NEWER]
Date: INEWER-OLDER] [OLDER-NEWER]

ADMINISTRATOR : A-Z] [Z-A]

Click here to learn how to get credits.
707 Click here to view some basic rules.
12
Jun 2023 We have a total of 15,077,090,976 Records from the following 936 Datasets, free for download once you unlock them.

bolist = Download Here!

= Download Here!
abase = Download Here!

= Download Here!
ownload Here!
=+ Download Here!

se = Download Here!

E 7 Breachforums DiFRIEIR—ENR-Y

Iz, Telegram ([CBVTE. BECTY AVIVHREEICL O TRESNEHOSNDIRIHRZINEL. BlE/BETHA
MUTVSFr o RIMELTFIET D,

Updated vip +330TB And more 94K leak ¢4 & (734

| ¢ Total 94K leak First Channel

| Id Cards §
Consumer Leads S
-~ Databases

- ¥

NS a2 F
| Goverment Leaks

1@) q“//lz V
PN .| Channel 220TB -

E 8 Telegram 'Cﬂf@ﬁ’ﬂ'l‘*#ﬁ’ilm%\ E?Eb'Cb\Z)EFTu?)b
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2.4. F&o

BERKIROTERT —FEUTEEREICBR Oz MOAB 12h ERRICEARINS. tFRACOEUS(CERSIIEDIRRIFHR
WEL., B2 BRYAN-IRETERINTLS,

B ILT v R I1 ) IEE (Bl NRAD—-RURNBIREE |) NOBRAFEXITHD. /N 2T— MEVBILAYE
PRTHDEFIRDRL . #R4 B TRAENTVRICERANS T, Z{DI1—H—H SNS A 1> avE )%, B850
RRZY—EXT, BAUA-ITRLR/INRAT— ROR7ZFZZEEIEHREL TUERLTWSIENFBN TS, MR ERE AF
bﬁ'_Iﬂ%%(i%w [BIFREEOT, LA BRY—-EXTOI (> % HD. /(AT R2E0EILTWSE, —IFhSIRIBRUIZIER

WEBER(IKRABY—EIND VIR ZHFT ECIRD COLIRTENS ., H—EIEHEEE. I—T—H)TZXDT— R
@b’i*ﬁ'?(?bo WEENRIERZF O TVBAHRICIIS. ZEZRIVEE FIDO REDMHRZBUIERIS AT L 28
ELIINENDD.
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3. Ivanti ® VPN mlc 07 1iessls. ILEETOERZHER

3.1. #1&

2024 £ 1 A 10 B. K IT EIE{PZEO Ivanti (&, E+#tD VPN &gl Ivanti Connect Secure & [Tvanti Policy
SecurelC 2 FOESSMHEN DD EZBEBMCLIZ, UNU 2 e HERAFIICEECHRERR APT £H5NZT)IL—TCEoT
BRINTVEOT1/EE5 M THol. Ivanti DFERER(C(E PoC HMABEEN TIREFIENLEISN B LIICofce
5. IEENRUG!, TORE. RACENMMIRVERMESSENMEREIN. 1 A 31 BIZE 24 (35 1 #HEE074
MEss4) 2.2 B 8 B (C& 1 fFUhhBINRREIN. RVIDMESSEFRREFIC(HMELE/ WFORMEMELMIN T Ivanti
(F/WFRIEDTNARCOWVT, FEFIROE MZHER LIz, (I \WF(FZDE. IERAFHENTVS,

3.2. Ivanti [cDWT

Ivanti (REICAREEISS, IT BESEZECHELVT. IT tF1UT(EIE, IT UY-EXEE, I RNR O NEIERE
OHBERDEDD TS NIA— AT —H—(CIRALTWS 15, 2020 £ 12 A(ZlE Pulse Secure LLC #BUXUIe, &
EHIHRPT 4 B EIC ERY,

(AessTEDRz &2 321158 m]

REEZIBDEUTO 2 HETHD.

O1Ivanti Connect Secure (IH: Pulse Connect Secure) : tHRPDZLDEZETHHEINTLS SSL-VPN
YURESZEVL

O1Ivanti Policy Secure (|H Pulse Policy Secure) : 58], REINTN\ARICDHRY NI=I 7R %HR

10 gt ; Ivanti TCVE-2023-46805 (Authentication Bypass) & CVE-2024-21887 (Command Injection) for Ivanti
Connect Secure and Ivanti Policy Secure Gatewaysl
https://forums.ivanti.com/s/article/CVE-2023-46805-Authentication-Bypass-CVE-2024-21887-Command-Injection-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure-Gateways?language=en_US

11 Hga : VOLEXITY [Ivanti Connect Secure VPN Exploitation: New Observations/
https://www.volexity.com/blog/2024/01/18/ivanti-connect-secure-vpn-exploitation-new-observations/

12 188 : Ivanti FCVE-2024-21888 Privilege Escalation for Ivanti Connect Secure and Ivanti Policy Secure]
https://forums.ivanti.com/s/article/CVE-2024-21888-Privilege-Escalation-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure?language=en_US

13 Hg : Ivanti TCVE-2024-22024 (XXE) for Ivanti Connect Secure and Ivanti Policy Secure]
https://forums.ivanti.com/s/article/CVE-2024-22024-XXE-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure?language=en_US

14 He8 ; Ivanti [Ivanti (CDWTJ
https://www.ivanti.com/ja/company/about-ivanti

15 tHgh : CYBERNET [lIvanti (IH LANDESK) &(d)
https://www.cybernet.co.jp/ivanti/about/

16 88 : vanti [Tvanti ¥ Mobilelron & Pulse Secure ZEIRL. HEOBEFOREDNTRTOF/HAIASFITTY NCRBBIIZRUTS AERHVLET ]
https://www.ivanti.com/ja/company/press-releases/2020/ivanti-acquires-mobileiron-and-pulse-secure

17 Hgt : Palo Alto Networks [BEICBIT 315E#R: Ivanti Connect Secure. Ivanti Policy Secure (C$1328E551% (CVE-2023-
46805. CVE-2024-21887. CVE-2024-21888. CVE-2024-21893)/
https://unit42.paloaltonetworks.jp/threat-brief-ivanti-cve-2023-46805-cve-2024-21887/

18 g8 : Ivanti [Ivanti Connect Secure JE—R77tZX VPNJ
https://www.ivanti.com/ja/products/connect-secure-vpn
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https://forums.ivanti.com/s/article/CVE-2024-21888-Privilege-Escalation-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure?language=en_US
https://forums.ivanti.com/s/article/CVE-2024-22024-XXE-for-Ivanti-Connect-Secure-and-Ivanti-Policy-Secure?language=en_US
https://www.ivanti.com/ja/company/about-ivanti
https://www.cybernet.co.jp/ivanti/about/
https://www.ivanti.com/ja/company/press-releases/2020/ivanti-acquires-mobileiron-and-pulse-secure
https://unit42.paloaltonetworks.jp/threat-brief-ivanti-cve-2023-46805-cve-2024-21887/
https://www.ivanti.com/ja/products/connect-secure-vpn
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HI2RYNI=I7IEAHIH (NAC) Y)1—23>1°

A

9 Ivanti Connect Secure YIMNIIZHNM>AM=)ENBTIN1 R
(Ivanti Secure Appliance [ISA] 6000) 2°

FRBFRON-23>055, MEIEEOFEZZT20(. Ivanti MR- MLTWS 22 1 9 R, HR—MYHETLT
WAN=Z3UDOVWTEEHIliEN THS Y BR— MIRON =S aoADBATHHEREZN TS,

Palo Alto Networks DFRES(CLDE. 1 B 26 BHS 30 HOREIC, SMEBHSIEHTAIRE ThrdENEDRIENTZA > X5
AEE 145 HET 28,474 #HC Loz,

3.3. AHess1E 2 BAUVLEREICOWNT

(AEsstEDFER]>

2023 fF 12 B+ t+1YT1EED Volexity (&, FHNEERL TLWSEERD Web B—/)U—(2, NwIR7ZELTED
N3 Web JTLNREENTWBILEFR UIZ. ZOROFAAT 12 A 3 BOOJIZE Ivanti OF /N ZITIBLLEEIH
H5N. Ivanti EZ(OEEELRNS, IREENTCVE-2024-21887 JB8LUTCVE-2023-46805 10MEss 4z A HE
TEAUCERZZEE DI,

[(BEZE&HICOWVT]

SIEID Volexity NMFERULIREE(G. FE#hH UTA0178%#¢L T (Mandiant (& UNC5221%5¢0LT) &L TWSHE
R APT JIL—TJCLBEDEEZBN TS, OV —TRIFEEZEF B8, WEDIRMERR 2 (AT T, Ivanti O

19 gl ; Ivanti [Policy Secure Administration Guidel
https://help.ivanti.com/ps/help/en_US/IPS/22.x/ag/ips_intro_pulse_policy_secure.htm

20 4@l : Ivanti [ISA6000 Hardware Guidel
https://help.ivanti.com/ps/help/en_US/ISA/6000hw/landingpage.htm

21 hgm : JPCERT/CC [Ivanti Connect Secure #&Uf Ivanti Policy Secure ORfE851 (CVE-2023-46805 $54Uf CVE-2024-21887) (CRIT BEmMEE]
https://www.jpcert.or.jp/at/2024/at240002.html

22 488 : Palo Alto Networks [ZEUICRET3IE#R: Ivanti Connect Secure. Ivanti Policy Secure (L3355 (CVE-2023-
46805. CVE-2024-21887. CVE-2024-21888. CVE-2024-21893)/
https://unit42.paloaltonetworks.jp/threat-brief-ivanti-cve-2023-46805-cve-2024-21887/

23 488 : VOLEXITY [Active Exploitation of Two Zero-Day Vulnerabilities in Ivanti Connect Secure VPN
https://www.volexity.com/blog/2024/01/10/active-exploitation-of-two-zero-day-vulnerabilities-in-ivanti-connect-secure-vpn/

24 488 : VOLEXITY [Active Exploitation of Two Zero-Day Vulnerabilities in Ivanti Connect Secure VPN
https://www.volexity.com/blog/2024/01/10/active-exploitation-of-two-zero-day-vulnerabilities-in-ivanti-connect-secure-vpn/

25 g : MANDIANT [Cutting Edge: Suspected APT Targets Ivanti Connect Secure VPN in New Zero-Day Exploitation)
https://www.mandiant.com/resources/blog/suspected-apt-targets-ivanti-zero-day
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https://help.ivanti.com/ps/help/en_US/IPS/22.x/ag/ips_intro_pulse_policy_secure.htm
https://help.ivanti.com/ps/help/en_US/ISA/6000hw/landingpage.htm
https://www.jpcert.or.jp/at/2024/at240002.html
https://unit42.paloaltonetworks.jp/threat-brief-ivanti-cve-2023-46805-cve-2024-21887/
https://www.volexity.com/blog/2024/01/10/active-exploitation-of-two-zero-day-vulnerabilities-in-ivanti-connect-secure-vpn/
https://www.volexity.com/blog/2024/01/10/active-exploitation-of-two-zero-day-vulnerabilities-in-ivanti-connect-secure-vpn/
https://www.mandiant.com/resources/blog/suspected-apt-targets-ivanti-zero-day
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RIS AT LOME AR T BIDDEEEFTvh— Y= )LIEZEEINTUOEN, APT J)L—J 320V —)LBRIC
PHIREZITV, WEBOREZREH(CLTL,

(TO5 1 HessiERRNSEREIEAA]

SEMEUZ Ivanti OMESSIEORFREZ(TIERL. 16 HICE=EICLD PoC iMABEN3L. IBHREBEVCIILIIT DY
20— RREFRZ RIRENMTOND LTI, #E(CESIARMIFE R ARITLNOTHED, ZOR(CFARL BIFROR
BEZELI TR BUSHEPESEIFI6ZENTOS. S5(C. Ivanti HOEIER/WFORITHITFELDENTIEERK
EHLRITIHEENMNI T /\WIR7ERD Web STIHFIET 5T/ UA RICDWT, Volexity ' 14 BICZRFv>UTel3
1,700 A EMFESN, 16 HIZ(F 2,100 BRAEEROEY 28, 201 AR XN X LB I DILHEHBND. H
Web 1)L OEBOFEEHRIN TS,

10 ZF&h/: Ivanti Connect Secure DTHE3°

GEMDHSS 1EFER]

Ivanti (INEZRAUE. BHRMOBEZITOC, TOMER. LR OIS EOALICEHEREEELEDMESS 14 CVE-
2024-21893 1B LUHEFAROMESS 14 CVE-2024-2188812F R L. 1 A 31 HICARKRUZ. [CVE-2024-

26 e : JPCERT/CC [Ivanti Connect Secure $&Uf Ivanti Policy Secure ORESSE (CVE-2023-46805 LU CVE-2024-21887)
(CRE 2/ ERMUtE)
https://www.jpcert.or.jp/at/2024/at240002.html

27 4488 : VOLEXITY [Ivanti Connect Secure VPN Exploitation Goes GloballJ
https://www.volexity.com/blog/2024/01/15/ivanti-connect-secure-vpn-exploitation-goes-global/

28 (e8 : VOLEXITY [lIvanti Connect Secure VPN Exploitation: New Observations]
https://www.volexity.com/blog/2024/01/18/ivanti-connect-secure-vpn-exploitation-new-observations/

29 488 : QUOINTELLIGENCE FUNC5221: Unreported and Undetected WIREFIRE Web Shell Variant)
https://quointelligence.eu/2024/01/unc5221-unreported-and-undetected-wirefire-web-shell-variant/

30 488 : Censys [The Mass Exploitation of Ivanti Connect Securel
https://censys.com/the-mass-exploitation-of-ivanti-connect-secure/
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https://www.jpcert.or.jp/at/2024/at240002.html
https://www.volexity.com/blog/2024/01/15/ivanti-connect-secure-vpn-exploitation-goes-global/
https://www.volexity.com/blog/2024/01/18/ivanti-connect-secure-vpn-exploitation-new-observations/
https://quointelligence.eu/2024/01/unc5221-unreported-and-undetected-wirefire-web-shell-variant/
https://censys.com/the-mass-exploitation-of-ivanti-connect-secure/

® NTT Security Holdings

21893 16 OFA/EIFIETHN. COBRICEDFRLL WIRFHEREEIN T3, &5(C, 2 A 8 HICHIR AICEN i
591 CVE-2024-22024 INFEERINIz. COMEFEERREEC PoC MYRSNTHD, H—/\—_LDOT7HT> MEERD
DEE(CRE(CEONTUL\REJRE MBS N T LS,

|ﬂl & CVE-2024-21893
|

o~ FX_{_/#/J,_N’Q/\\J}

® CVE-2024-21893 & CVE-2024-21887 CVE-2023-4,6805 ® CVE-2024-22024

© 203 The Shadowsenver Fuandatian

11 Ivanti ZE20EUEREOM4E (SHADOWSERVER (43485 [2 A 13 ARS])*

o

(2EIHEBA(C & HiERRMREE]

KEBUSHETHS CISA CRELLZEREATAN-tF1)71-1>ISANSIFrEFIYT(T) (3 Ivanti iFER
UIehesstEmS5 3 %, CISA OIBIMOEBRSNIAESEE—E IGENL. ‘EBMEZIToR. Fe. BRADUZINE
ARTHBIH. Ivanti O VPN REa(3 I 3EEEREZ R T DL, 19 BICREFHBUFHR (T TR RIERIED24-
01 1Z2F4TUIZ, SB(C. 1 AROMISEDBNNFEROERCE. M55 Ivanti Rezxy NJ—-IhStI0EES Lol
AN R 48 BsEILAAICEM S 24 5EH/ L. BAD JPCERT/CC 6 Ivanti DFEXRODER(CEEMEZF
RU RO N GO BRIC[F BRI ZZRIRITOTLS,

31 gt : BleepingComputer [Hackers exploit Ivanti SSRF flaw to deploy new DSLog backdoorl
https://www.bleepingcomputer.com/news/security/hackers-exploit-ivanti-ssrf-flaw-to-deploy-new-dslog-backdoor/

32 488 : SecurityWeek [Exploitation of Another Ivanti VPN Vulnerability Observed)
https://www.securityweek.com/exploitation-of-another-ivanti-vpn-vulnerability-observed/

33 g8 : SHADOWSERVER [Attack statistics]

https://dashboard.shadowserver.org/statistics/honeypot/time-series/?date_range=308&host_type=src&vendor=ivanti&group_by=vulnerability&style=stacked
34 el : CISA [Supplemental Direction V1: ED 24-01: Mitigate Ivanti Connect Secure and Ivanti Policy Secure Vulnerabilities]
https://www.cisa.gov/news-events/directives/supplemental-direction-v1-ed-24-01-mitigate-ivanti-connect-secure-and-ivanti-policy-secure
3 488 : JPCERT/CC [Ivanti Connect Secure &&U Ivanti Policy Secure Q851 (CVE-2023-46805 H&UF CVE-2024-
21887) (CBII B XRMEHE)
https://www.jpcert.or.jp/at/2024/at240002.html
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https://www.bleepingcomputer.com/news/security/hackers-exploit-ivanti-ssrf-flaw-to-deploy-new-dslog-backdoor/
https://www.securityweek.com/exploitation-of-another-ivanti-vpn-vulnerability-observed/
https://dashboard.shadowserver.org/statistics/honeypot/time-series/?date_range=30&host_type=src&vendor=ivanti&group_by=vulnerability&style=stacked
https://www.cisa.gov/news-events/directives/supplemental-direction-v1-ed-24-01-mitigate-ivanti-connect-secure-and-ivanti-policy-secure
https://www.jpcert.or.jp/at/2024/at240002.html
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3.4. Y

Ivanti (FUE—b7JTRARA® VPN HEneL T, KIEFEPBGHEREH R 20K 4 BIRMCTIES (CLFIREINT
W3, BEZRIFTT/\AANS LAN RITBASNZENNGD, )W T OMREVTHIRNDNPLT U, IRIEEOMESHE
OERMEALTHE. MRZLTOVRVERKICT I DBRIEEFTBENDTHS.

D VPN REOEARBHESSMEE. APT MFIALLEOTAELTRREINBENICREAN S, ZLU T, BRIEERNS
WEFENMRL BIREE(CHEIN, RFIEOI-Y-ZESERNMNUTTRETVS. AMFEEROER THo £
(C\ Ivanti MSOFEREFEAM T, IRARKMEE) WFORRMSETF(COofk., Y07 IRENSHEBEHERCSTHI0(C
(F BAICEOTE CISA DEIEDLICRTZRY NI—IDSUIDEETRRRB O EL 2D BERCZEN LR
R SEPMNCRITTEDLD, TOT ARSI RRINAZEOMIGTIO—E. LNV TOEMORHSN TN
Do

B E
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REEHR

AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

IPNTATH—-EREB OSINT EZAUSTF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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