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(1 R—=-IYIVU-]

HLIR—RTE 2026 & 6 ARCAECARZ RIFIREFIIT/(CETIHEM R, FLeNSZEDEIREOZEED
PHSIHCEEEEZSND MY 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.

25 1 Z [FortiBleed OGN : FRAINDARNEINEE
« 2026 £ 6 A. Fortinet %%(L%Lé”ékiﬂffiuuuﬁlﬁiﬁlrﬁﬁ&%y (BF5[FortiBleedl) NFEREUZ. TDF
ZFHR 194 NEICKU, AR FRMRERE I IRLIBR1> ST BITVD,
o WEFAFRMESTEDOBATERL BED>S7 2 M > IART1—5—HROBIR DR EIRZEBAL. B
EMLY-ILZFAWT 24 H%Fa’i%%ﬂfauﬁIEaiVT’Z’f*Dlj'é:L\iBO)'@@DT:o
o L. RILBEREEPLSERDIE (MFA) OEAZEUHETZEANREF 1T I RMEENICEREEN TL
DNVEHRGEY (C iR - CRE T DN EN DD,

BE2E [AT(ANDEKESE: A>T THERDSRUVH AN -IRE]
o SHADITEEDT . IT BR—MEHEEZROIBERY - SvII ST I THERET — 4% E5EL. TON
FEEICEHREERIBREEY)L—-TTUNC3753 |iEEnkEsNnTk.
o ZBHIBDRACKBUIZE (G WEENEIRICAT  AZEHEL. ink(CBEZ7IEAUE_ET. USB XEVEDH}
RS IRIR A AL (7 —42R5 I FOLMRINTHD, FBI bEEEFEL TS,
o REHIEHAN-IREHNA> 1> LRI TREUVRVCEZRL TV TSI R DA TlETDCBBIITEROVMAN
PEUDDHDRICERL. MCHV T EF )T R OBEN B RBEULNKRDHSN D,

55 3 & [BOD 26-04 hVRIVRIN—ZREEE X IEADELRHA]

» CISA (3 6 A 10 HIC BOD 26-04 ZF5U. MESEHEXIGICOVT, BEOAFRIRTLCEBIRORBRIRL. WED
BEEaIEeE. BAMTFZEED 4 DOBFRZIBEIUAIZTHIEL . ZORERIGU TEDSNIZEARA(CEIERE
B2BUA L2 BB,

o JEEF(IRESSEDIEINICHINZ. Al OJERICLIHNEDBEMLEFTRIENER . MESSEARNSHEZTORMBLR
IR(CAGHEL TWLVD, D28, BRAENIZUY—RADHT. EDRBEISHENMETRNICITIEINENZ HIRT I DENER _EDER
RELO TV,

» BOD 26-04 (%, fEROM@FENBXTIENS . UZAIIIEU THISARE X IGEARZ F 8H2:EFNEERIAL . BRANTZY
V=22 ERNSTER T DHDURIN-ZANBEEIATEZFEIR I 2L 2BEL TS,
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1. FortiBleed OE: RBEEADKIRIEBEE

1.1. =

2026 £ 6 A. FortiGate (LT3, Fortinet HH R GR(CREEUZEREFIBIRN AR TRRL TVBTENBAS M
1ofz. ABZE (L[ FortiBleed &8RSN, B2EFHRAICRATNS. KE®D CISA(MAN—t+1UF(- 1> T5ANSY
Fr YT )PP EARD IPCERT I-T(%—33> >4 —(IPCERT/CC)EL o AHIHERR £ BMa R A FEHL THD.
REHEELETREHFSNZY 2,

1.2. FortiGate &13

FortiGate (&, 2K Fortinet #th4RMHI 2RV NI = I7(T7IA—-) EFRTHD, HARTIZCHNT 50% U LD 17%
5533, REROT7A 7IA—ILEEBE® VPN BEEEICHIZ . 7>FI1)LA. Web J4LAUYT . BABSEIS 2T (IPS) 1
CEBOTF1)THEERRALE UTM (MIABREIR) BRELTAEIAINTVS,

1.3. FortiBleed [CDWT

(BEROHIE]

AREENBAIHH DL BT DE, TF1)FT1IATTED Volodymyr "Bob" Diachenko EKH', 1>49—%wh ET
DNFHARREREBO TV —N-ZR R L. BAURFEINTUVZ, KE0 Fortinet #2sBEDFR5EBERzMEZ2LIZCETHD
Iz. 6 B 13 Blc. AENCOEZBEED SNS ZiEU TGRS 5L BHOTF1)TBEORRVWTHABERREZ KL
Iz,

SERRINERINERE. WEEBENERIRILBOEHSN., EOPRICBEMRI-Y-&ENXT-RIEEN
TWaZEZ, TF1ITBRETHHHEERL TS,

8. [FortiBleed |(FAESSHDRFRT(373<, Fortinet Mz iR EL TREDRALEHRZUNE ARFEL . RIEVIEX
ZRADARFNEREFY O R-2ZIETEOTHD, YN\ —tF1)7112%D SOCRadar Hi&aftiFrz,

! {88 JPCERT/CC [Fortinet R (CEHET 35RBEROTR VR T DRI
https://www.jpcert.or.jp/at/2026/at260019.html

2 Hi#: CISA [CISA Urges Hardening Fortinet Devices After Reports of Credential Exposurel
https://www.cisa.gov/news-events/alerts/2026/06/18/cisa-urges-hardening-fortinet-devices-after-reports-

credential-exposure
3 e Fortinet MRMAATPA7I4—)L (NGFW) ]
https://www.fortinet.com/jp/products/next-generation-firewall
4 e BRRett BiYUi-33>X [FortiGatel
https://www.hitachi-solutions.co.jp/fortinet/function/fortigate/
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6 Volodymyr “Bob" Diachenko
3iBf8a

Massive Fortinet/FortiGate bruteforce/active exploitation campaign uncovered in action.
Thousands of top vendors instances are listed in the files like this (see screenshot). This
one alone has 21,634 domain names - from Chevron to Fortinet itself. All - with potentially
working passwords to the FortiGate appliances obtained through various menas.

Crooks use sophisticated hashcracking approach to get then plaintext passwords from
the Fortigate configs and use them consequently in the internal network movement and
takeover.

Absolutely stunning data picked up Hunt Intelligence, Inc. feed. Chris Ueland - did you
seeit?

1 Volodymyr "Bob" Diachenko KIc & 3% (#ki%)°

(EEH])

SOCRadar (&, FortiBleed TERZN TLDY L1 > IS8R RRIDEFERECRSN2RF NS IWEENDS Y
SEEIDY I - T THBEHEENBVEDHLTNE, /2. FortiBleed DR EETSYADITT I -ITINCIS LU
[Lynx] (Lynx (& INC h"SiR&UZAIREMS®HD) ORIEMEEIEHL TV, COERLEL TE#H(E. FortiBleed B:&E1>
TSOEIBEN INC & Lynx WA DT B ADI7BRERSTA N7 IEAL TIEE B EPDEDZITO TV ERERZEF
TW3’, INC/Lynx (& 2023 FEENS, JEKBLURRINERLIC, EE. BE. BT, BiSEEL0COM#AENEL TS
LTS,

Sl NRHAREEROTUVE FortiBleed BE&ED —/\-H5(4. BHEIEZEICE I 5LH#5N3 VPN SRAHEIROFERENT
WBZens, EEDEMNEIRINFIZCEEFSRVBEIEEEIEHEN TS,

(#EMIR]

SESNIAEER(E 86,644 BICOED. 8 HHLALD IP 7RUAB LU 2 HHU LD RXA U HHFESN TS, F2EI(&
194 NEICRATED, FFCA2 FERETHEEZEDORK 3 D0 1 Z255H TS, Ft. WEBMICIEITE LS 10 BRNLZEZS
RIEED, ZHOBMAEEOEFENS.

> H88: LinkedIn ['Volodymyr "Bob" Diachenko : Fortinet FortiGate Bruteforce Campaign Exposed
https://www.linkedin.com/posts/vdyachenko_massive-fortinetfortigate-bruteforceactive-activity-7471222472193830913-YBDi

 Hi#: SOCRadar [FortiBleed Breach How 80,000+ Corporate Firewalls Were Quietly Compromised.]
https://socradar.io/blog/fortibleed-fortinet-firewalls-compromised/

7 Hi#: SOCRadar [Is FortiBleed Linked to INC and Lynx Ransomware? All You Need to KnowJ
https://socradar.io/blog/fortibleed-inc-lynx-ransomware-link/
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(BZEFiE]
WEEIUToLSmnTiTnni.

Stepl: FRILIEEROUNEE
REHEL, BED Fortinet BiEA>> 7> MEREEEIBHOMESSIEF(CLDRE)TRELED, 12 T4271—5— (1R
TIERIVYILDITY) (Lo TEEENIEDUIEREHIBERZUNELT,

Step2: BEMbEnIZEREEKITHFrONR->

WEE(L. FortiGate #EIADOOT 1> Z2BEEL. ZEDEESTHS 24 BREREMASI TEREEIBIROMEI 2112/, CNIC
&0, #9 32 FED FortiGate (T3, 11 EEEBZ 3071 >%HUIESN TS,

SOCRadar #OFABE(CLDE. ZLDOWEFRM TITHEXERDT IA)L bDTHD> MEFIER/ VD — RHIZEEEN TL)
Rhofz. £z, Fortinet #Hd, ZEZRVEE (MFA) HMEASIN TR EBSHTRER I SREBIEHERIL TLE,
—H T ABRTIIFBEIEMB/AT-REZERBLUTUVE(E 2), EZRER/(ZRT—RIMEREINTLZELT
b WEENBAOREIEREZAVSIHE. /\AT— ROEHEDH T F+DRBAHIE [R50, B OREEIEHRNE
U TVWEBECEANE MFA ARIEDT A REL TBH TEE TH B,

-- Domain: [ -com.ar --- Industrial Equipment --- Revenue $50 Million --- 201-500 Employees ---|
hetps:/ /[ 8443/ login: R : 21151Amc951**- | FortiGuard ID: [ . con.ar | Country: ARL
https: f/w 8443/login: _21151Am(951 - | FortiGuard 1D: m com.ar | Country: ARL

https:/ /NN : 5443/ Login: [ : 21151/mces1°7- | FortiGuard 10: [ con.ar | Country: ARL

: *- | rorticuard 10: [N sr | Country: ARV

21151Amce51**- | FortiGuard 10: NG . r | Country: ARL

PN 21252Amcs51 - | FortiGuard ID: NN - | Country: AR
| Country: ARV

_:21151Am(951“‘— | Forticuard 10: NGNS
121151Amc951%*- | FortiGuard ID: _ ro Countr‘y ARL

https://_:3443flogin:_:wAkbzodKo?LGDtl'FTABKBJFNXDCgBJ@#a | FortiGuard ID: _.com.ar | Country: ARL
.

2 BESNERBROPCEFNTVEEMER)(ZT— RO °

Step3: ES{EEhiz/(AD— ROEERT
7RI WEEE(L Fortinet MERDIBRR 7LV AR— KU, TI(CEFNZIESLENT/ (T RedhitiL
fzo COBR. ZAOHEZE THVES/E I TUZXLMMEDNTED., /KA D— FOFESE(CIU TIERICHSSIRRE THhofzedn
TW3', Fortinet #t(& 2025 FE#IZEIC, LHERERBFSILTITUXLTHS PBKDF2 #EAUN, ZOARET7—A
DITVZEHIILITRERELST ERENBEDT I IMNEND . TOIh. ZLOHERT. WBEICEOTHR
IHEZBEVWVEROFE, /AT —RMRIFEN T,

8 Hig: HudsonRock [FortiBleed: 75,000 Fortinet Firewalls Compromised: Global Enterprises Exposed - Claim Your
Ethical Disclosurel
https://www.hudsonrock.com/blog/fortibleed-75000-fortinet-firewalls-compromised-global-enterprises-exposed-
claim-your-ethical-disclosure

9 Hi88: Fortinet [Analysis of Reported Credential Compromise of FortiGate Devices
https://www.fortinet.com/blog/psirt-blogs/analysis-of-reported-credential-compromise-of-fortigate-devices

10 H#: DoublePulsar [FortiBleed — 75k Fortinet firewalls have admin passwords cracked
https://doublepulsar.com/fortibleed-75k-fortinet-firewalls-have-admin-passwords-cracked-60299faa65f8
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Step4: /\W3D -N=ARF1>Y (ZENNRRILEHRINE)

WEEHHMEEUL FortiGate ZHRZEARIBELTHIATZRI TR, BTN R%ZFHI2BEZHEZL. BIE(IC
EFENZREEIEIREINEL TL V.

SRR BER(IMBZDIFRT I SIEENTLSN, 45 BED GPU I35 (ZH D GPU H—/N\-ZzEESEBTRKEDETE
ZER(ICEITIIRER) &AL TEEFRL T,

1.4. F&H

FortiBleed (CHWT(F FortiGate NEREHERSIEN, IREE(F Sophos ®ZM® Microsoft SQL Server
(MSSQL)(CH U TERERDIREZFEITUTVBIENS, BRI NI AT LAMMEMERDITDENZ D,

ABRL. FRILBIROEIEL MFA OEBARE, ERNRBEF 1T ROEE 428D TRUILEHITHD. 15—
FYNMIAFAUTVWRSZTAILBWTIE, ID-NNRAD— ROHARFUILERIE(EZRIEEN AL ZRITR(C. fBfdE. TF1U7+
FERMEL)(CERBEN TLINZ ERARICRIRL. tELU TUVKEDBETHD.

11 4#: Sophos [Advisory: Fortinet “FortiBleed” Credential Exposure and Sophos VPN Bruteforcing Campaign|
https://www.sophos.com/en-us/security-advisories/fortinet-fortibleed-credential-exposure-and-sophos-vpn-
bruteforcing-campaign
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2. AT1ANDREKEHE: A2F515THEROEBVWIAIN-IZE

2.1. #1E

6 B 6 H. Google OERA>TUS T AERPITHS Mandiant (& WEJ )L —TITUNC37531(CLD. KEDEERS
TEPR - SRS - BFIY - PR B EAENE L ARIERT —Z5EL - B F v R — > ZIREUR 2, AFr>R—D T,
BEEUE- NIV ZBWABALI TR, W E TORANCIDYIEN LB A Z A ZBHIBHERIN TS,

2.2. UNC3753 [cD\1\T

UNC3753 (¥ 2022 £ 3 BICEEERIALEREBENOY L —TTHD 12, O3 7alae I 3oIaEmEfEan TL3
B, ERENEREOEEERTETHS.

[E4)L— (&I Silent Ransom Group (SRG) JEEIFFNTHN 12, ZOMFRMINE FEDISMEIHNITRU TV, &
B L) (HERHREE DT (T —9) EBE S T BT AT PEERL TWEA, IRERT L 2— IS Ed. 3
FIEEIEEEBRIEER, BT —9DHEERD (Silent)CTEL. CNAZESEZEIZRETM ML TAMTBLBLT
SREOTIWVEBZFEENEBITUTVS, SEERIANSIRTEICERFORBERFHTHH T, - N-Z0IKE (> T5
OFEBITHNTLRW 13,

LATEST LEAKS:

TO BE ANNOUNCED:

LEAKED DATA:

3 UNC3753 OREYA b

12 e Google Cloud [Seeking Counsel: Ongoing Targeted Campaign Against US Law Firms]J
https://cloud.google.com/blog/topics/threat-intelligence/targeted-campaign-us-law-firms?hl=en
13 H@: Halcyon [THREAT ACTOR Silentl
https://www.halcyon.ai/threat-group/silent
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2.3. REZDZ &K

SEENRIENSUIEBOR. B —THARVTUWETE. THIRIUTS 3> 0B B | Z 5 >fz X — )V Z 2RO RE
2B (OXEL. A—IUTRHLU TOEEZEEEAELZIT RS, LEBNEFEREO THOE 12, ZNHRETIFEE DY
E-NY-IEHEFEDER. LOEERY-VIVIVIZFULINEREL TV,

GEENSDMEFIIR]

e STEP1: BOA-)ITEMIDEHEATIS
WREFFTS, EREREOLEELA-NEED DS 12, ZOX—)UFBRHII> IR I7IVEEENTL
B0, B, BICEIDBRVABTOX-IZZEVAEEOTF1UT LOREZZH. CORICHRNIZED
EEE(OTU TRV ERVL S E/I DTETHD.

e STEP2: IT YR—MESROEEEE(EY> YY) BETHFERL. YATAIRFPERIRMESEZFO)
IT YR—MELEZRIWEENMEES (STEPL TIERMAUTWX=ILOZMEE)ICEEEZMNID. X—ILADIIIE
PTF—ABITEICH DR ZECL. EBDEFZEBUILSXT. VE-NJEACEEREEZAIFEL T DY
—WEAVARNITBLI55E TS, Zoom t° Microsoft Teams. Quick Assist &LVofz, BEEETHILUED
NTVBIEROY—IL2BAT 320, MEENSRESIZIBNMNUKW. BN —TEREBZBEELITIAMICLD
D= HAEEMISEEL TOREHFSNTHSD 1P, S5EM - BN RIERI U ERTERGZHIMEMD 1T
BHEFCRDTELTLS,

o STEP3: #&E&T—HDIEFELTEH
EBOIHARNDTJCANEIISNDE IR A FELHE BN BIR - MBI iR - B SRR, RO
HOFVT —HZRER - INEL. TFENT D, $HDBHITE, BB D OneDrive JAANS 1.7 FAN
1 hDT-INLEED Google RIAT7HUY NMIXEENIE. SEIRET AV MNITIREZZALT 14.4 +4
N1 NEDBIIT —INEREREN DL VIR ENFERRSN TV,

. STEP4' BB A— )V D% T

—ATEDTE THENTH 30 DAL, BABESCES. IREBRBICTU TRIEA—)ILEIXF TS, XHT

(1 [3 BUAGEEMNRINE, XS -ENEI5% - BRCEEBAL. BEYANTT 42 MAI31£88TD
ZHTR MFHB/HSLEDTIEZRIEND. BEENSRIAERISNIENTBVRIICEE Ko EBICEARHEN
HEMOFHRZEIIREF TN, iR THENBHRNE THD.

Subject: [Victim Name] has lost confidential data of their clients. [ER]
Bl

& [HEEER ] EEOWET —IZRAVSE, IEECEE |

Very Important!
Hello,

We have to inform you that we got access to the [Victim Name] CAITB (s

corporation's database and took a very large dataset. We have been [?}ﬁ%fﬁﬂfﬁﬁk%]@}—QA—Z/\ODT’]‘EX(CESZD]L/\ 1@&)_Cj(§0)5'—9t“]|\
in your network for weeks in multiple systems , aiming for %HS(?%LJ’:Z&%J‘E%D?& ?rj?,/l(gi\ §5(:\@F5ﬁ(:*)7:‘_0\ @@EH@*VFU—’]

proprietary and confidential files, and were able to obtain what We _ " ) o - . S .
were looking for as well as the data of many clients. <mentions the RICHBEIERDS AT LACRAL. ERIEHRSSUHET V2B TES)
general nature of the stolen documents>. This is not a joke or a LWLV, ZOFEER. BRYELTUVTIBERICINZ . 22 0RERT—HBAFET

ER(XBRUEEOMENCCICRBEINTNS). CNETTH TEIFIRT
This is a real problem that puts the existence of your firm in ER0\,

danger and to prove it We have attached screenshots that are

confirming the possession of the files.

CNIH RIS DRI OFHi 2 fEPRICES TRL BRI, TOFHLEL T,
Reply to Our email and We will show you the complete file tree and 'a‘iz,fzb‘é&77»{)V&{%ﬁb'€b\5‘_t7éj—§'lﬁu //3J|\75_» 'f—_fg_é

B ZOA—IANBIETNIE, SERBIFANYII-BLVEEOI7 VBB TH
4 UNC3753 DXIEA—)LDF)(—8F)*2 FE3.
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(KZ(CEY B

Mandiant OLR—MI&AUE ?E%E/\OD?%)J(D}%ED‘B WnT — 52 L CRIBX— )L 2R (4 3F TOTAZN 1
HEHMUAICTTRUESOIN S HIEREN TUSM. 7500 1 BRILAICEEENBHl6Hok 2.

2.4. WEDHLER: WHEHCOEMEZHSIBA

EEEPUE- NI ZBVERBENSDRANKMULS S HiZJ ) —T(HERNBRICOTL TOdm coEfiziia 2
12, ZOFERE IT IOSZ7ORIMYR— N9y % 25D ANYIH SR AZHIHER DA T AZEHRIT BELSED M, T1v
S A= DEZEANDIHLEIBA(C, RO/ W 7Y ITHUB THIBELREB(TEX. T/ TIHERICTIEX
U. USB XEVZEDIMIBEE IBIRAZ - TT —4%KF5H I BHINHERZINTLS. 5 A 26 HICE. FBI £ZOFO(CDL)

TEEEFRUR.

128, UNC3753 DLt (3RAZE TIEZEMBHADA T RICHEKIENTEZERLL T, BII-TH+T0—-h—(«
>A -3y NEBU TEH - R OER R EITEMEASBE ) EERUTVSEEEENDZ LN, tF1UTHARE LS
BIEHESNTHD. AT ZHRIEBE SN IBTRITHHBL TVBTEEFRBL TVWRWT -2 E5H2EHBNS ',

2.5. F&d

AKEHF HAN-ILENBEPAS T LRI TREITDEDTIIBNIEZRL TS, SRR LIRS (OfE
T ZHER THRITENDWE (R, IREFHRICFT TR EZRELTED, BRI ROH T+ (CFHEHTERORTINE
U023, OJ LY R > bOERZEORAMEI BB NS EIL T D — 5T AT RZEDMERADT 7 AHIESAKRAL
UTABRFREADKENIKREN, COLIBBHH_EOFryTzZes, WEENMIBHBREA LV OB FEZERZ D]
BEMEICOBRIDNENDD U EZBFR. SAMICBVTREF )T ROZIEN R R BEUNKRDSN .

14 Hg8: FBI FLASH [Silent Ransom Group Impersonating IT Personnel through Social Engineering
https://www.ic3.gov/CSA/2026/260526.pdf

15 Hg8: CyberScoop [FBI warns US-based law firms to be on the lookout for cybercrime group that steals data in
person]

https://cyberscoop.com/fbi-warning-silent-ransom-group-law-firms/
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3. BOD 26-04 I'RIYRIN—ARESSTEMR BN DERHR

3.1. f1E

2026 4£6 B 10 H. CISA CKBAN—tF1UT1-1>T5tF1UT4FF) (HERIERIBOD 26-0412FH LI, &
FEB(E KEREFHERI (ST MESE XTI ISICBVTURIICE D EETIEMIE Z1IEHARRZRTEL. ZOHABRAICZIEEE
ZBUBEEEFTIDBDTHD. CNETLSFIBEINTER CVSS Aa7Z 0 E UTEHBEER RRESS IEXT IS E (FERD,
BEONRIANR. BIXI0BRIAN. WEOBEEMERIRE. FNAEZELVND 4 DOERZBEZX TUAVZ BRI
FREEEFHITORS,

3.2, YRAIN—-ADHESSIEEIEADERIR

[CVSS [C&BHess 1 = D]

ZNET CVSS (Common Vulnerability Scoring System : 3Li@REss M 27 L) (&, [HESEEDELIEZ T
T 21D OEBRMIBRIEAR |EU TAHIAEIN. MGERNICERRINTEI, I2H, T (EAREISHEDIBMCIZ. Al OJER
(CLBMEOBEMLEERI{ENES . S EARNSEROEBAE TORRRNSIRCIEMEL TLS, O, FRENIZY
V=D T EOBSENEI B SRE T DEN ., MBICE O TEERRRERLBOTD,

[SSVC IC & 5 5%4ih]
CDISRBECHULT. URIR-ADBBREZEIRIZLHDRMEHEVTIRIBENTVLID N, SSVC
(Stakeholder-Specific Vulnerability Categorization) T#%3'7,
SSVC T(EAT—IRILF — (BESSMEEMISCRETZ2RBREZITOIEMR) LUT. BHEADK EZEMET 3 HE R
(Deployer) . R0 Y-EXZIBME T2 (Supplier) . MEssHIEHROFEELRAE#IBS4EME (Coordinator)
ZEELTHED. BAT-IHRIA N ENENDOILSPEETEU THEFE T IEOBFTNEIZRET 2.

RF =R NEK PUE
F7aAf ¥ — Messtto it & LTo8y 78 % £+ 2 Mk
B 774 v — BGEFR R XL LTSy 7 % i3 2 iR
I—F 4 F—F— e 55 HE AR % Mo 3 2 ARk

5 SSVC ICBFB3ATF—IMIIS — DI (IEIRNEBHEE IS [IPA]OERIELD) 18

16 g8 : CISA [BOD 26-04: Prioritizing Security Updates Based on Risk]
https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk

17 1188 : Carnegie Mellon University Software Engineering Institute CERT Coordination Center (CERT/CC) [What is
Ssve?l
https://certcc.github.io/SSVC/tutorials/ssvc_overview/

18 s M ITRCA N BIRUEHEERAE (IPA) THESSIEMIDICBITRURIEHMETFRDFES verl. 1]
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2024/f55m8k0000003v30-
att/f55m8k0000003v94.pdf
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3.3. BOD26-04 D:EAETIN

(BOD 26-04]

BOD 26-04 (&. SSVC OURIR-ZADREs5MEEHll - RREUREDZE XT3 2 HEF A CISA hREREF T OER
([SBEURZTHRIEALUAE R TH 5, EHHEEEARTRERN DO —BULERIREMTZDL. sHBIEBEZIR4E(LL. 5T
EFERICIEUT AR ZBRE(CE&RL TL\.

(¥ 75 3%)

SSVC W ZF—IRIA-CtOBBREZZIBE I ZNANRIL—LT-7EL T, EROTHIER L REAR R THE
HFEDRTHIEAEHZEEHIDCL. BOD 26-04 (&, FHHEES(CH T2 ERAZRITELL GGHES A2 AIR(CRIZRE
LTWLS,

Bz, SSVC OERFEIR (Deployer) EITERBREETIVCE. 2RISR (Exposure) % 3 E&fE. BARKR

(Exploitation) % 3 E&FE. INEOESNLEIEEM (Automatable) % 2 E&BE. 222 (Human Impact) % 4 B
PETEHEIDILCELD, 3x3x2x4 DEAEDE (7218D) OBRBREMTONS.

ZNICXFL. BOD 26-04 Tl&. SSVC QUAINR-ANBBIRENEZ S ZIEFZDD. [BEONRIRT (Asset
Exposure) IIBIXINOERIRIT (KEV Status) I[IIXEDOBEMEAIEEE (Exploit Automation) I #filTaYEZE

(Technical Impact) 10 4 BERZZNTN 2 EFETIHML. 16 8D (2x2x2x2) OB FEICL O THILEARZRTE
EEGR

NS EFPHERCHIT B RERAZAIRLL T M A NIR(CLZEMAHEILNE. RRNMD—EBEUERERELER
UIERET THdEEZHNS.

No. HENDZL HSSHDOEE & XZEDED

BRI HIDEF (EaTsets 5200107 X AR
1 VN =) =) STRRHIEIN I EE 3HBA+IAL DY N7 -2
2 NG =) =) BB HY R EIEN BT e 3HMA
3 NG| =) = STRRBHEIEN T EE 3HBA+IAL DY) N7 -2
4 NG =) I BB HY R EIEN BT e 14 HMUA
5 NG| = =) STRRHIEIN I EE 3 BMUA
6 NG| = =) BRI EI AN ] BE 14 HM®AN
7 NG it I FTEBHIENEIEE 14 HMA
8 NG| = = BRI EI AN ] BE 60 B
9 JER =) =) FTEBHIENEIEE 3BUAR+IALIZYI - NT -2
10 FE B =) B BRI HI AN ] BE 14 HUA
11 | 3ERH =) i3 FTRBEIENETEE 14 HMUA
12 FE B =) fiEs BRI HI AN ] BE 14 HUA
13 FE B " =] STRRHIEN AT EE 60 BEA
14 | 3EANR i =) BB EY R EIEN BT RE 60 H™A
15 FE B " fiEs STRRHIEIN AT EE RES 2T LWEFEFCXTAS
16 | 3IEANR i i3 BB HY R EIEN BT e REIZ AT WEFHF OIS
6 BOD 26-04 [CH1} M ETRETITHAR 1°
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(FBYRATRFDEN ]

BOD 26-04 (& MEHAPRDFETE(CHNZ. —EDFIRIBR(SH I ENMIEEED TS, BARIC(E, REDH]
BEMEN' DBEHIBUTR AL, [TALO D) - N7 -2 (REOBEOHRE) 1Z2RMU. AT LAPRY NI -JEEE
NOFECBEDEELERT 2. COBRMS TRENMERINLIBELE. 1237 NIEABITIS,

3.4. ¥

BOD 26-04 (&. SSVC QURIR-ZADEBRREDZE Z75% . EFHEEAMIFORER(SEUAZ T EMAEUILERDE
HEWVZB. 4 DOFHBERZ BV Y TIVREHEET )L EBRER M ICHARZHEAENDE DL T TR T IED
BRIBAIAT I ZTIEL TS, AESSHEDIENMPIREOB I ENMEG S HCENT. COLSRYRIN-ZADERETILE.
EFHEEICPRS T 2 DIRIICE O TR B REZ SR 56 DEEZBND.

B E

19 Hg : CISA [BOD 26-04: Implementation Guidance for Prioritizing Security Updates Based on Risk ]
https://www.cisa.gov/news-events/directives/bod-26-04-implementation-guidance-prioritizing-security-updates-
based-risk
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REFHA

AEEFEOAF. IEETHILCEREZRLTHENFIN . AFZRILEIHDED T RSB0 ACERL THRE
UTRWDRBHEE BRIODOVTHHELERADOTIERIZE, SEBAIGREPAB DR, TOMItEREE. HREL
BOEFBIENDIHE[E. SFHCIN T LI TITERIE,

[BEVWSDE%E]

NTT 171 - Sv/ RS
JOJ1y2aFIB—EXER OSINT EZAUSIF—LA
X=)L7RLR: nsj-ps-osintmonitoring@security.ntt

Information Asset Classification: Public Page 14 of 14
ONTT Security Japan All Rights Reserved. 13 July 2026]| Version 1.00

Sensitivity Label: Low


mailto:nsj-ps-osintmonitoring@security.ntt

