@ NTT Security

P4 N—-tF1UF1LK—-b
2025.09

NTT tF1U)5¢- v/ =1t
JOJ1va3FIY—EXEB OSINT EZAUTF— A

Information Asset Classification: Public Page 1 of 14
©2025 NTT Security Japan All Rights Reserved 14 October 2025| Version 1.00

Sensitivity Label: Low



® NTT Security

BHiR
QA 27 4 R P 3
1. Salesforce ORERIEFEZIA D TIHEERTRERTIEL ..\ uevv e et et eanas 4
N R PP 4
3 ST 1 1=XS (o WA B i 1) = [ et =2 4
1.3, Y=3SISTTUSIRFAUVEIEE .o 5
B /)5 1S PP 5
1.5, ABATIL =T I0DUNT ettt e 6
1 T ) P PP 7
2. FIIRS T ATV ETF IR ~ ALK B R E ~ e 8
0 O - PP 8
2.2, Al BTN FEBZEBERUIITULBIR ...t 8
2.3. ALICEBERHERENDHEET FIMIBIRIIE .o 10
p - ) T PP 10
3. HEFE AIRRR =23 T ARY = LI VILAGEI L. 11
T I - 11
0 Y 1| = T 1= o s P 11
3.3, Cyberspike LT TDUNT tuiiniii it e et e e e e e e e e e e et e e e e e e 12
- < ) PP 13
== =31 1= 14
Information Asset Classification: Public Page 2 of 14
©2025 NTT Security Japan All Rights Reserved 14 October 2025| Version 1.00

Sensitivity Label: Low



® NTT Security

(1 R=IYTVU-]
UL K- NTIE 2025 4 9 ARICECEAR 2 BIBEREFIIT((CRIT BB B FLTNSEMDEERBEOZLO
PNBHHCEBEEZSNG N Y) 3 RERV. FHLEOTHS. & NEVIOBE U TOLHITH.

55 1 & [Salesforce OBEREZEZIB I A% Z B EREIEN
s 7Ur—23>0 Salesloft Drift ¥°2V—vILI>SZ7U )%= FIRUIEN ZEHERENTHD, Salesforce M
BEEDENSKEDT—INFEEN TS,
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1. Salesforce DEEE{EEZIHOIHER BERTHHN

1.1. =

Salesforce ORERZAZELIL AN -IRENLE, HEREN TV, FEEL T, 2025 FE(XFAMEB 7T —>3>0
Salesloft Drift i, £ZZNRIO 2024 EMNBEY-SvILI>SZT7USTHFIBESIN TV, cNBICED, WEE(E
IEARDIRECREMNIT Salesforce IRIBADARIE 7R %ZEKIRL . REDHEZRRT —5ZEBEL TU,

CORNZEREFZ. 2025 £ 9 ALEKEHIEEF (FBI) h"KEOSEAFOLBZBITAICOVTLR-MUI-X
L. SERMEREZITOM

1.2. Salesloft/Drift ZFIAL K%

[Salesforce &Y S AL Fvv MEBEI DriftlICDOWVT]

Salesforce (£, 75V REOREREIRE (CRM) YIRNIITTHD. DX PR CRRIFHRE — Tt EBIE - 8932
EICED, EFENREEPIRIDERE %8 T 3, Salesforce (FMEBDKE 4 127 TUH —S 3> EEHETIEETHD. ZDUED
M Salesloft Drift (LAF. Drift) T&hd.

Salesloﬂ. Platform ~  Solutions ~ Resources ~ Company -~ | TalktoSales:

¢ Drift Tour

S

1 Salesloft 1@ Drift BNT~R—32

Drift (. E%ZET v NIA— L Salesloft (CFEESNTLS Al Fry MERETH D, Web B4 MNABIEEUTIVIALT
SFEL. SFEIB OB - XEZIFE I DHAEZRA TLD. CNICED. RIAFEZEHIBLE(CBEMNITRDD T
% BEEHOAC-REDERZE _LSEBZEZBIBL TV, Flo. RERBZDL. LDRRICORITELES. FryNE
FOWERZIET AMEEEHA TS,

! 88: Salesforce [Salesforce (Z—JILATA—2) &lF? 1]
https://www.salesforce.com/jp/products/what-is-salesforce/

2 8l Salesloft FDrift TourJ
https://www.salesloft.com/platform/drift/tour

3 Hi#: Salesloft [Drift - Convert Website Visitors Into Pipelinel
https://www.salesloft.com/platform/drift
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(EFE]

2025 £ 3 Ah'5 6 BICMNIT. H3WEI I -TH GitHub  (VINIITRIRENY-RI-R=EIE - HFI3H0
TI39hIA—L4) (53 Salesloft HOTHI> NI AASHDITETARIELTIEAL, ZIIAEMEIN TV T —4%50>0
—RLTULE,

0. JI—TJ1& Drift ® AWS (Amazon MEHI3I5TRG—ER) RIBEEAL. BEED OAuth MV %ENS
Ulzo COR=D>%FIFT L. #8210 Web B —ER%ZREERADIRRE(CL CEENXEZENTED, JIL—-TFTnzFIFA
L. 8 BAILE, Drift SEEL T, Z<OBEED Salesforce BE(C7ITAL. KEDT—YEEFELRS,

1.3. Y=3VIIVSZFUS I AW=IE

(BEFE]

AIROBAE(ERIC, 2024 £ 10 ANSIE. IT BiR—MEXREERROIINEE N, Salesforce ZFIFAI2EEDHRS
—t)’i—@ﬁt‘%ﬁ([%ﬁ’ih‘ﬁ HFZERU CGRELIEHR. ZEZRPEE (MFA) J-R&F#Z|EHIEVNS, V-vILT
STV IENETREIN TS,

éb(LI BEIV-TyMEEONEE % Salesforce D7IVT—a i RER-SIGGHEL, BENHEUCEBRTS
Vr—23> (F-9%—3ETAUR—N/IHAR—NTES Salesforce OF7T)r—2a>[F7—-A0—-4— |OGEMR) DE
P EGREEBEV DI EBITO T, TNICEDI—S Y NEZED Salesforce IRIBNSHEZERIBIRICTITEAL. TNSZEIR
LRURDBELIENT 2ENB R ERD CDEIC, BERTI)T—23>TiHroTE Salesforce [CHBVWTESBENIZIET.
MFA 041> BS RSN aN . RHACHIDIREEDORIE7I TR ZHFS iERERO,

1.4. B DM

8 A 20 H. Salesloft & Salesforce (F£[E T. Drift h'5 Salesforce (7T AT BzHICIHETZSIZETOH OAuth
=2 N I 2iE A EL . RIS HERTURS,

4 88: Salesloft [Drift - Integrating Drift with Salesforcell
https://help.salesloft.com/s/article/Integrating-Drift-with-Salesforce?language=en_US

> H#8: Salesloft Trust Portal [Update on Mandiant Drift and Salesloft Application Investigations
https://trust.salesloft.com/?uid=Update+on+Mandiant+Drift+and+Salesloft+Application+Investigations

6 Hi8f: Salesloft Trust Portal [Drift/Salesforce Security Updatel
https://trust.salesloft.com/?uid=Drift%2FSalesforce+Security+Update

7 Hi#: Internet Crime Complaint Center [FBI FLASH - Cyber Criminal Groups UNC6040 and UNC6395
Compromising Salesforce Instances for Data Theft and Extortion]
https://www.ic3.gov/CSA/2025/250912.pdf

8 Hi#: Internet Crime Complaint Center [FBI FLASH - Cyber Criminal Groups UNC6040 and UNC6395
Compromising Salesforce Instances for Data Theft and Extortionl
https://www.ic3.gov/CSA/2025/250912.pdf
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9 A 12 H. XEHEERF (FBI) (F. —EORZE(CEAL TR (LR—K) &#UU-RUT.

ZLTCOFT. [ (BAN-EFRIIN-TN) b, BRZVEAT7ICAFEZFWT, Salesforce 5y hJA— LAZIEH)
ELTOWBZENREERENTULS LU T, Salesforce M1—H—1EE(CTU. TFa1)FTa8{ LR ZIRRUIz. BRI,
TFIVF OEABLZTHEIAAA (FREE-530]-588%) 1DBAICLZ 1T —IRIEOHIIR, HEREE 7 )T —23>0
WRENL . BSNCE T VT —23>0 AP F— PR BIROEIRNIBREIFRENFETSN TS,

1.5. BFIN-T1ONT

8 AICEASHEofz Drift ZFIAUIRE (L. UNC6395 (Bl% : GRUB1) (CLoTEITENEL TV, — 7. FEEE
DIDSHEXY—SIVIDSZTFULIIREIC(E. ShinyHunters Q& TILLENISNTLS UNC6040 DRESHEENDNTL
30, MENEBIRCBERY L —TRONESHME. RS TEBAREICRO TLRL,

ShinyHunters ([CDWTIKERIA. D/ \wh—4)L—T T3 Scattered Spider |BLUTLAPSUSS |&EHEL ., JETEE
FOREREDIENESHERINTULS. 9 A 12 HIC, Telegram LOFv>RIUCT—BIFEHIRTEESLEHOD
4. 10 A#4A)(CI Scattered LAPSUSS$ Hunters |0 TH—991T E(CU—IH4 N (BFERUIAEEE /BN 15 3R % 225
9351 N) %GR, Salesforce DEEE{EZETHS Google #11° Cisco Systems #t#E3, 51 39 #L(CBI 3. 101&E
HCH EREVST-AD—EPEY > TILELTARUIZ. JIL—T13 Salesforce (CHUTEBREDZSEERL. HIHET
(CRIFNISURVEE (. 2 TORBEEREDT - IR T BLY- Y/ RTESLTLE,

° Hea: Salesforce FOngoing Security Response to Third-Party App Incidentl
https://help.salesforce.com/s/articleView?id=005134951&type=1

10 iig: Cloudflare [Salesloft Drift D/2ZE N Cloudflare LU DB RHECS 2 207
https://blog.cloudflare.com/ja-jp/response-to-salesloft-drift-incident/

11 g Zscaler [Salesloft Drift DY 54 FI—> A>T b : #IEE Zscaler OS]
https://www.zscaler.com/jp/blogs/company-news/salesloft-drift-supply-chain-incident-key-details-and-zscaler-s-response

12 g8 Internet Crime Complaint Center [FBI FLASH - Cyber Criminal Groups UNC6040 and UNC6395
Compromising Salesforce Instances for Data Theft and Extortionl
https://www.ic3.gov/CSA/2025/250912.pdf

13 4#h: Internet Crime Complaint Center [FBI FLASH - Cyber Criminal Groups UNC6040 and UNC6395
Compromising Salesforce Instances for Data Theft and Extortionl
https://www.ic3.gov/CSA/2025/250912.pdf

14 Wign: The Hacker News [FBI Warns of UNC6040 and UNC6395 Targeting Salesforce Platforms in Data Theft Attacks]
https://thehackernews.com/2025/09/fbi-warns-of-unc6040-and-unc6395.html

15 4he8: BleepingComputer FShinyHunters launches Salesforce data leak site to extort 39 victims.

https://www.bleepingcomputer.com/news/security/shinyhunters-starts-leaking-data-stolen-in-salesforce-attacks/
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Salesforce (FCO&IRBBETGURVAET %A, SEIOBZRICOVT(E. Salesforce AANMEESNTAZIR/R:
WEIRNR, S22 %I TERER I U CHMERI X A Mk L T LB,

Scattered LAPSUSS Hunters Victims ~ Confact  Telegram Audience  TOR

Salesforce, Inc.

VIEW DETAILS >

2 [Scattered LAPSUS$ Huntersl®U—2481

1.6. F&H

VEEEN S —EDBEET(L, Salesforce DEARHEDRFEEZIRL GRILIBEIREZSIESHITFIED. [EROIERTT
U —23>TH3 Drift DBANMEREINTSD. WTNICBVWTEAEDEET —INSEDOEENSEINDFERELBOI.
Drift Z/TL TUTONREIBYT I F1 -V KE (G HENRFEEL T, BIEHELORBEEOR L EEDHD THEIT
LICBENMMETHD. 2. FBI OEENRI LS, BEICFFRAMELI TR AB - B RRESS I CEICUR S
[ER 2B EMATH DIBZENKDHEN B,

16 ii#8: Bloomberg [Salesforce Tells Clients It Won't Pay Hackers for Extortion
https://www.bloomberg.com/news/articles/2025-10-07/salesforce-tells-clients-it-won-t-pay-hackers-for-data-extortion

17 wugn: Salesforce [Security Advisory: Ongoing Response to Social Engineering Threats)
https://status.salesforce.com/generalmessages/20000224
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2. MRSV AIIPRETFE ~Al [CLHEFIERE~

2.1. #1E

[LunaLockJEVSFRTERS B ADITIIN-THEBUR. RO HADITIRE(CR SN, BEUIZENIBERON
BRICHNZ T, BELIeA SANED7— MERZ Al TETIOFEBZT -7y NIRAIT2EL TIRE X2 B8 I MFRTF
FERAVTWVRE, COFERF, BIFIEREZEIBRIITHL BN — MERN AL [CZEBINBZTETEE FHEKA
HICFIFEN 2 AT aEM 2 RUTHED. BEVREE(CHVTOIERERMEEZEI5T AT, (EROMBEIERDIELIBE
BiEWNZB 18,

2.2. Al BV FBEBALEHRLLER

(AL E5 I EF BT 5]

Al EFIC—EFBIRET 9%, BHSHIBRULELSIET 2B, BREOT —IRN-INST —F%HIBRT B EEARAN]
(CRB3Y. Al EFIOFEBTOTACBNTT -4 FBCIOTHEZHRINBARIIE(/(SA—F)DEFEDELLT,
EFIAEBCIEMHCHRFHAETN D, COTth. BHBIFEDIEREYIFRT 3L NMRD TREETHS 12, RO TETILIC—HS
FBIERVRD, BECEBIRET IR EE TR(CHIBRULELSIE T RTEIFIREN TIIRN,

[LunaLock DIXEEEH]

9 A 1 8. MN-52ADT7—-TAANDIFAT> MBI 5y b IA— L THA[ Artists&Clients |2 D&, S>HADITY
JL—7 LunaLock ® Web B4 b_EI(C, #IERZELLTIBE N, COYA NT LunaLock (3. [Artists&Clients /(LU
T LAIITHRERZEITU. T—AIN-API1-H-DENER. 7—-MEmE. £2TOT—52FMUBS{tUizcezE
SEUI. @50 5 A RLOSHREEERL. INHSTIDNBVMESESZT -2 T3 TH, £2TO7— MER%
EHO Al PECRELTEBT -y NSNS E3EEMA, #HEBMEZEUE 8,

18 e Security Affairs FLunaLock Ransomware threatens victims by feeding stolen data to AI modelsJ
https://securityaffairs.com/182014/malware/lunalock-ransomware-threatens-victims-by-feeding-stolen-data-to-

ai-models.html
19 Hg8: Digital Data Design Institute at Harvard [The Myth of Machine Unlearning: The Complexities of Al Data
Removall
https://d3.harvard.edu/the-myth-of-machine-unlearning-the-complexities-of-ai-data-removal/
20 tg: IBM [Why we're teaching LLMs to forget things)
https://research.ibm.com/blog/lim-unlearning

21 g Cybernews [Hackers threaten to feed data to Al if their demands aren’t metJ
https://cybernews.com/ai-news/lunalock-ransomware-attack-against-artists-platform/
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All your files are encrypted.

This website has been breached! All your files, including your
database and source code, have been stolen and encrypted. Unless
you pay the ransom, the files will be leaked!

We will delete all stolen data and allow you to decrypt your files if you pay the
ransom. The starting price is:

50,000 USD

Payment is accepted in either Bitcoin or Monero.

If you are the website operator, you have a limited time to pay the
ransom. Do not let the timer hit 0.

4d 8h11m 6s

The police or other authorities cannot help you with this. If you do not pay, all
files will be leaked, including personal user data. This may cause you to be
subject to fines and penalties under the GDPR and other laws

In addition to this, all artwork will be submitted to Al companies to
be added to training datasets!

Visit our Tor website to contact us and get help

http://lunalockc T_D

3 Lunalock O&iBAvt—??

(MDD eI EEEE S DERE]

LunaLock OIFEICLD, S, TERENT A, 4—9917 L TABSNBRIITRL, s#ETH7IARIEER Web
P4 NZPyTO—REN., ThBEOF—9%INET S Al TFILICLO THEB(CEREN3UAINE=EN3, £z, SEOER
DY N—IBTRI I —TCLBEMMEEFT B EI6EEN DS 18,

FIRDED, —E Al ETINZEBUIET 43, HIBRMBRS TRE TH D, I-7917 L TIERRENRELLE S,
BYICEAESREELSZ3E600., CNEBORBLEECHL T 3E@N®S. —AT. Al EFINZEBULET-5
HRAMTIFIET BTECRD 18, Znzeld. Al ZEU TEFIEEEMENELRLE VSIS EEEHE I TTEEEN DS,

EFEOHZT7-MERNMEBT -F(CEFNTUESE., Al NROIEGRDAF/IPRBEEL, 1-F-DAFI3T
0> TREERPER) IS T, EREBER - BRAIIENTREER D BB, R—52ROT7—F1AM Greg
Rutkowski ED&a1(E. EHRER AL OO TR TH 93,000 EMERAINTHD. HOEREIRUZ BRI K E (CAER
SNTW3?2, Rutkowski K. BEDRBITAS S ARRKULENC Al £RSNARMIERN ST REINBTILITLD,
HEOAUSHIERDMRFEROP TIEEN TUEIRRICESERLTVS 2,

22 agn: X F@_venarix_J
https://x.com/_venarix_/status/1962941225335394595

23 gl: MIT Technology Review [This artist is dominating Al-generated art. And he’s not happy about it.J
https://www.technologyreview.com/2022/09/16/1059598/this-artist-is-dominating-ai-generated-art-and-hes-not-happy-about-it/
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2.3. Al L& B EFIEEREANDHRE - BHTEI T

Google @ Al BEEBFI>. OpenAl. Anthropic FDFER Al PENETINFEBDHICAS T > L DT 5% UNEE
LTWB 18, CORRIOVTEFENEFIR(L. Al EFIVEBICEDOVERIFFRIAUEREIN . 2O ZHREN
BIONT, E5(2F Al I-T D7 —T1 ANDVERZIEIML THERZEERK S 21TAICOVWTEIY M-IV TERVILZ

EHEL T3 CO&IRRITIIL . SEM - BT B S AAED D D5 B,

[SRERDZHFIHH]>°

2025 & 9 A. KE{EZED Anthropic ([FEVFIEREZHDERERLICHVT, AMKED 15 BRIV EZIADIETHI
RICAEUR. COFRE. BYIC 3 AOBEEMEBICRAERIULCETHERL. BEORELZ I EEEIIN
NBTETEFFMNERBULEDTHD . REAIE. ENBHRIEEYA MBS AFUREELERLT, FryMiy
N Claude (U0—-R) JZIFRUIECENEBVRERE(CHIZDETRU TV, FIFROXTRERDIEFELNIHETE 50 AT
&D. Anthropic (3 1 YER&HIDF 3,000 RIVEEEE(CSZINSTEE, F>0—- RUEEBE I EIRES 3LCAE
Ulzo S3IFRICEDCOFRIMBIERRINNE, BIFEBEDRESLLTRE FEALRS.

[7— MERERETZY - VOS]

SHIKRE®D Ben Zhao BURICL->THFEENTZ Glaze t° Nightshade %&. BSR4 Al OFRMTF BTS20
OY—ILN VEREIRETBZFEREVTEEINTWS &,

Glaze (&, EHKICHHIBINTZMES LT, Al XN OBEHFEARDEREFZRRBZI(IELTERT 34L555E
I BBHHIIRY—)L T3, —75. Nightshade (ZEif%. Al £57)UCERF B BLOIBEEICETIT 3, TNICED, 7
—FAANTEWTZOERE Al EFIUCEBERRZELTE. INZERAT Al FFRIARTRE TR ERREISRE LRI
3. ZOY—)UE Al EFIOFBREERE T B, BUROBMRICTFBHILEEROTVS 26,

ZNAOY—ILA, 2022 FEOUI-RLSE 300 AE OS> 0- RESEFRLTWBTENSE, 12F—Fyh ETI7—b
VERENRITEZLDT—T4 AN, Al (L& REROEITF R (L THRSEIFOTVBIENEZS 18,

2.4. FtH

WEEDO7—MERZEIT Al E7)LOFEBMRNCTIBEBET Lunalock OFEE. REROT—TmREEERD, #
EEOERIEFEHKANRET 2. SOOEMHI. TZIIENMESIRRICBNT. ABOHEIENENENINE
DENEEIDRBRZFEEOICLTHED. Al BEAITOXMRNZNIND.

24 488 Los Angeles Times [As Al is embraced, what happens to the artists whose work was stolen to build it?]
https://www.latimes.com/opinion/story/2024-06-18/artificial-intelligence-openai-media-manager-apple

25 g NPR [Anthropic to pay authors $1.5B to settle lawsuit over pirated chatbot training materialJ
https://www.npr.org/2025/09/05/g-s1-87367/anthropic-authors-settlement-pirated-chatbot-training-material

26 4ef: Ars Technica [Tool preventing Al mimicry cracked; artists wonder what’s next/
https://arstechnica.com/tech-policy/2024/07/glaze-a-tool-protecting-artists-from-ai-bypassed-by-attack-as-

demand-spikes/
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3. FEF AI R N —33>FANY =)Ll Villager]

3.1. Bi=
Al ZBRUREARRI —23>FANY =)L Villager (4L >v—)DA>0— REH. V-5 2 hB#ED 9 BEEST
1 AE%EBR. COY—IUE. FEHLEOY)L—TTCyberspike INFFEL TWL\B, Villager ZFIFIN(E. FPIENGENR
(CERERKEITOCRZHHEICENEITEENTED, ARSI EOBHHHZEHZ BN TEF1UTS2MBF AL
YN, sETERBIRZBHBAINZIZIEE VLR EETNTLSY,

3.2. Villager [cDWT

[ENFETOARRMN—232FANY =)L)

REM=232FTANY=)LEE, TFIVTAOBFFIRNMERF DS ATLARKICHU T, HRATREZLENISZETEF1

UT ¢t EROB M HE S D12 FAVSIRER) \wF > )Y —IL T .

BRI COLSRY—-IVERL T/ \WF )% EITI B ) \WH—DRENSEDLSICH—TY DI AT AIEA

?573‘7&5%‘717373“3 BRI TOTRAZER I D END O, TNICIIEPIRIH#Z D ABOHIRT BRI N AR T]
ZENS IOz B EIICIER I BILFRELL\EENTE R,

[(SPINEI B TERERKENBETES Villager DEH5F]®

Villager(Villager Pentesting Tool) (&. FE® Cyberspike (C&2T. Python THFEINLEYINII7ZHBTE
%Y1 b PyPI(Python Package Index)(CT 7 B FANSAKINTSD. sTEIU0-RITES,

COY—=IUBWTIE, EF2)F(FFZKmEIF R EENz OS TH3 Kali Linux OtF1U570Y—ILEE(R—MNA+v > H
® Nmap ©/(ryhFrTFrAO Wireshark SNEEN2°%)E DeepSeek Al EFILMMREINTNBZLLELD, AL A
RRzHML . WETANDDDRBERIFEEZIENR T . ANBBRLRBERZ Villager (C5Xx%¢. Al M ERIBIREE
HTER - MESSHEZRT-BA - Ry NI —IJNTOBREITZEE T . ZORHOIEROEEN(ESIBERREEBTITD
CENBIBETH D,

BIZ (L. T[example.com DBEEMZR DI TERAIZIEWNITIAI% Villager (GEETDE. BY—IUERAL N
ENTVRIR—POES L. 5-TYhDI AT LARIBICRE T 2B ZABL. RMEERICEDIVWTREF £% A% I3,
WEE (FEPEC LISERMZTER LN SED SN BB INT EKGERRESRIMTON S, SEBI0J(E 24 RFEITHIBRS

n. SHLERA AN S,

27 488 : Straiker [Cyberspike Villager — Cobalt Strike’s Al-native Successor]
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor
28 488 : Straiker [Cyberspike Villager - Cobalt Strike’s Al-native Successor]
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor
29 488 : OffSec Services Limited [Kali Tools)
https://www.kali.org/tools/
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villager 0.1.dev52 Py pre—

pip install villager==0.1.dev52 @ Released: Jul 23,2025

A dataset container for al-1s project.

Mo Project description
D Release histor I The author of this package has not provided a project description
* Download files

Verified details @

Maintainers

4 PyPI O Villager 84 h°

[Cobalt Strike @ AI {&#x]3!

EROTFIVTAY-ILOBREVSE, VDI T7FrOR-PERZIBBIE) )L - THEFIBLTWEl Cobalt
Strike INFIBN TV, COYV—ILIEADIRESZ1L -3V - T, BN B B ORY NI —IDBAH Dz R I 3
HICEFIVTATANATICENTER LS, RN, EUREICEBERE IR E oM,

BRIEEE X2 RIEN (LR Villager (&, YA/ /{-IRZE(CHIFS Cobalt Strike DRSS AU UREZRIEEHENZ XS
Nnacens, [Cobalt Strike d AL &k 1EBLDHN TV,

3.3. Cyberspike I —T1c2\T

Cyberspike (. Al ZERULEHAN—tF21)FT1Y-ILZRFELTVBTREDTIL - TTHD. UHU. COT I —-TDZERE
([EDWTHABHCENTWS LRI,

RO cyberspike.top EWVSRXA>ADERE. YRS MDT7HD> Moy —-2d—-ROFICRESNS. WHOIS |15
RESBIZE. CORXAOEN 2023 F 11 AL, PEOTPEIEEFZ ILERE B /AE (Changchun
Anshanyuan Technology Co., Ltd.) lIC&>THIH TERENTEN TR TEZ,

30 488 : Straiker [Cyberspike Villager — Cobalt Strike’s Al-native Successor]
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor

31 g : Straiker [Cyberspike Villager — Cobalt Strike’s Al-native Successor]
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor

32 488 : Straiker [Cyberspike Villager — Cobalt Strike’s Al-native Successorl
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor
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@ ICPSS=25il

icplishi.com

cyberspike.top e S=i)

& conjnE

Ping.Pro -:'k'

J5=QQ: 3083352837

cyberspike.topFFEEIif
£3 cyberspike.top ICP& =G
PR cyberspike.top
= o
eSS KEZISRITERAS
B=s ZEICP£&20230081372-2
== 2024-01-26 Z 2025-09-19

5 cyberspike.top RAS>DERIEHE>>

O, LY RF-AHEERAIDRRTEF VT TANITIRODF —L)MERITZY-ILELU Al BEHEY—-ILOD
FIFE(CAESBL TL\REEN TV, CNHEHEREZETHD L 2RI sEIHIAEIR TER\, Iz Cyberspike DFFIEDE
BEDE SEIASNIBOITUVRL, f2f2, 2P RVBERO—DELTIE, BZEIC Cyberspike HBRULIEY—-ILA UE-KT7Y
L2 AOBAIDONILITTERHENE TIRFESN TV ENBIFBN 57,

3.4. LY

Villager (& Al ZE>TEAREFE T CERAHEICBATAM BEMETEDLLD, FKIBICELTERITERNRY -
THd. BERCHFREINLEROTFIVT( MY - 2RROBNS5, RIRFWECHEVWS B THN, BAINSE
%z, AFINDEW\YH—TE, COLIBY-IZESE INFTEERIRBLEZISNEDZEH(CERRLTLFSC
ENEZBND SEROTFIVTAIRIENIAREEDSEREMENDD KY—IILPERBY - ILOFEBIKRIOVTIZERN
WHETHD,

ME

3 s NTTERRHEERAT [1CP £X&1)
https://icplishi.com/cyberspike.top/

34 48 : Straiker [Cyberspike Villager — Cobalt Strike’s Al-native Successorl
https://www.straiker.ai/blog/cyberspike-villager-cobalt-strike-ai-native-successor
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REFHA

AEEFEOAF. IEETHILCEREZRLTHENFIN . AFZRILEIHEDT(IL RSB0 ACERL THRE
UTRWDRRHEE BRIODOVTHHELIRADOTIERIILE. SEFBAIGREPAB DR, ZOMItEREE. HREL
BOEFBIENDIHE[E. SFHCINFELITITERIE,

[BEVSDHEE]

NTT 171 - Sv/ RS
JOJ1y2aFIB—EXER OSINT EZAUSIF—LA
X=)L7RLR: nsj-co-osint-monitoring@security.ntt
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