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1.1. B1E
2023 % 3 A 9 H. KEDEFEBEIEZEE Us. SRR 65 —
= (BUF.EEER) (& 2020 F(C5>HYAYT AN EXCHANGE COMMISSION o
7151 %537z Blackbaud (I5vk—R)
*j:b\ ? ﬁ@#u Lﬁ% b‘t”éz——I—ﬁ |H$E ABOUT DIVISIONS & OFFICES ENFORCEMENT REGULATION EDUCATION FILI
F’ﬁ/j_?%b_cb\t(_t(LjL\_C\ [E]*ib\$uﬁ¢o)k&) Newsroom Press Release
(C 300 A RILOREHIFEZIEEEICTIAD
CHCABELRERELRL _— SEC Charges Software Company
Blackbaud Inc. for Misleading
Disclosures About Ransomware Attack
1.2. Blackbaud #tIcD\WT Spotg Topcs That Impacted Charitable Donors
Blackbaud #3759KYINITPRETH | wwa
O KYIZNOSAFMFr-NANAKYE | e e o
%<2° = .ﬁ: %*3&\ %kkﬁt#&ﬁa I:J‘_;f - Z:Jz:le).ra‘:j;r[\g disclosures about a 2020 ransomware attack that impacted more than 13,000
R R SUEEAEOSFSTRIFEF! 1 SESEBIEERICE3TLAUY-R

#ERC CRM (BZBMEEIEYINITT) %
RILTUVB, BIOY-E 228U T, B4E
1,000 BRI EOESTELRENMTON
THD. 100 MER_ETHIAENTLZ, ¥ RS '
NASDAQ THaZARILTHD. 2022 £ ‘ S e T g & E

(4 11 B RILOINZSE SR, ol ) bt i "' I
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1.3. SOYLAIITHE

2 Blackbaud &%t

(RIEFILARE]

2020 £ 2 An5. AENM Blackbaud #HDSZAF AU TARIEFIERZITOTV. BHORAHESENCDSE

1 88 : U.S. Securities and Exchange Commission [SEC Charges Software Company Blackbaud Inc. for
Misleading Disclosures About Ransomware Attack That Impacted Charitable Donorsl
https://www.sec.gov/news/press-release/2023-48

H 88 : The Post and Courier [SC tech firm’s cyberattack sent shockwaves across the globe and frustrated customers]
https://www.postandcourier.com/business/sc-tech-firms-cyberattack-sent-shockwaves-across-the-globe-and-frus
trated-customers/article_dd46954a-eb88-11ea-8eb5-4ffd4b680168.html
3 g8 : Blackbaud FAbout Blackbaud)
https://www.blackbaud.com/company
4 484 : Blackbaud TBlackbaud Announces 2022 Fourth Quarter and Full Year Results]
https://www.blackbaud.com/newsroom/article/2023/02/13/blackbaud-announces-2022-fourth-quarter-and-full-year-results
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EH(FIL>yhh—RIER. IRITORER. ASEREFESCETICAUBIOUBR T, A COHIRNTREBUETZAIL
OABTEIRL TPAINZODITICOHEDINVAR+DRED TH Ol

EHNFRE. BERBICHIZD Blackbaud #(c(3. BEZEAEHENS 1,000 AU _EDEEHN DO, Z<DFEHIE. 2T
BRI 2 L EEDL IR T — A% IES (SN TUVRV\T —FRBIHICARFUTUVEZEFICOWT, R RU TV,
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SEHAREF, Blackbaud HOLEHIBHEE . FEHY—RN—F1OFFIREGHURNS, BAN\-JEEELIZ1=
TF—2a zED, 7-AE - MRS E WSEFETE RN BN RCBR &2 olzle . FHIEEEL T, FM8BIC
HFEL, H—ID10 ST —Ry M EREE TSN FHIBRAARSNZE VIEELE R DA TURWNEZIRA
2% FEEIOTVAV) =R (& CDA>37 2 OB LABREREHEEZ DL VWIVREZT—IEEA - NRENzEEU
BDIBEAFROEEEHIN TV,

2 BFRBNIARHEICT —FZBIRU DN, BERNITARIE S 2757AE0< HFOESEZEUTEREEZSIAIEND
Blackbaud tT03d ittt ¥ = &SI IRIELEARIC 2020 FXbFS. FBI (IHEHEBNIEREEZINSEEHR /
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> H# : The NonProfit Times [The Hack Of Blackbaud: Damage Is Still Being Assessed/
https://thenonprofittimes.com/npt_articles/the-hack-of-blackbaud-damage-is-still-being-assessed/

® H# : HealthITSecurity [Blackbaud Ransomware Hack Affects 657K Maine Health System DonorsJ
https://healthitsecurity.com/news/blackbaud-ransomware-hack-affects-657k-maine-health-system-donors

7 Hi# : U.S. Securities and Exchange Commission TORDER INSTITUTING CEASE-AND-DESIST PROCEEDINGS

PURSUANT TO SECTION 8A OF THE SECURITIES ACT OF 1933 AND SECTION 21C OF THE SECURITIES

EXCHANGE ACT OF 1934, MAKING FINDINGS, AND IMPOSING A CEASE-AND-DESIST ORDERI

https://www.sec.gov/litigation/complaints/2023/comp-pr2023-48.pdf

88 : VeroNews.com [Thieves steal Vero Beach Museum of Art’s donor infol

8

https://veronews.com/2020/08/13/thieves-steal-vero-beach-museum-of-arts-donor-info/
9 H# : The NonProfit Times [Breaking: Blackbaud Hacked, Ransom PaidJ
https://thenonprofittimes.com/npt_articles/breaking-blackbaud-hacked-ransom-paid/
10 488 : BankInfoSecurity [Blackbaud's Bizarre Ransomware Attack Notification]
https://www.bankinfosecurity.com/blogs/blackbauds-insane-ransomware-attack-notification-p-2929
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FBLTU,

SIS D Blackbaud £t)

Blackbaud tt® 2020 FNERIRESZ(CLDE. KE. KE, hFHFOBEEN. SEID(>S7 > NEIZERD
IREEERL. ZOMAEEH 570 (L bofe. Fe. B4>27> NMIB93 Blackbaud #0148,/ RMEBDERWNILDIE
ERZIELT, KEEHFIT 30 FOEBEERFANTHONC,
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11 48 : Top Class Actions THow Did the Blackbaud Ransomware Attack Occur?]l
https://topclassactions.com/lawsuit-settlements/privacy/ransomware/how-did-the-blackbaud-ransomware-attack-occur/

12 1ig8 ; Federal Bureau of Investigation FRansomware]
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/ransomware

13 488 : TechCrunch [SEC charges Blackbaud for failing to disclose ‘full impact’ of ransomware attack
https://techcrunch.com/2023/03/10/sec-blackbaud-charged-ransomware/

14 4iga : The HIPAA Journal [Blackbaud SEC Filing Provides Further Information on Data Breach and Mitigation Costsl
https://www.hipaajournal.com/blackbaud-sec-filing-provides-further-information-on-data-breach-and-mitigation-costs/

15 4488 : The Dallas Morning News [Bush Presidential Center, Boy Scouts, Texas Tech, UT Austin hit in
Blackbaud ransomware attackl
https://www.dallasnews.com/business/technology/2020/08/03/bush-presidential-center-boy-scouts-of-america-
texas-tech-foundation-among-hundreds-hit-in-blackbaud-ransomware-attack/

16 g8 : Blackbaud [Form 8-KJ
https://investor.blackbaud.com/static-files/58a4ae64-afc5-45f7-81df-69dfc93888fc

17 488 : Blackbaud [Form 10-K (2020 Annual Report)]J
https://investor.blackbaud.com/static-files/61e8a7e6-73d1-4e28-8c81-fd3013107288
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18 (g : SOMPO CYBER SECURITY [KEEFHEG|IEE o [FAEEM])
https://www.sompocybersecurity.com/column/glossary/sec-us

19 488 : U.S. Government Publishing Office [SECURITIES ACT OF 1933)
https://www.govinfo.gov/content/pkg/COMPS-1884/pdf/COMPS-1884.pdf

20 4@l Blackbaud [Form 10-QJ
https://investor.blackbaud.com/static-files/370a20eb-ef91-42cd-a212-e9b743b26ed1
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21 88 : Deloitte [SEC Proposes New Requirements for Cybersecurity Disclosures
https://dart.deloitte.com/USDART/home/publications/deloitte/heads-up/2022/sec-proposal-cybersecurity-disclosures

22 1pE : U.S. Securities and Exchange Commission [FACT SHEET Public Company Cybersecurity; Proposed Rulesl
https://www.sec.gov/files/33-11038-fact-sheet.pdf

23 488 : Cleary Cybersecurity and Privacy Watch ISEC Charges Public Company For Alleged Misleading
Disclosures Surrounding Ransomware Attack]
https://www.clearycyberwatch.com/2023/03/sec-charges-public-company-for-alleged-misleading-disclosures-surrounding-ransomware-attack/

24 488 : U.S. Securities and Exchange Commission FCommission Statement and Guidance on Public Company
Cybersecurity Disclosures]
https://www.sec.gov/rules/interp/2018/33-10459.pdf
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2. JLERER/\wh—TKimsukyl®D APT i&Sh

2.1, =

2023 £ 3 A, BEOILASREDEFIZR

SEIEMEUR. JLBREERD APT JIL-TTH
% Kimsuky (FALXF-) (CLBEDEEZS
N2RM B A— )L M&EIEN T, Kimsuky (&
PARTH 85 EZ X SR(CIBEFHREFEN T hD> R
SEEZITOIYA -\ EEZBIELT.
NIV 7RG IR BIA— L2 BR AITIX
ELTVS,

yEFEIR Kimsuky OJEENCHL. BIACEER
1YERREOIBIREEANMHEE T TR (X
3)EFRFKUL,

2.2. Kimsuky ¢&(3

JOINT CYBER SECURITY

ADVISORY

20 March, 2023

Warning on KIMSUKY' Cyber Actor's
R pvbere ; .

Google's Browser and App Store Services

3 MMYEFIEER (BfV) &
BEESEEHBE (NIS) IC&5
HEOFEMLRE >

LEAEF DIBIRINEL MW E TIFZAETRE I 2 EERIIMBERILBILL T, #MSREMEZRF(RGB)MH3 . Kimsuky
(&, ZOMFEEZBNTVS APT JIL—T (B 4)T. 2012 FENSEEL T,

B FEONER - ZRRIEMRE, BUER., BB HIRHFOBRINEZB M. BRFHEERS > 0520, R ZR=ZIEL.
Kimsuky (B2 7EE =T TL\3, sEBNSEEEZ(IUH. BA. KEH. 07, BMNEEGENELTESEN

HEEZZSNTLS,

WBFELTUR Y=2VINIISZTIITORET I192 2T IKERAHBIEEV O FEZBMEL TR ZNILIT7(C
RS, [BIRZETENT D0 2022 FHNDNS(E. BBEDATATES S I5 VIR IRBEF v R— RSN TS
h. BEIOZEERT(E. 2022 F£ 4 ANS 10 BICMNIT, Kimsuky 432 - Z2REDEFOEFIRSEE AZIIRITR
RN —)LX(EL BANBFROA—IL 7 RUADUZ MegaBRU e EFERUIZ?,

EEZ2REEER JLRAEFTHIREER0EMIZR/(RIVE, 2023 £ 4 B 5 HICARSNERIRESZICT

25 488 : Recorded Future North Korean APT group ‘Kimsuky’ targeting experts with new spearphishing campaign
https://therecord.media/north-korea-apt-kimsuky-attacks

26 hen . RyYEESEANEET [Bundesamt fiir Verfassungsschutz - Counter-intelligence - Joint Cyber Security Advisoryl
https://www.verfassungsschutz.de/SharedDocs /kurzmeldungen/EN/2023/2023-03-20-joint-cyber-security-advisory.html

27 g MITRE ATT&CK [Kimsuky, STOLEN PENCIL, Thallium, Black Banshee, Velvet Chollima, Group G0094]

https://attack.mitre.org/groups/G0094/

28 gl : Kaspersky [Kimsuky’s GoldDragon cluster and its C2 operations | Securelist]
https://securelist.com/kimsukys-golddragon-cluster-and-its-c2-operations/107258/

29 s )\>FaL g TIEERsto) \wh— B, SBElE -
http://japan.hani.co.kr/arti/politics /45493.html

FEE IRVEE AT I

30 igh : EELRSREREAIEEEHHZSS [Final report of the Panel of Experts submitted pursuant to resolution 2627 (2022)]

https://undocs.org/S/2023/171
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S8
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FERIBORINEETAISNS Lazarus(APT38) I —F&¢

AT, ALEEEOF IR APT JIL—TOVEDIAIBE DI TS,

ASSESSED STRUCTURE OF
DPRK CYBER PROGRAMS

Central Committee of the
Workers' Party of Korea

Kimsuky

United Front
Department (UFD)

Propaganda

Efforts

Officlal Government Agency
@ Mandiant-Tracked Named Intrusion Set
€3 Recently established special group

@ Open source name

5th Bureau, Inter-Korean Affairs

Kim

Supreme Leader of DPRK

General Staff Department of the Korean People's Army

Reconnaissance General Bureau (RGB)

—~

APT38

Jong-Un

Ministry of
State Security

|

3rd Bureau, Foreign Intelligence

=N
3 29 *
Bureau 325

—

Lab 110

A

TEMP.Hermit

CERIUM

Other RGB Bureaus
1st Bureau, Operations
2nd Bureau, Reconnaissance
6th Bureau, Technology
7th Bureau, Support
(4th bureau likely does not exist)

MANDIANT

4 1L OY (- EBEHEICH TS Kimsuky 32
(3¢Mandiant fERDEIC, Kimsuky OFREEFRRTHEALR)

31 . S
HH8  55E

i TEEREEY )\ -IER, IS &R (IRISEE)TFEY 10 2 R)L---2022 £ ]
https://www.yomiuri.co.jp/world/20230406-0OYT1T50082/

32 188 : Mandiant [Not So Lazarus: Mapping DPRK Cyber Threat Groups to Government Organizations/

https://www.mandiant.com/resources/blog/mapping-dprk-groups-to-government
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2.3. Kimsuky Omif DRI B A — )L I E2

2023 £ 3 A 7 B. EEOILFAEFEHEDFFIRSMEN B — )L 2RELU. XEE R BEOAETLERTH
% KBS OIFIOELCE(CFFIRL T, [KBS 2B F 2FA0[2ls M=o MARHEO =] (KBSA>5E1—
FHEOM) EVSHFRT AX(C(F. IEFSFORIE I HIY A BRIEIMER ORI ROBE S EFIRICA>HE1—
ZEHBL BETRHIENEEN TV (B 5) .

REBNRDITEZATRIETDE ZIP I7A IV EGRFUIX—ILINEBN TR LIICoTLE (K 6)  BEOTF+IYT
1211 TH3 AhnLab OB TIE. Z0D ZIP I/ LOHICIET >4 — MU CHM J74)L (Windows AL J74
V) THERRENTHD. CHM JrA)LZFERI T MIEITEN TEIRGBERDO NIV T 7 (CREF I DENHIBAL TLS P,

EOAE

Date: 2023¢* 38
Subject [KB!

5 KBS O CAERUEARNBIA—)L > 6 BRETREIFAIIRSRA=) 3

PAAICHEER SN TO RN BRLIRZ OF AL OFRUAEF NS COIRZE(L Kimsuky [CEBBDEDHTEN TS, MBICE
BEEFHAC, BEOERFEAFVCERT AN -ZE2R/BEFBELA-IIERREINTSD. INS5HILEREE APT JIL
—TORNBIRELZEZSNT LS,

2.4. [BERHAEIIC LD Kimsuky ADFE R RER

Kimsuky O /\=X)VEEINERARIECHU. 3 A 20 HICIEHREE THD MM YVEHIZER (BfV) LEREE
I (NIS)N, HETERMGEEZFRRU®, Kimsuky MMEBEEER]. R EX— )L Z2EAL GEEEE R YO
TRZAREY(CL TUZZENS, HEITORRCBIEHFBND. E5IC. RITBRERINTLIREF v R-2OFEODNS.
[XFACEREFINZE T RRBO RIS 20527 |2RHICTHIET, SEIRDFTRZIBOTVSEESLTLS.

33 8 AhnLab [3ddEERE¥BIED 7 >4 — NIHAEUZ CHM L7 (Kimsuky) - ASEC 7041
https://asec.ahnlab.com/jp/49306/

34 el : RFA [KBS EQmE J|XF APASH 2 8|2 AT ZAH]
https://www.rfa.org/korean/in_focus/nk_nuclear_talks/hacking-03082023084805.html

3 B AhnLab [3ddEERE¥RIED 7> S — NIHAEUZ CHM L7 (Kimsuky) - ASEC 7041
https://asec.ahnlab.com/jp/49306/

36 ten : ReWEITEENEER [Bundesamt fiir Verfassungsschutz - Counter-intelligence - Joint Cyber Security Advisoryl
https://www.verfassungsschutz.de/SharedDocs/kurzmeldungen/EN/2023/2023-03-20-joint-cyber-security-advisory.html
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COERBMGE T, FlCHBNUE 3 HOIREBEHILFFERD. FRNEX—)LZz ADOELTIBREGEE I 2 FOZHE
NMUTWS, BEOTSUTIREREZ /> ANILEE2FO (B 7) & Android InsRICEBRET7 e BEIREIDF
O (K 8) @2 AT, INSOFOAT 2 BZRBLFOTF 1T EZLEEL T\ R7Z:%T . RRIICRONMN ST

ERIBIRETFELEEI BT EIBOIeEZEZABN TS,

Install malicious extension Steal Gmail SendtoaC2

C)) Chrome browser Extension ‘ M ‘
manifest.json
= s

dev.htmi(dev.js) C2 Server

Start 128.png Using linked to
automatically Google Browser's attacker

Devtools API gonamod.com
* Example of stealing Gmail contents in the Chrome browser

1 X=IDUSIFEICHDBIEDTSUTHIREREZ A VARV T35, RN EA— )L TI-Y-%58
2 AYAP=IENIFITHERERED Gmail 717> bOWEZEFER
3 JIUTYLSRIERER. BFELLIBIREIREE DY —/N—IOXEFD
7 RRBA-)BEREUA VA M-ENB, [BHGIREENELVET SUTIREE (CERHEELD)

Steal Google account Upload a malicious app
Speelr phishing
g " 9 g @ p
’ f\!’\ Upload ‘malicious app'

Google account

on Goole Play Console  Google Play
- - - for internal testing

Requestinstall app . Transmitting to the victim

’ 0 ’ Automatically install ‘ Q
Loginto Access ‘ )

malicious app by

- target’s Google (:uog‘i: de Synchronization
account

ZH I X — )LICEDIZRI D Google 7HD > M EBER

BTN =RFEERD Google Play (CEFRULTHS

BEUIARBID Google 7H7> NIARIEZILEAL. MFEBER® Google Play NR7ZHYU> MeE %k

Google Play h'>ZMH7TUN, =B D Google 7H7U> NMI#D< Android iiRAE BEMICELESNS
8 EMBRIA—)IIEZRIBUN. Android IERADEBETIVA VA M- GERIEGELD)

R W N
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2.5. F&H

BHOERIBEE CEEZIB HEHHBARE. Kimsuky Z07)L - TEHHES
FRSHIMERBORETHEY-From (2 35) WBE (B 9) "&HBHRIRN
(CHIRBESENESLTHD. EHANILIEED APT J)L—TOEBICHL Tt s-
TOBTEN TS, £, 2023 & 4 B 7 HCENE 3 rEoeRysey, gEn © .
BB S BT OBIEADML IR AR TS HERECORT, IO | ’
RIE BT B O EEHEH ) —EHE ELTIOES S, SRIENT
DNTLBILIOWTERU. FVEZZRIAL TS,

JLBREE NI A BB RO BIE, Kimsuky DU )\~ EBFSHEBAIITIN
BEFAREN, STEWRCHBEIBEEA LT BRAFRAOEHILETHS.

9 U-FrUik
weRMaRBRER

¥ KEEREEH D LEEERAR-IIL [2335]
https://nkinfo.unikorea.go.kr/nkp/theme/viewPeople.do?menuld=PEOPLE&nkpmno=2307

38 g EERSREEEAIEEHHZESS [Final report of the Panel of Experts submitted pursuant to resolution 2627 (2022)/
https://undocs.org/S/2023/171

39 HE  AFEE MEEHCRIT 2R KRS (R) |
https://www.mofa.go.jp/mofaj/press/release/pressl_001412.html

40 e ; Reuters TUS, S.Korea, Japan concerned over N.Korea's 'malicious' cyber activities/
https://www.reuters.com/world/asia-pacific/us-south-korea-japan-express-concern-over-nkoreas-malicious-cyber-activities-2023-04-07/
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3. HREXD/\VvhH—IA—FAlBreachForumslDA—7—. #itichs

3.1. #1E

3 B 15 H. FBI {tHRE|EAD/\vh—TA—3AlBreachForumslDA—7+—T. Z1—3—-IMFLTF—-TAT7> -
J49YJ)CN)ws (Connor Brian Fitzpatrick) #&#URY, #(d. I-IRyNETEREROF V5 -RLARLTVU>

(pompompurin) 1Z2&ED, SEEILTLV,

M 3 B 20 BENS. BreachForums ([C7717 X3 3EI5—HRRESNFIFTESRVIARELRD, BASEIRREE B
Iz

pompompurin
s Bossman
..‘
< Status: Offline (Last Visit: March 15, 2023, 03:53 PM)

pompompurin's Forum Info pompompurin's Forum Statistics

502 - Bad Gateway . That's an error.

ADMINISTRATOR 314 (0,82 hreads pe day | 0.66 percent oftoal threads) Looks like we have got an invalid response from the
upstream server. That's all we know.

Total Posts:
Joined: 4,182 (11.04 posts per day | 0.43 percent of total pos
March 4, 2022

T|me Spent Online:
2 Mo 1 Week, 1 Day

B 10 T1vYINNYOHEDI T T4 —)ViE 11 BreachForums OIS5—@EH

3.2. BreachForums ¢&l(3

BreachForums (&. 2022 £ 4 H(C pompompurin £33 AMICEDREER SN YA/ -IRE(CLDEFERENT
RIBHROFTE. WEFACOVTOIBERIEMTNOND/\YH—TA—-3 L THoIz. BIERRHE. HEFHERRKID
IR D)\wh—JA—3 Al RaidForums IHRCR DO &S EHEE (CKDEATHEIN B THhofcleth. ZN1—HF—ZZEIEFLTK
FEEYCZA—RU. BDEEB(CEAD)\wh—%2E&sIz. B 6 BICE. BRDISIRIRT —FDL 11— REUE 109 (B4 %22k
UTze pompompurin (&l RaidForums ML 1— REEIEB LR 1 E35FE L. BreachForums (FEREEARD/ \wh—J4
—SLNERDN.

We have officially beat RaidForums Official Record count
by pompompurin - Thursday June 30, 2022 at 08:08 AM

pompompurin BreachForums Official: https://hesiieiell el Sl -l =] ity
We have a total of 10,940,023,625 Records from the following 533 Datasets, free for download once you unlock them.

RaidForums Official: http:s= L |
We have a total of 10,831,825,512 Records frnm the following 517 Datasets free for download once you unlock them.

owvw

Big achievement, we have already have passed RaidForums in records on official. Will have an event on the forums soon to celebrate this.

Bossman
Thanks everyone for posting and sharing databases to help make the forum better!

ADMINISTRATOR

12 RaidForums ZiEWMERW\zET BT

41 g ; Bleeping Computer FAlleged BreachForums owner Pompompurin arrested on cybercrime charges)
https://www.bleepingcomputer.com/news/security/alleged-breachforums-owner-pompompurin-arrested-on-cybercrime-charges/
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3.3. [pompompurin]&RIEDEE

[(pompompurin &3]

49V NI IR ES (&, A —I%w bk _E TR pompompurin &4 8D, BreachForums OIZ5_EIFLARTHS.
RaidForums 20> 7 D) \wh—8RIRRE TEBIL T, BZEICE. FBI OX—=)LH—/\—%/\wt>4J LT FBI OIEARD
A=)V RUZANS. HRIEDSAT ANREZZ(FT —INEFEREN TULVD, ELDTABDES A=)l X olch*?, KETAR
OFET7IIIOE> IR IOBERT -2 FBEURTEUIZDP I35, #k 2 RIBEELEMZINEL THED. 2oFNZH(/)(—
JEFEETHOR,

(R DFER]

T4wY)C NI pompompurin EUTOSEBIRFIC(E. @EFE(E Tor 12 VPN &5t 2E AL TPtz iEL.
EBRORBFIONSIRNESICL TV, UNU. VPN OIEFTCRBIUIEFC. BEOTON14F—-0 IP 7RLANS
BreachForums O3 AFAICOTA>LTWSIE % FBI [ARFIEN., CNARIBORDFD 1 DRI,

fB(CE. FBI (FEATHEN Tz RaidForums OF7 —AN—-ZXEFRIBELTHED. ZOETICL O THSEINIRIBIC DR D5 HE
Bz, HIZE pompompurin KMFIAELTWE7 DT —IR-ZANRRUIEELVDEE% RaidForums DA —F—¢Fryh
LTWBHRT., BB0OX—IL7RL Al conorfitzpatrick02@gmail[. Jcom (B LRET —IR—-R(CEEN TN
fz. EEBOTWVWSZEZ FBL [FFERULY, INITINZ T, 49V IHRENEDY RLAZEBRERL TV ZEE iRz
Google N'B1E3ENTEz, IOUEEHHVZFEHETR. FBI (3J1vY/V N RECEH pompompurin THAEITE
U. BtREDBINZRHI,

3.4. BreachForums BfiFTOEHE

BreachForums (2(3T1yY/ (WO E SN BEEDEIRE Nz, 2D55Baphomet |EZFEZEN. JZ1=F
1R BIHICER R ZHBULSEL T, Telegram PEBOYA M ETXYE-S%IGHRU. IKRZEZA TS, T1vY
JICROwIEE ORI . 24 Baphomet (& BreachForums Z{E1E&HE . FTUVRIB(CBITEEREZEZ T U
M. BATVEERICB B PLEMRE OO TERVLOJ A VBN G e CECR IV EENS, FBI i I1wYI NI
@ PC 1 ID- /AR T—ReL I IEERZFIAL TLSRIRE N D DL E R T2, TOFER. BreachForums (CEALTIE. Y-
—ReE6. BEREDMABRVEER ., TA—3L%EATHT ZREZE T UL, SEOEDAICOVWTI-F-EERXTEE
BT IV—T% Telegram _EISERIFTUOBH, FTLLIA—SADBIERICOVWTOERMIRENZ (IS DETBRN,

e, SEIOREZICOONFFLW \WH—TA-3ANTIE EHSTLWSBH, Baphomet (B S 53 EBMRIZE TR
LTW%. IRTEELTDECA. RaidForums EASE#Z®D BreachForums DL3(C, BIRICI—HY—Z&EHTVBITA—I AR

42 188 : Bleeping Computer [FBI system hacked to email 'urgent' warning about fake cyberattacks)
https://www.bleepingcomputer.com/news/security/fbi-system-hacked-to-email-urgent-warning-about-fake-cyberattacks/

43 8 : Bleeping Computer [Robinhood discloses data breach impacting 7 million customers.
https://www.bleepingcomputer.com/news/security/robinhood-discloses-data-breach-impacting-7-million-customers/

44 g8 : Bleeping Computer [FBI confirms access to Breached cybercrime forum database)
https://www.bleepingcomputer.com/news/security/fbi-confirms-access-to-breached-cybercrime-forum-database/

4> 88 ; TechCrunch THow the FBI caught the BreachForums adminl
https://techcrunch.com/2023/03/24/how-the-fbi-caught-the-breachforums-admin/
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WESTHB*,

FUWIA-SARWINEF 4 LERIZRTHD. BreachForums
1Y —1BEREIRHEITZDED(ER0,
FLWIA-SLANOSHIEB RN, LWDEEDIEE(CL TN,

Just confirming what Arm said already. None of the new forums are related to us, and | do
not provide any information on our users for them to confirm your previous identity within

our community. Feel free to join these forums, just please be cautious as always.
& -« \ ® L] & -] L

e 2

13 Baphomet ® Web Y1 k 14 FHEDA-FARBED 5 LIEEIFREVS Telegram ADIETR

3.5. F&o
RaidForums OEI#E#E . CNZEEEH(CEISMIHREARD/ \Wh—TA—-3 ARSI BreachForums OA —F—H4R
fEN. BIJA-3AIEEEIN, RSN EIEE Baphomet 56, IRFATIEFFLVIA-SLADIIE EIFHNTETHS

9| BEICBOTUVRERTF THH. BONZIHREIAREVLSTHD.
FBI (35 [EI0DIBE T BreachForums OF —AIR—ZEFICANTVBIENS, 51, ZOFCIOTRIA—IATIE
LTV YA N—IETEEESODFENED CLETFRIEN S,

BLE
46 g8 : Bleeping Computer [Breached shutdown sparks migration to ARES data leak forums]
https://www.bleepingcomputer.com/news/security/breached-shutdown-sparks-migration-to-ares-data-leak-forums/
Information Asset Classification: Public Page 16 of 17

© NTT Security Holdings 13 April 2023 | Version 0.01


https://www.bleepingcomputer.com/news/security/breached-shutdown-sparks-migration-to-ares-data-leak-forums/

® NTT Security Holdings

REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHHELIFADTIBEIIE, ELBARIGREPREDRD. TOMMIHEREE. HSEL
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT 1TH—EXER OSINT EZAUSTF—1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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