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(1 R-SYIVU-]

HLR—bTE 2024 F 2 BRCAEUARL RIBIEREF1IT1(CET2HM4. R, FLENSZEDEIREDZEED
PHSHHCEEEEZSND MY 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.,

£ 1E [RE. EEA(IF%2EET S Volt Typhoon ADY RINAHUZFER]
- CISA E0OXEZEOEZEORATHEN ., ERED APT JI)L—JTVolt Typhoonl(CBET 37 R/NA Y%z F
xUI.
- B -TOREEL T AT ROV EfE VLT, BRINETIEEA IS0 AT AN TRAAHE(CHIZDER
ZHUIBDENFETENS.
- Volt Typhoon (&, FEROBEDORICKEDEE (> IF2WETIET. MTAZIEE T2 LZ2IHO TVDEEX
5NTL\%,

55 2 8 [LockBit NDOARKHRARUREEDEHE]
- 28 20 B NCA (GREFIEIEMHRT) & FBI CREMIZER) £HLETHEEMEIN. S>HADITII
—7 LockBit ADARRARLIRUNVEEZ RHEL L CENBAB BT,
- IREHEE EEYA NS IT A2 I0ESESNIr NV OES R ESDIBIRZIRURUIZ,
- BERERSEROIEZEERITSELTHED. LockBit DFZREFEOREY. ERNLZEREOLNON, WE
TEENH T DIRERHHFICERNBEEZBND,

38 [FETT1—TI1(V%ERUI BEC FFERNFEAL]

- 28 4 8. BBERQ. HIREOZEFELENT—TI110%FBULLETAREZAVEFRIGEL, 28
RN (8 38 18M) ZBRUERSNIZCEZFRRUI.

- AL EAOFER(CKD. FFRIRAFHPE MRV E1—F—DETE, TA—T I I TV RERR TERLIITR
ofz. 2023 FICF, 12—y b ETEEROIZ T YNRIED 10 FRHIN. JLFRICEAINBFIMEZ TV
Do

© RIFBORA-IAEEORB(CABLRRIONE, EHETEDETAFULERBEIITRUOBEZIHRE
UTARABERZITICLZHEL. SRR AOT—TII ) I 3R #MERD T ENEE THD,
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1. KE, BEEADIS5EEZETS Volt Typhoon ADT7 RNAHFUZFER

1.1, #E

2024 £ 2 B 7 B KEOYAN-tF1UT1—-1>TI5F1)71—F (LT, CISA) Z(FUHET2ELEOE 2 D
tH 1T RSN, PEBAFOZIBEZ 12/ \wh—J)L—F [Volt Typhoon (RILK-5H14T—->) | (DWVWT, ZRIN
AHUZHBEI THRUIZ, VoIt Typhoon (&, FERENZFTAMIKES 5 FRICED. KEOBEA>IF%EELTTIE
REAERIL TV, SO EZZ2T, 7 RINAPUREE > ISHEICHU. Volt Typhoon DIREFEEDEARIEHRE
RS 2. FEAROBA., HAFAMVBESZD TN —EEN BT DL 2@ UEL TV 2,

JOINT

CYBERSECURITY

ADVISORY

Co-Authored by: LP:CLEAR)

roduct ID: AA24-C

February 7, 2024

I * l Communications Centre de la sécurite

Secunly Eslablishment  des l1&lécommunications
Canadian Centre Centre canadien
for Cyber Security pour la cybersécurité

National Cyber

Security Centre
a part of GCHQ

National Cyber m
Security Centre RS
PART OF THE GCSB

LS L
PRC State—S’o Jo
Maintain Peg

Infrastruc
1 BAN\N—tF1YF717RNC(HVY (PDF hR) DX

! 88 : CISA [CISA and Partners Release Advisory on PRC-sponsored Volt Typhoon Activity and Supplemental Living Off the Land Guidancel

https://www.cisa.gov/news-events/alerts/2024/02/07/cisa-and-partners-release-advisory-prc-sponsored-volt-typhoon-activity-and-supplemental-living-land

2 488 : CNN Politics FChinese hackers have lurked in some US infrastructure systems for ‘at least five years']
https://edition.cnn.com/2024/02/07/politics/china-hacking-us-agencies-report/index.html

3 488 : CISA [JOINT CYBERSECURITY ADVISORY!

https://www.cisa.gov/sites/default/files/2024-02/aa24-038a-jcsa-prc-state-sponsored-actors-compromise-us-critical-infrastructure_1.pdf
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1.2, BRSNET RNAHUIONT

COT RINAHUEKED CISA. ERZEERER (NSA) | EIEER (FBD) &I714I74X (FRAUN AFUX 5
T4 A=ZANSU7. 213> ROIBHREE THE BIR B I214484) NMHEETU-AULEDT. EEA(>TS
FEFE(CFLT)\Wwh—4)L—T Volt Typhoon [C&ZBAN-KBOBRZZEL TV, 7RI\(HUILLBERTIL - T3,
AN RESBBEOMENREURCSER R AN - %EITI 2B T, BAIEMREZITOTVS. COLINES)
(CBVT. REDEEA IOy NI~ LT 5 FL EITED., RFEN T (EBAZSGE TV —ANHEREIN TV, J
=T OEENDOEECIFRN R ES 2 RIEX LR EOEONEX . KERAF EEEOZSRECTIT2ERMEAL
TUVBEERRRZIRHTULD,

KERFRMEBIDE B (L, PEHNEBICRIUEE. KEOFHEZIBEII2EE( > IF2PAN-IEICLHTRE
U. IRBEIRECRRELESE 2RI 8EMEN DD L 2B A TN, ZOBRUICDOWTEIEZISSLIY > 5, o, RIFCRRS
NEZETOT RAHUE, Volt Typhoon (CEZBEENDEEA> I ITIIREDBRICDOVTRRTHED., EEDURY
CRZERRIREEREZBEL TV,

1.3. Volt Typhoon [cDW\T

Volt Typhoon (& FRIE® APT JIL -7 (EROZIEZFZI T, FFEOHRBICHT LS E AR C I FH RS-
B2ITOEM) THd, 2021 FHELDTT AOKEARALTREOEREEDRFEHORBLLRZIEE/>T3, DFD,
WIS, TRIVF—. KBRS EXS AT LAFRAFHIEL TS, 2023 £ 5 B, BB/ I ENELIDEBZFERL
EXAI0VIMIEEZFEULEICLD, Volt Typhoon (FXN15N3L5(C30fz. BV —TE BAROIREZENE S 31
DOBERFEZAEVSHS, FEROMFRICREOEE A I/ N\ -WETELL T, KEDITEZRILETDILE
BOTEOLEEENZLTLSEZZBNTVS &,

1.4. Volt Typhoon [C&DZATLANDERALER

Volt Typhoon (&, 4>4—y b E(CAENTVWSRY NI —IREBEOTOT(MESSIHEREEFIBLT. EEA > IS
O IT RIBAYIER7 I A% HD. BINT 2L ERINEREERO 7NV MEFET 2%, S AT ADEEETIEA,
S50 BELIET AT NIED. WO TEI AT LANAD 7 IEZNAJHERIRRE(CL THE. BRIRREZFIF I 3,

Volt Typhoon OARERFHEL T, —TYRDI AT AICBVWTIERAZZED R, Living off the Land (GRIEZ

Hi 88 : CISA [CISA and Partners Release Advisory on PRC-sponsored Volt Typhoon Activity and Supplemental Living Off the Land Guidancel
https://www.cisa.gov/news-events/alerts/2024/02/07/cisa-and-partners-release-advisory-prc-sponsored-volt-typhoon-activity-and-supplemental-living-land

188 : CISA [PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructurel

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a

Hi#8 : CNN Politics [FBI director warns that Chinese hackers are preparing to ‘wreak havoc’ on US critical infrastructurel]
https://edition.cnn.com/2024/01/31/politics/china-hacking-infrascture-fbi-director-christopher-wray/index.html
HiE8 : Microsoft ['Volt Typhoon targets US critical infrastructure with living-off-the-land techniquesl
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
HiH#8 : BleepingComputer [Chinese hackers hid in US infrastructure network for 5 years]
https://www.bleepingcomputer.com/news/security/chinese-hackers-hid-in-us-infrastructure-network-for-5-years/
Information Asset Classification: Public Page 4 of 15
© NTT Security Holdings

13 March 2024 | Version 0.01


https://www.cisa.gov/news-events/alerts/2024/02/07/cisa-and-partners-release-advisory-prc-sponsored-volt-typhoon-activity-and-supplemental-living-land
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://edition.cnn.com/2024/01/31/politics/china-hacking-infrascture-fbi-director-christopher-wray/index.html
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.bleepingcomputer.com/news/security/chinese-hackers-hid-in-us-infrastructure-network-for-5-years/

® NTT Security Holdings

B [BUF. LotL]) EVOFEEARVTUREZ BT DEICTDIENZFEIFSND, LotL (CBWVTIE. BEULIATALTH
FIERIVIIT7ERADADIEFE T PowerShell ELWolBEFOY— IV AL TEENT 2. WEDRREHREEL 2
3. Iz, BHICERFRBADOKARIEIMERZIT O TSI AT ADIKTLREZAETEL TV, RERFE(CHZIATLOD
RRRICEDE TS - £2fla-FNE (TTP) ZFAEEL. MR ITERTEIIEN TED, CISA (. INBDFFIECED Volt
Typhoon 1 5 FFEDREAICDI O TOEMNCARIE VI %Kl F . BRU TW e e =R U,

BEAYISDEERI AT LAADHASIC, Volt Typhoon DIREEN T I A TERLICHEITLERHIENS, CISA
(. Volt Typhoon NEEA > IJ5DHEZROHIHICEEINS OT (Operational Technology) HEIAD7ITA%ZE R
(B> TWBEDRL TS 0,

1.5. FBI H" KV Botnet DBRER% SEhiE

Volt Typhoon (FRZEDIKEZFET 2. *v DI 8571w IDERXRIC C&C (Command and Control
Server:¥IVII7RRREUS AT LB R2xdY—/\—-) 1>IFRIBZEIEERL TLZ, CAC AV IFRIBIFIELER D
HEZBAUABRKI(CRO TS, Volt Typhoon (FZDBEHEDEUSEERAIC. Ry bRy ML Tz, £9| 1249—
ZyMCABEINTOVRESS I SOHO TNA X (VINRIRSBZEE(IR—AAT(XTERA) ZR 4 ETKV Botnet]¥)LII
P(CRGrEE . BEOMRY bRy NMIERDIAA T, BUT. INSDOT N\ RZEEHREL T RIIDS XF AU LotL
FxFRAURBNBS7IER%IT T BRINIZT N A(E, E(CSXTBLU NetGear D, A—H—HR—MHETLTY
vI7— M\ TERKBOTMESs R R mEEN D,

2024 £ 1 A 31 H. FBI (207w by bR AU ZihE I D128, FHFIPRDFFEIZ15 T KV Botnet OERBR
ZEMUIEFERUC. COVEET(E, Ry hry M BEIET S CRC H—/\-%/\wH>J Ui, KERD KV Botnet (C/R%
RURIIV—F—7my by MSEIDEEL THRIERNTERVEIICU £ MBI —F—(CTRIVIT 7 DERBR BT 13, &
5(C[EH. CISA & FBI (% Volt Typhoon Ofk#EaIRIRE#F5<Tes. SOHO L —A—DA—D—EFHAF > ZAEFEITU.
FFEERPE T BRI AR eSS 42 BRI 275 B EDT N1 ZRBRR DFAZE /5 A E 2 RAL TS,

BB, INFT(CH APT41. APT31. APT15, TEMP.Hex &0tk 4 BHEDTIL—TH. IoT TINA R AN— b )\(
A W= —%F AU TRY bRy Nt ER 9 2B RIS HEREN TL%, 1B 10 FRZIRDIRZE . FEOJ I —-Th
AN=2)\{1ZEDORELRERNDORIC. Ry bRy MBI IFEEZEBAL. REZATINAEOEVWEDACELSETVST

° {4488 : CISA [PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructurel
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a

10 488 ; BleepingComputer [Chinese hackers hid in US infrastructure network for 5 years]
https://www.bleepingcomputer.com/news/security/chinese-hackers-hid-in-us-infrastructure-network-for-5-years/

11 gn ; CISA [PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructurel
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a

12 4g8 : U.S. Department of Justice [U.S. Government Disrupts Botnet People’s Republic of China Used to Conceal

Hacking of Critical Infrastructurel
https://www.justice.gov/opa/pr/us-government-disrupts-botnet-peoples-republic-china-used-conceal-hacking-critical

13 Hg : BleepingComputer [FBI disrupts Chinese botnet by wiping malware from infected routers]
https://www.bleepingcomputer.com/news/security/fbi-disrupts-chinese-botnet-by-wiping-malware-from-infected-routers/

14 488 ; CISA [Secure by Design Alert: Security Design Improvements for SOHO Device Manufacturers)
https://www.cisa.gov/resources-tools/resources/secure-design-alert-security-design-improvements-soho-device-manufacturers
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ERDNBY,

1.6. F&H

Volt Typhoon OERICFHREEZRNGDD. [E7)L— T IERAFIER B ENFEEUHZSIC, KEOBEA>
IINDGAN-NEZITIE TEOHEEZIF LS T KEIDITADEL - 15E@IHOTVDEZZBN S, ZDIHICIREZ
BIRPBSERA > IFANDT I A RAREHMEHFL TS, ZUT, FERNRBSS BB INEZ RIFA RIS ESHZLANS, T
NSOEER)Y—-AZENE(ZLE - HHH TEBREEBZBIBLTVSERDNS.

CISA OF RINAHUICLBE. Volt Typhoon MESISEICEIT 7 ARNEFN TV, F7 AL FEIOESITEIORRICED
IGTBRED, W77 -BATFICHBIIPEEREFIUR THD. oK IEUAEERCIOTE FRNIRICE(ET
ENNGDD, SEECDT I -TOBMNEEEND. EEA > ISHEMISITROVI(C R 20T RINAHUCHEOTHER
ZERITIBDLEHR T D,

15 88 : Mandiant TRFIVAMEE S REOY /(-1 : RAEEEOEATHNSS(CE( L]
https://www.mandiant.jp/resources/blog/chinese-espionage-tactics

16 wipm : CISA [PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastructurel
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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2. LockBit ADXFURBIRURFHR DR

2.1. fiE

2 B 20 H. NCA (REZFILFEMHRT) & FBI CREHMIEER) 20T 2ZEOBEMEN. S>YLAIIT)
JV—T LockBit ADARFARLIRUREEZ AL I ENBAB BRI 18 29,

2EREG. REYMMED [T A2IPESIEENIr7LOESHEE LockBit NS#RURL. 2 ZOREFREZ
RFU. BEHE(ESRE. LockBit (LI 1REZHuT5ELTVS.

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos’.

alle
af5,

We can confirm that Lockbit's

services have been disrupted as a v
result of International Law

Enforcement action — this is an

ongoing and developing operation.

Return here for more information
at:

LOCKBIT

[N
| 4
11:30 GMT on Tuesday 20th Feb. (D

+ P a
. -7
* .

2 LockBit DREYA Htﬁa_'\éhtﬁlilQ?EE%EQIEJ:%#IIRX“JE—9‘

2.2. 5>9YA9I7H )T LockBit

LockBit (O3 7#BLEETETOH LTI T I —TTHB20, 2019 4 9 A(CHIH TEBIHELRISN. HUFETABCDJ&
BIRUTLE 19, 201, 2020 £ 1 BIGREOZINCEEUR?,
LockBit (£ RaaS (Ransomware as a Service) ¢ME(ENZERAEELZED., ) —TOBBEENSTHADITRE

17 Hg8 : NCA [International investigation disrupts the world’s most harmful cyber crime groupl
https://www.nationalcrimeagency.gov.uk/news/nca-leads-international-investigation-targeting-worlds-most-harmful-ransomware-group

18 488 ; U.S. Department of Justice FTU.S. and U.K. Disrupt LockBit Ransomware Variantl
https://www.justice.gov/opa/pr/us-and-uk-disrupt-lockbit-ransomware-variant

19 Hg8 : Europol FLaw enforcement disrupt world’s biggest ransomware operation
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation

20 g8 : U.S. DEPARTMENT OF THE TREASURY [United States Sanctions Affiliates of Russia-Based LockBit Ransomware GrouplJ
https://home.treasury.gov/news/press-releases/jy2114

21 g ; CISA [Understanding Ransomware Threat Actors: LockBitlJ
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a
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OEY—)IZRAEL. TN5ZFAL T I1UIA MIFENZEITENEZITI, RaaS TIHESR. J)L-TOEEREN
WEREHSEREEZITET IUIA MCHECI BN, LockBit TIZ7ZI1UIA MYECEREZZIED. JIL-T0
BIEBENDACTD. COFFEZRAVSE, BIRE(ICLZEREOFERITIELELT . 7I1UI( M BEBORDDZHEIR
TE3ID. BTN —-TRFZLDTT1UIA MDD LI 2,

ZOEEENIIFR(CBEATHN, 2022 F 21 &£ 2023 F(c(F. ROZOWEMBMELEHBUII Y LADI7IIN-TE
1oz, 2023 D LockBit O#E LT 1,035 MRS THED. INIF 2 £2 CLOP D 419 4. 3 £iZ ALPHV
D 418 40 2 8 ETHol (2023 FOWERMENIZHAN)

INFT, HFAT 2,000 LA LD LockBit D#EEISEL. 1 12 2,000 5 RLA EOHHREZSIAOTNS 5,
ZOS5AKEART(E, 100 M EOBBNEEISETHNZ, $F(C 2022 £ 10 BOESREODZEH] 17 Hmc?.
2023 £ 7 HOREEEIDTHI-IFILOWE I REREEELROI,

2.3. IREHEC K51 > IS HUNIFE

NCAY, KB)EA 8, Europol (FRUINFISSZZRME4E) ° (£ 2 B 20 H. LockBit (CX1 I 2 AFMRRIRUNVElkz FEhe
UleCeZFERUIZ, CO/FEKI(E. NCA & FBI ZHi0:9 3 10 hiE (HADERFTZED) DIEEMEEIE Europol H'13
HUTEML TS, LockBit (Cx13 2{8EEE) Operation Cronos D—IRTH 3.

= EURTPOL ABOUT EUROPOL  OPERATIONS, SERVICES & INNOVATION  CRIME AREA! PARTNERS & COLLABORATION  CAREERS & PROCUREMENT PUBLICATIONS & EVENTS

Law enforcement disrupt world’s biggest
ransomware operation

LockBit was the most deployed ransomware variant across the world

2024

n a significant breakthrough in the fight against cybercrime, law enforcement from 10 countries have disrupted the
iminal operation of the LockBit ransomware group at every level, severely damaging their capability and credibility

3 Europol [c&B=1—AVU—-R °

2 te : SRR (94— LFRERMIOvIEY N EBX N5 Y—/\—6E8#H)
https://www.asahi.com/articles/ASS2N6DBKS2NUTIL035.html

23 e DZFESIHERIE [IoE1- 90/ ABRASEREHBESZATREZ(OVT)
https://www.handa-hospital.jp/topics/2022/0616/index.html

2 ZEEEERS INUTS SATLBEORERS]
https://meikoukyo.com/wp-content/uploads/2023/07/0bb9d9907568e832da8f400e529efc99.pdf
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SEOIEEKICED, BEYAMNEELTHEILTLE 34 BOY—N\—%25D IT 1273, BBS{LSNZIr( L OESHEEY
1,000 1&. 14,000 U EOFRIEBTHD> MHMBIREN. 200 U EOBESEE7HT> MVERiEENTZ. Fe. R—32 R
D934 FT 2 ANRIHEN., TV RETFAUNT 3 HOEBRRIROFEITE 5 oM ThNIZ,

FURENTZH—/\=(C(J. LockBit (CBAREZZIATAREMRMNSTBEENILT —IN TR TV, N 28 ADTY
IIN-TCBREZZIAO T, BERENT—Ih I UEHIEGEDHIBREN DI TIIRVEZERT 3.,

CNET. 1EBHEANS Y LADI7 I - TOREDA MIRIUIEEE . B 2 OLIBIRUIAY - SHRRENZIEIT
&olze UNU LockBit MIFE . BEROIBUNNYE— D% FRRT DI TR, 1B TOREY A MARLIZY A he A
BU. BRI, 20BN TLRI-ZA0 TP IESY—ILADU>Y, LockBit MSHRURLIEHY — /-0 EIRBE D F
Yy NERERE, IBEHEADBHRREEDZLLCHIAINL (B 4) ., HPI(CE. LockBit DfAEFEE LockBitSupp (c@l}
TeHEFERI R XAy E—268HD. IBEKERID LockBit (I3 HDANLSIZRELIERBDTHof, BSEISNREYA
M. H#LD 2 A 24 HZE>TRMER T I2LEEMEANREAL TLEED. 2R TULTVS,

BEHEES(E. S18E LockBit DIEBEZHTZEL TS, BADERTS. [BIROBHPLES(LENIrIILOESY
—IVDVERRIRE . AAEENADE 1T Ol E 2 FERU TS 25,

p— THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE US
5@“ ' LEAKED DATA Bl AND THE CRONOS TASK FORCE
LOCKLILEN
Press Releases LB Backend Leaks Lockbitsupp Who is LockbitSupp?
l PUBLISHED | l PUBLISHED \ l PUBLISHED \ l PUBLISHED |
N = You've Been The $10m question
A ) 7a (ke Banned From 5 3 -
74 ;\V — National Crime Agency LOCK[TLEN]
~——
Lockbit Decryption Keys @Rewa rds for Reporting US Indictments Sanctions
[ PUBLISHED 101 PUBLISHED 1 PUBLISHED 1 PUBLISHED
l{‘_’% Law Enforcement may Collect up to $15,000.000 for FBI Investigation Leads to a Total of 5 United States Sanctions for Threat
e be able to assist you @ providing information leading to the LockBit Affiiates Charged By the ] Actors Engaged in Significant
to decrypt your arrest of LockBit Administrators and Department of Justice. Two of Those ¥ Malicious Cyber Related Activity
L K| .
(o1 (BIT 3.0 It encrvpted Affiates Indictments Released Todav.
eﬁ-“p ov-‘é‘
FR arrest warrants W Arrest in Poland W Activity in Ukraine Report Cyber Attacks!
[ PUBLISHED 1L PUBLISHED 1 PUBLISHED JIR PUBLISHED |
™%, French Gendarmerie Investigation On 20/02/2024 a suspected LockBit ‘ On 20/02/2024 a suspected LockBit
“uiillco”  leads to a total of 3 Lockbit affiiates actor was arrested in Poland on the actor was arrested in Ukraine on the
" and related actors charged by the ' request of French. request of France. at vi
JUNALCO. enaage with Law Enforcement

4 BEHBEICLSRIRFEEDBICEESNL LockBit DREYA b

2.4. BUMFEEICX IS LockBit DS

REYA MY - )(-DIRUNERMEN 2 B 19 BB, LockBit (CRIIOTEBIERASNZN . UM 24 B.

2 HE  BRT [ ADIPREREORERUEEIETEA > I50TA 09U Z1-0R—IILOTLAV-(COWT]
https://www.npa.go.jp/news/release/2024/20240214001.html

26 B BRT [SOYAVITP(CLRESLEET -4 31ESY-ILOBRFICOWVT]
https://www.npa.go.jp/news/release/2024/20240214002.html
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LockBit (IFEEYA MeRT(CII5 LT #ERBZZ 8 I BlcdDiximzBRLL.

B LEAKED DATA W TWITTER > HOW TO BUY BITCOIN > @ CONTACTUS
LOCK[TLEN] @' PRESS ABOUT US > [ AFFILIATE RULES > &% MIRRORS
e ] e ] i - EE [

5 LockBit W#AICIZ5 EIFREYA b
@D (TEA) MEEHBREICAEAYE—IADUSILBOITVS

FTUWREEY A MC(E, REBEOS 7B S T, BB CRIT Ty —IHAENTLVS. COHT. LockBit i
RDESRERWEIAZITOTND, F9\ BN SEIORUIMFOENMZRDID(F, B I —THKEZ3—T7M
DIV ERE L TERERLIIBIRIC. RS TRIAMMEDIEY (R EZ SRS EFN TV THIEERRAD
FRELTWS, &z, BIIN-TH—ERY—/{-D PHP OEFHZR2DMEISHENMFEI DN -2 2 ERL TV,
EHEICZONRSS I ZFIRINY —/{—DIRURICENOIER AL TS, MBICH, FURSNIIESHE(E LockBit MMREFI
BIDSI5—EFTUNMRNELDEZEZFIRU TS, o, SEBIDYAVIVIREZHITHEESUTHD. 12EHBIZHE
FIDNEFLIOTWS,

2.5. &Y

FREREEEYA MOEIRICE, ATFEOZVFREANAV, SEIOVFET, BB FERCINETEENERINT
W —=/N=7h0> MRUIRLTHED. FREFRT(E LockBit DINERENZHICTECRARINUEEZ ZBN S, o, 2DLS
BAFEDBEHABREAFURIBIRODITCELOT, LockBit DARFIRENEBIBIERNBASHERD, FTzRBIMRE ORI,
EFRB R 2EREDLNDN LockBit DIREETEENCH I HRERHEHICENBEEZSND.
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3. BETT1—JJI(Y%EML BEC FFIRDFE

3.1. #1E

2 B 48, EBERE. H2REOSEFELENT—T I D%FRAUFEIRICKD, 2 BEFEBRL (89 38 {8M)
ZERUESNICLEFERULY . MR EROREENET ARRE(CHFEL W MFBEIFI0ESEEESHIRU TS
NEZORFERK(E. T4 —TIIA T TYERENTED THO?, T14—TI1/ V% BRAULESRXAEFA—)LFFER

(BEC) BMEUTL. BEE EESEATHHEL CREREEBALL O,

and then used
artificial intelligence
I A

=S

Deepfake colleagues trick HK clerk into payi-ngr HK$200m
6 SEODOEHFIONTDERESRZITSEEEREONOY - Fr VK>

3.2. SO

COBEHFTIEDNEOE. HEZEEEEOTEZHOMFFESE (LT, A) ok 1 Ahd. A [§ REFRED
REUHEEE (CFO) H'b., EOREEEI(CRI 2 X—ILZ2Z(FEz. CORFRTE, A T4y I X—ILTHRIL
ZEEO Tz, 2D, TD CFO PEBORBENMEFE I LT ARREIBEFINL RFETE FEMESHEEREEDSIRV R
FTHOZENS. A (. CFO MERITED TWA-IBLUCORZNTEERER T AHICEEZ(COVTOEDT
HBLECTLFOR?, UNUEERICIE. 2D CFO LREFEEEDIRGKIIT 1 —TI1( 02V TRIEENIEDTHOIZ. DF
D, TORFEICEBRCHEFBUTWHER. A —ARPDOROTHD. REDE. A FESNRITIEEDIC 2 BEER
V& 15 [BIC531F. 5 DRRICFETTIRMAALL. # B EEANREARL (IR ZHERUIECS T, LRRO—EDiB

27 g Hong Kong Free Press [Multinational loses HK$200 million to deepfake video conference scam, Hong Kong police sayl
https://hongkongfp.com/2024/02/05/multinational-loses-hk200-million-to-deepfake-video-conference-scam-hong-kong-police-say/

B e 21 £FM 2R | "TR"E% CFO, REMMZ | BBHA Al EREMTIRNL]
https://www.21jingji.com/article/20240206/herald/b324fcdf262eb9e6b9480db048159488.html

2 s HBBEEMIL [Deepfake colleagues trick HK clerk into paying HK$200m)J]
https://news.rthk.hk/rthk/en/component/k2/1739119-20240204.htm

30 g8 : CNN [Finance worker pays out $25 million after video call with deepfake ‘chief financial officer’l
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
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FENFEERTdrofcCEMHIBALTZ. JB A, FIFAYARAL TLVE YouTube TOBNEE2F=MEL TRIAAL, T4—TJ147
(o) (CIDBIRERZAEDHUIEHBNTS,

3.3. F1—T IV LERDIEM

(F4—=TT11H¢3]

T4=TI140¢d Al DFBFEO—DTHIT1-T5-227 (REFE) It eIk 3 J1171250E
EEET. Al ZHBLTROBERYC SRS, BIBEZIEN I 9 THd* . 2017 F(TBIOBRMRSGREEINE. B
B2UBEARUCBENE NI T, HEICAKISNS LT3, BiHULH(E. BFINRAESEED PC &
MHETHOIN, D%, BERMOFERECLD Web NSFIFATEDY - ANRO 7 TIEMEHEN DL,
RETIE DUIY-IV2ERATRIET. ZDOANEBCT =T ITA IR TERLITHO TS,

(B N-BZEADEA]

FTA—T I HFAMESEIDLS1R BEC FDIRTEICFIAULINEE Z RIS (IEZTFIET B, /\WH—TA-T L1
Telegram &M SNS Tl&, T4—T T4 IDIRDT5 . T4—TI1A JCEERET 2= I B 57%. Web DASOBYSET 1 —
TITADICBERZ 255600, T4—T I 0% AN\ -E(CER I 3Dk 2 RIBIRHNITHRESNTUS,

? [EASY] DEEPFAKE TUTORIAL

by xzinOvich - Saturday June 24, 2023 at 11:58 AM

Videos requirements
High resolution (4k webm is best, lower than 1080p is not recommended

Faces not too far from camera and unobstructed
Multiple angles, facial expressions

Brightly and evenly lit

Faces should somewhat match (beard, hat, hair, skin color, shape, glasses)

MVP User

Need at least 2 mins of good quality video, interview videos work well
Downloading Software

Posts: 372
Threads: 96 Make sure to pick the right build for your GPU. If you don't have
Joined: Jun 2023

L The downloaded .exe will extract and install the program to the location of your choosing.

7 F4=TITA VDD E AT IN\YH—TA—5 ADIETE

31 H# : docomo business Watch [T74—FJ1(9¢(d ? AN -IRBILEDNZF1UT1URY]
https://www.ntt.com/bizon/deepfake.html

32 HE8 : PALOALTO INSIGHT [F(—FI1A ¢ ($EARTMT ? ]

https://www.paloaltoinsight.com/2022/08/29/deepfake/
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(RIBIBT1—TITI1VEFIRAULLFFRR]

MEER. t+1UTs1BEISum and Substancel(d. [Tdentity Fraud Report 202333] (RDIEUFEERLA— b
2023) ZRERURLZ. BUR-NILBE TA=TITAITYESNIZI T OVIEE L EIILTHD, 2023 FFHIFED 10 5
BHENTzZ, RRHCIT A — T I1A 0% FEERICFIF T 25 — AMEINL TR, 4F(C. SREEHTSF TOEIMMNEZTH, RN
(CRTHIBNMERICHDEDHL TS,

3.4. BRICHIFDT1—ITT1 I DEREHI

FA—TI119%BRAUE BEC (3BINIBROZZE TRV, BAD BEC DWEIRTEZEFIL TS IPA DLR—N°T
B EERAEULSBHIMBNTEINTUVD. ZNICLBEIE AL BARPZEDBHEESHTICHU. X Ex2BELT. BR
TPEOALOERENSERENITA—IBEEU. A OBHEOBEEMEBIEONITE. COSBECT(—TITA
DEFBUEIREENMEIEEN TV, BEARMHE. BIESHENFEERICRUICCENTEL D, RN BIEE(CTESEH
)

iz, BIENCEERZIESBHILINIE. BUARPZEEAZHTRICOZTSRERNSEENTT— T I/ JENBMME
FEEN., RIBEERBTEMEZ TS, B 11 BHE. FAEMEN T RO EL5H5HBEEN SNS £ THhEienT,
BEOASHEHOZERE DI TIEP, BAFLEDIRESEHOOTIZERAL Wl EThRIERaN®, &
ENEDVERE (T, ECBIEZEHIBRL. X (IH Twitter) (CHFEEIRIRUIC. AT 1 7OEM(SHEUERE (& T1—TT1
1 TENEDVERLIZE S THD. T0J 5324 ORI, V=)L 2L 1 BRISS TR TEEsBH T,

A Pinned
l ] H 1 1 I & @cold-Nov4
BEFLEZE EBRLREBOA I OBE 2 TEHRZETESTELURZD
TEDNIRLEFFFPLELTLEZL. AWCEBFERSTLEDEBZHEITD
BRESNERALKESTIBRETEV\ERA. 2 THRUTFCHT
SETUVWEEEET BULRIZTVFEFBLATUE.
Q 965 16 Q 1K i 6.8M [l &

H 8 BE{EFRENSBEATVEADHITEX (PHYY MIRBEESNTHEORERT I LATER)

33 448 : Sum and Substance 2023 Identity Theft & Fraud Statisticsl

https://sumsub.com/fraud-report-2023/

34 8 : KnowBed [T4—T7147 : FEROFFIAER]

https://www.knowbe4.jp/blog/deepfakes-the-new-face-of-fraud

e IPA YA\ -1BRIEAZ3 7747 (3-CSIP) EFAIRR [2023 F 4 B~6 A1l
https://www.ipa.go.jp/security/j-csip/ug65p9000000nkvm-att/fy23-q1-report.pdf

36 e ERER [TERBEE I NEER. FBEI 2T —TII(IDURY $#itie L TRIZIC)
https://www.sankei.com/article/20231114-LLOVR22LSNOVNFWVGOIRN5JIBU/
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3.5. F&d

Al BT OFERICED., FERIR AN SRR PC HTETA—T I )T TV TED LI, (BEED
BENROTEATNT A MOBEHR BB C KD INBE (S TI( 70T Y DRMEZBSBCROIFBIENTES, T4—TT14
7% BEC FDILFRCERIZHIORUBLTHED. ZUESBHTHHEEZSN D, HNRD IPA DIREZ TIE, X—ILP°
BEOABCAFRRN SN, ERRTEDIIETAFULERE(CIDIRUESEL THERZITIEP. TOX—ILOiX
EEVEFROREEBUNMISRVERZU TR ZIT L EHREL TV, IOUILTEE. HEHEZEU T
HHBUE I BET, MAMBAOT(—TII( )T I 2R HZFH TUKENBETHS.

ME
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REEHR

AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

IPNTATH—-EREB OSINT EZAUSTF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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