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FRIWENT 7B 5B (LN 16Shop IEMFIENZ T4y > I8 —EX%FIRU. ABY A MelEfk. COLIBT A NECEBRENT
AR DSENBERPOIL 2y M — REIRZINEL TV 3. T7ERER. COIL2ybh—REHREZFIRL TEL R m
FEBATDE. INSZEARTEEDAY PRI T ADSBL(CEEFRHJVIRE(LSE . BB E USEZSR TV, BARIL
Sy hh—MEROBEECZERNELT, BtOfFEZBIIBDIC. COLSRITEZAVEEZSNS.

[(BREERBDRER]

TTAREMEER LCENU LS omHE, 2022 F 8 BICKIRFFENHIEE FhR) ZRBUIIETHD
2. BEE(E. 2019 & 10 BICRAEUR, 1>9—2y NBERTO/ VIV OARIEBA T, CORHIERUMADILSY M
— NEIR(E, T7EEEEN 16Shop DY —ERZNTUTEHELIBD THOI.

S 4 A RKIRFFZESA N\ RSB EAHEBE OO DEEHEEAREPZRE U, 7 AIXE 1V RRS7ER
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https://www.sankei.com/article/20230808-EP5Q3NPC6NIEDPOD5D6JQFQLQI/

2 HE : IR%RE DIGITAL [HIOEBRSA/\N—182, AVRRS T AR AR —) L& fEA]
https://www.asahi.com/articles/ASR884RWLR87UTIL040.html

3 e : WNEWS247 [Japan-Indonesia phishing probe leads back to a teenage ‘genius’l
https://wnews247.com/2023/08/09/japan-indonesia-phishing-probe-leads-back-to-a-teenage-genius/

4 88 : DIVISI HUMAS POLRI [Bareskrim Ungkap Peretasan Kartu Kredit di Jepang, Kerugian Capai 1,6 Milyar]
https://humas.polri.go.id/2023/08/08/bareskrim-ungkap-peretasan-kartu-kredit-di-jepang-kerugian-capai-16-milyar/
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> 88 : DIVISI HUMAS POLRI [Bareskrim Ungkap Peretasan Kartu Kredit di Jepang, Kerugian Capai 1,6 MilyarJ]
https://humas.polri.go.id/2023/08/08/bareskrim-ungkap-peretasan-kartu-kredit-di-jepang-kerugian-capai-16-milyar/

6 488 : Bleeping Computer [Interpol takes down 16shop phishing-as-a-service platform)
https://www.bleepingcomputer.com/news/security/interpol-takes-down-16shop-phishing-as-a-service-platform/

7 {H# : McAfee Blog [74v>>4 %y 16Shop it Amazon 1—H5—%4—45yNC]
https://ascii.jp/elem/000/001/898/1898098/

8 18 : INTERPOL [Notorious phishing platform shut down, arrests in international police operation
https://www.interpol.int/en/News-and-Events/News/2023/Notorious-phishing-platform-shut-down-arrests-in-international-police-operation

° W : AR DIGITAL [16SHOPI43 hE 7 B AL ECARFE] ICPO hEBMEEFR]
https://www.asahi.com/articles/ASR8953J9R89UTILO1B.html
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11 188 : REUTERS [North Korean hackers breached top Russian missile maker)
https://www.reuters.com/technology/north-korean-hackers-breached-top-russian-missile-maker-2023-08-07/

12 B BFRIBIEC 1R [AEEARY) \wh—, O3 7RECEBAN = SHA/VIEHRIES ? —RE7IEATHRAMIEFEL - 045 —3RiE]
https://sp.m.jiji.com/article/show/3015587 ?free=1

13 488 : SentinelLabs [Comrades in Arms? | North Korea Compromises Sanctioned Russian Missile Engineering CompanyJ
https://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company/
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tcp ESTAB %] %) 10.0.1.116:52534 192.169.7.197:443
users:(("crond",pid=18

84, fd=21))

tcp ESTAB ] %] 10.90.1.116:46736 5.134.119.142:443
users:(("crond",pid=18

84, fd=19))

tcp  CLOSE-WAIT 32 10.0.1.41:44684 192.169.7.197:443
users:

(("client", pid=244830, fd=3), (
"imap-daemon" ,pid=244556, fd=3) , (" imap-daemon", pid=244555, fd=3))
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14 B8 : SentinelLabs [Comrades in Arms? | North Korea Compromises Sanctioned Russian Missile Engineering Company
https://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company/

15 el : REUTERS [North Korea's Kim shows off banned missiles to Russian minister]
https://www.reuters.com/world/north-koreas-kim-jong-un-meets-russian-defence-minister-2023-07-27/
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ZEOESHHIOVTIRERIDEHSN TS,

2.5. ¥

EROFEAEN>H—RYNIEGR TERVLIBIRIB THA(CERNS Y| LTIV KEOT AN -IRERENEFF
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AN -ZRECHIDILEAEFOID A I BFFERMAOBENEBLEILEOZ SRERIZ(CASREZEES ATV,

16 HEE : NHK 9457 —924vF 9 [E6] | ERsAEOILEREEAR. DRELHIEVTIVA. HESERILTZ0ST7DIRWNL]
https://www.nhk.jp/p/ts/7K78K82ZNJV/blog/bl/pZWdy5ggmE/bp/p2n9g1mPE6/

7 488 : Bloomberg [{LEAEF(COS 7EDV 1 P S — [I8RER5 | OS8R ED )
https://www.bloomberg.co.jp/news/articles/2023-08-07/RZ0DX2T1UMOWO01

18 g8 : $AEA%TRA DIGITAL R ERKLT—FORNRARIAFOFEHEM —REARISAT ? ]
https://www.asahi.com/articles/ASROD72LVRODUHBIO38.html
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BEE(CED SMS RE(E, BB UERCHEUIKEFE RS (O E—J2BEEINZ R XTI 07 TUNS0IEAN
FZ(IBLHAEINTWS, IZH 20 SMS OXEICRL T BERNSZEEOFIR 2SRRI I - THToTV
BN EEEINB LI, SMS MSI4YIRVESTFEIR PLIFENTWVS.

3.2. SMS FST74YIRYESTFERDFiE

[SMS F5T49IIRVES IR DA 1 2

MS

2. SMS&IX{g

Premium-rate .
telephone number

1IBSEIIL-THEROD
Premium-rate telephone number
SECHSMSIXEZVIIA N

L\ ——

%
BiE=tt

L i, — i 18
BFIN=T " [, mapanps 3. BELESMSD
+927) Sy e e
BT —T(C BN
ZINDNS

5 SMS F5I4YIRSESIFERDLHEH

19 g8 ; Twilio TSMS Traffic Pumping Fraud)
https://support.twilio.com/hc/en-us/articles/8360406023067-SMS-Traffic-Pumping-Fraud

20 488 : kasada [SMS Fraud Takes A Toll: The Evolving Threat of SMS Pumping and Toll Fraud]
https://www.kasada.io/sms-fraud-evolving-sms-pumping-toll-fraud/
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KEZFTE. [Premium-rate telephone numberl&iF (IN3. R REFEE S TBESMEHEIZT-EX
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SMS NSO4wIRVE TR TS, BIERAICSHADNIZEE RO —EAIETEI L — T SRN TUNERE 2D TN
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EDFEFEE(CLDFTYINYY (BitLd) ZIBFEIIN—T(CZIAHOTVBT -0 2 FEN®DDEEZ SN TS,

CE)

COFFERDEAIFIEL T, Web Y —EXFTIRMHEN TS SMS FREIZ2BAIDFOANETEND . WEOEHIN
Twitter (3R-X) OY-EXZEETHD,

Twitter (FENFTHAETHNEHOMEZ TV SMS 585z, 2023 £ 3 AhSERIY-EXFABEOHICHIBRL
Iz. BIBROBA(CHIOT Twitter D1 —0O> - YAIREKIE SMS MST1wIRIE ST FEERIC L BRI I MDOELFET
Twitter (FXED SMS ZXESEEAN. ILKZR{E 4 TER 6,000 5 FILOIERE#HOTVWSEERUE 22,

3.3. X\

SMS ZXEUTLVBIREE(L. SMS "I1wIRE IR LB KRB IMTER ORI AE A IBTEL T, X5R%:EU
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9. UTOLIBHIRZEATZET, FFREIEL SMS X152 FRHT5 12,
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o XECL—NHIPROIBLEZERTEL. SAFEL SMS KE=NH
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T ORIENMNCE L EED . IBARRIRITIREL T, SMS (CFESRL FIDO 1 OTP M= b\ e BB RZPEI DRz
9%,

[Premium-rate telephone number JDTFTEE SMS NSIWIRIE S FERICEZ BRIICDO VTR L TXIR
ZEBDEE 51D SMS X EOFIABICBVWTRERILEEZBND,

HE

2L e ; INTERNET Watch [T4947)L Q210 25 FEORESHICE. 2 BRICH-ERE T
https://internet.watch.impress.co.jp/docs/news/637881.html

22 {18 : Commsrisk TElon Musk Says Twitter Lost $60mn a Year Because 390 Telcos Used Bot Accounts to Pump A2P SMS]
https://commsrisk.com/elon-musk-says-twitter-lost-60mn-a-year-because-390-telcos-used-bot-accounts-to-pump-a2p-sms/
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KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT TH—EXER OSINT EZHU2 T F— 1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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