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12 e CISA [China-Based Artificial Intelligence Companies Conducting Industrial-Scale Distillation Campaigns
Against U.S. Al Companiesl
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-251a

13 488: National Security Agency/Central Security Service INSA and Others Warn China-Based AI Companies are
Distilling U.S. Frontier Al Models]
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4592113/nsa-and-

others-warn-china-based-ai-companies-are-distilling-us-frontier-ai-mode/
14 e NVIDIA Technical Blog INew Foundational Models and Training Capabilities with NVIDIA TAO 5.5/
https://developer.nvidia.com/blog/new-foundational-models-and-training-capabilities-with-nvidia-tao-5-5/
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https://www.anthropic.com/legal/consumer-terms

16 gl OpenAl [Terms of Usel
https://openai.com/policies/terms-of-use

17 g Anthropic [Detecting and preventing distillation attacks)

https://www.anthropic.com/news/detecting-and-preventing-distillation-attacks
18 g OpenAl [Re: Updated Stakes for American-Led, Democratic AlLJ
https://cdn.openai.com/pdf/045aa967-ee96-4a09-94ee-3098ddf6db2c/OpenAl-US-House-Select-Cmte-Update-

[021226].pdf
19 4H88: Google Cloud Blog [GTIG Al Threat Tracker: Distillation, Experimentation, and (Continued) Integration of

Al for Adversarial Usel
https://cloud.google.com/blog/topics/threat-intelligence/distillation-experimentation-integration-ai-adversarial-
use
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20 4gH: CNN Politics [Trump officials considering Al executive meeting on the sidelines of Xi visit next week
https://edition.cnn.com/2026/09/16/politics/ai-executives-trump-xi-visit
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SR, FURILFHERATAHANAY FY N a—2a3 v —EZ (IUF. T6SS) EWWET.) ICEWT. AWHSOFRETZERICED. GSSETHD
T TWBEBABREST 7 7 1 ILO—HHATBITRKI WL IRTREERA H 25 C EHHIBL £ L.

BHE. BAVWLLAREEDNHZEAAERIE. GSSEFIATZEMETE (WU, TGSSTIAMEI tVWWET.) OBMERUZOERICED>LARICE
THHOTHH, —ROFOBABRIISFNTVWAVWI EEZMELTED £,

BROERICBALEERCEOEE SN L, BICHLRBD FtA. RS HFCRLLEITET.

7 TIHNFILLBIABROBBALD >

3.2. RECERTNEMSS L ERDEE

FSHIFF. BAREENE VPN BERESLUMEESIEIBIR(CVE BS%)2ASHCLTORUV, AfenERlciRe
RZEHS. /{O7IL bRy RD—I2#tD VPN RRICE FN 3AE5514E CVE-2026-0257 | DRHENHERIZN TLS22, 20
ARSSIEN BRSNS, SRELAEIBEL. RIER VPN BHAHETI TE3BNIH32. K 1 (&, FEIESSEOARN 5L
ERONKEFTOERFETHS,

2B FIAT [H)IAY RIY1—-33 Y —EZNDOARIE I RS BHEE FOE A EROTZ VO ORTHEHEC DN T]
https://www.digital.go.jp/news/2026-0911-01

22 48 piyolog [FSAFOH) A M1 —232 8 —ER(GSS)ADRIEFILZRICOVWTHED THIZ]
https://piyolog.hatenadiary.jp/entry/2026/09/11/220855

23 H#: NIST [CVE-2026-0257 Detail]
https://nvd.nist.gov/vuln/detail/cve-2026-0257

Information Asset Classification: Public Page 11 of 14
ONTT Security Japan All Rights Reserved. 14 October 2026| Version 1.00

Sensitivity Label: Low


https://www.digital.go.jp/news/2026-0911-01
https://piyolog.hatenadiary.jp/entry/2026/09/11/220855
https://nvd.nist.gov/vuln/detail/cve-2026-0257

@ NTT Security

BFHA HiRE
58138 | \O7IhRyhD—IX%1h CVE-2026-0257(CVSSV4 : 4.7) %/ F
58178 | Rapid7 #h'iessttOEBROERZE

5 ATAE | WEEN GSS A\DEAZHIG
58298 | NO7IrybI—DRNRESSIERLIEZICVSSV4 @ 7.8 INEE
6 B 258 | TZNFEHIREOTFAIADT I AR
7H98 | TIHTORECLD, REZEN VPN IEssIEIC LSS AT MRALHIEA
9R 118 | TIINFHIERBRZAR
R 1 HRSEEAFNSERZAREITOEREE(FRFHNRSEIDTIIINTEREICEHET HHKE)

UEZARESIE(E CVSSVA(IESSMEDFXIE MY 3364Z) TLH 4.7(Medium)EsHEianTLE. 5 A 29 AL
7.8(High)At REane? 5,

FTHNFAORIEPIEAE 5 B FAECIAEN®, 6 B 25 BIHlanfz, BRAMNREINLOEG 9 B 11 ATH
D, REFIANSH 3 NAEMBBL TV, BROMAKET SHILKE ()DL ESRICLZE. TIHITE. BA
SNz VPN R RICBIAOMSS N TS 3L ABERERTEEL TLEEDO0. BREOB VRIS MLEERMmL T
Bholz. Z0OM. oSS 2Bl CHISEED TV Wi I %R EVNSY,

(RRULATEEMEDH S E AN TFEH]

TIHNFOFERICEBE, IRRULBIREMEDOSHHE AN BT 24 75 6 FHORERIZUTOESDTHS.

* GSS FIRHBIDIEHLUSMBEOER(CIRBULABEFRITREABESO)0EHR : #9 18 5 9
T+

* GSS FIRHBEIOERFCIEBUERESSMEADBR : #9575 7 F+

INBICF K X-)LP7RLVA BEEES. FRFENEFNTLE

3.3. [FERABICH T HRRE
ARBR(CBIFDBEHRARMICE. ARABOEARMENRIFHAOME CREN%ED. TIFIT(E BAINE VPN &
maBLY CVE BSZARUTOVRVZSH, OB, BRHADEZENERONERIREHIRTTDIENEELL,
—75 . BEEORFNSNKRETE 2 hBHEE2EL TS, 2026 F 6 BICRAELR KDDI (H93RIEFITAEERE
Tl 762 AADDINRAT—RENRRUIZEL T, #BENETCHU TITEIEEZ1T oIz, ZOBR. EftH ISP h'Si
VIDREEZ(IE. BREEZNKRIZET 22 HEZBUZZE(DWT, HBIBAEHIRBIISE(ES VE | L18HEL TV

24 488 Palo Alto Networks TCVE-2026-0257 PAN-OS: GlobalProtect Authentication Bypass Vulnerabilities]
https://security.paloaltonetworks.com/CVE-2026-0257

25 ¢E8: Arctic Wolf FCVE-2026-0257: PAN-OS GlobalProtect Authentication Bypassl
https://arcticwolf.com/resources/blog/cve-2026-0257-pan-os-globalprotect-authentication-bypass/

% g BRI027vY TEOHMBEOEREIRE GSS (CRERA. BEOKZME 24 75 6000 HRBEOEN]
https://xtech.nikkei.com/atcl/nxt/news/24/03383/

2 B FIHVT MAKELERR (SHM8EFEIA 11 H)
https://www.digital.go.jp/speech/minister-260911-01
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3?8, KDDI (9 3Z0LIMMTIIEER I FZ 2L SEIOTSH)ITOEBEERARICOVTIE. EAEDTLEEEZSH.
BUTHLEEN  REI B EE (CROZEELOERE MLV SBI S ENSIREE I 2 ENH S,

3.4. GSS REICHSVYRY

WEEEN VPN #2032 BALT GSS ADERAICKINULZE(E. ZDRENE—RMICEBES T B 0FIA
B (AT EF)NKE R I B0IEEEN'®H DL ERL TS, . ImRUAIBEEN S HE A IBIRICOVTIE. RAY BN EE
PUTIAFI-VKE, RREBEFCERINSYRINMERENTWS. IOURZBFERDE. AMOFECOVTIZE
KLZEREBEOBANSEERIDUNEN DD,

3.5. &

GSS (FEOFSRAMDEZSCEIVTEHEN TV ABRBYONSAMEATZEBINEEZRIITZED
TIIAL ZORMN M ZRHBD (T FTHI B AR E P ER RAAH O LRI R THH L ZFE/ROICUL. T
o RERGHRBHEEEROERECIA. HBEBNDEENLERFEZOBUFIILD. BIRAHOEARME - R
BIEDHDTTRE, ZL{DREERUI.

Bk
B HE: BHE NBEORMEOREVRMKCEIIEBCOVT (8E) )
https://www.soumu.go.jp/main_content/001083931.pdf
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REFHA

AEEFEOAF. IEETHILCEREZRLTHENFIN . AFZRILEIHDED T RSB0 ACERL THRE
UTRWDRBHEE BRIODOVTHHELERADOTIERIZE, SEBAIGREPAB DR, TOMItEREE. HREL
BOEFBIENDIHE[E. SFHCIN T LI TITERIE,

[BEVWSDE%E]

NTT 171 - Sv/ RS
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