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(1 R-SYIVU-]

HLR— BT 2025 4 2 BHRCAEUARL RIBIEREF1IT1(CET2HM4 R, FLENSZEDEIREDZED
PHSHFHCEEEEZSND YT 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.

25 1 & [DeepSeek £EZMUR]

o EFOA-T>Y-RER All DeepSeek-R1 1A% 2025 £ 1 A 20 HORRLER. BB MEOESEVOLHE
MBS 4R DB ZEEDHET TS,

» DeepSeek-R1 OFIAA(E. FEICHZDI77T RTOREBANDEHRRE. FEIBATOREZEEHUIL)/ 17 AD
HIHEDEVOEZRRE_EORRACINZ . BRI T34 7> ARSI E R E 0 FHIE E(C LB 0]
AL DI RIEN R ZEN TV,

o ARk AL (FEFIUTAICBVTERZ BRURINE 25D T DeepSeek-R1 HZDHIF T (IS SHICHEFEOERN
Al THBZEICEBVADE OV THR I INEN DD,

£ 2 & [API A\OIMEDORIEE Al (SBED API DURJ)

o HA)\—tF1UF 1% Wallarm HAFAUIELR— N API ThreatStats 2025 J(C&BE. 2024 FE(CK CISA
Ol BRANESRENTAESSIE(KEV) A0 J([CEFREINIZMEIS D S5, 50%A_EH API ADIREE(CRSETS 20
DERITHED. API NEBRIMERRIEEL RO TS,

o SMEBLABEENTZ AL (CBHELTZ APL 035, 89%N'5&EI TIFARVERIEANEZERAL THN, T —NIA— K EERE

OBTENRIRIZIBZI TS,

o API ADOIEE(CL B EDIUR(E K ERBMERNDD. API 171 Dsg{bIFFRBITICEAONEEE TH

Do

55 3 & [hESNic Amazon S3 /\yhOERUZ) ]

o ARDISIRZAN —ZH—EZ[Amazon S3ICBVT. I—H— 3T 4%y N EFENZIHBATITIRT S 2.
IZh Ny M iE T B S (CETRIUEZITHRVE, CNEE=EICTE ESN., BT/ F1—HEECER
EN2ENHH3.

e Amazon S3 ON\Jyh&(dHIBRE . MO1-T-bEERRZTERIDENAIRELBOI TS, WEEEFZDLD
BRIy NI B> TERR S 2L T LAIERIUELIICTITAL TEEICH U IREZITITENTES.

o BE2INM S3 /WUy hOBRGRGEICEIR TE38. IIRTIHERERI TOMRINETHZ,
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1. DeepSeek LEDYRY

1 L] 1 L] mg
AESBETN (LLM) ZEAURL, PEREOER Al q Do
rDeepSeek-RlﬂJU\/Z@%ID’E%&):’%UTU%IO 2025 ﬂE 1 % DeepSeek-R1 is here!
ﬁ 20 E(: DeepSeek *i(CJI’D_C%s‘?EEnE DeepSeek-Rl Performance on par with OpenAI—pW
(£, Google 1> OpenAl #ZEDMET AL EFIUTTEITBIERE | - it teoreos o & commercinoe ooy

T BT B2 BEIMTEEMEL THEACOIREBICIES | ) weoste & AP ore Ive nowt Ty DesoThink ot cecoceck com
NTW3, ZNICLD DeepSeek-R1 (FARDEH GPU zE | ™

ELBWERN, TNET Al BIRIOBELENLZEADUY-2ZAD | =

WEMIZSNBEHESNTVS, Ffz. PC BREDATFA > Dl
* L CERIFATEER, BRNESISEDSNE AL EFIVER |
HIBA-T Y- TRFEINTVS,

[DeepSeek Shock IEMF(FN R (CHHFRNER LT EZ—F
T. FFETD DeepSeek fHEPEIEZETHIENS, A2 TF(
SRR OY -\ —HRECEZCEE, tF1UT LA R
RIENESEN TS,

#

Accuracy [ Perc

L Y
R RS

R

R RRRRRRRRRRRRE

g OSSN

0
AIME 2024
(Paasgl

o8N

deforces A Diamond  MATH-500 MMLU  SWI

-bench Verified

Fi£9:29. 20254E1H208 - 1,219.8F HD=T

1 [DeepSeek-R1IFERICHED. i+t AL
EFMCTSEBI%RT Deepseek 11D
X DRAP?

1.2. DeepSeek-R1 OFIASE

DeepSeek-R1 DEMEIRIB(IAREDIT, A1 VIRIE (Web hRé APIhR) BLUATZA>THIFERIgERO—-NIL
RIBD 2 1E@Eh'%3.

[DeepSeek-R1 DAYS1 VFIH]

AR T, MDERL AL H—EREBRRIC, V50 RS —)—(IE&iEEN T DeepSeek-R1 (L. Web 77X
(TSUHEIEARRT TUNS 71 R) {2 AP VI ANITSCETAIRZRITI S, E(C. FAFTTD DeepSeek t1h'
R 24 S Y —ERZBULA AN EETH D,

1488 : ITmedia A+ TAI 2FROHE. 220 B0 HEE All DeepSeek |“BEEMRA> N EEw)
https://www.itmedia.co.jp/aiplus/articles/2501/28/news091.html
2 48l : X T@deepseek_ail
https://x.com/deepseek_ai/status/1881318130334814301
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[DeepSeek R1 DO-HNIRIBZTDATIS A > FIA]

DeepSeek-R1 DFHHEL T, [ZRER IEFEN2AIRDEES(LNZFEITEND ZBTE. BIFD Al £7 )L 28##{E 93
CETRERMEEEZIRSU TS, DeepSeek fL(&. A2 51 REDEZEBZBHBET, ATFA>D)NVI>EFEDO—-H
JIRIE CEEMEI 2B 2RO ZEBET )V IBRIFUS. AthNs4YD>0—-RaJge T, s#ETEMBAIRIENTES,

COZEBBET ISR E/L(CHID. FBERBRINAERDBVLSISGAEEEIN TV, XEENNNEEZREFBEEDRTH
F1EI 3. BIZE AT URRTEEZEMNICONENZXEZFIBHEV BB U, ZBETI TEBUARNRRIED
BN T DARXNEEIFEME T UIieodn\, FFHIREIEZ T DL Dfc CEMRIESNTLD?,

EB(C, COEBETIVESEN TEBRATRIEERA T VY-ITHD. B Al ZA-RCHEFEINCREET )N ZFI>0-
RUTHIALIED, B THRUIZDIZIEERIEETH D, —MRIR/ (VI AR — NIA Y BARDIRIB(CBVWTEENET D
EFIBAHENTVSS, I TIC—EDDEFCE CIERETT N HERE (CLHOTUREENTSD. BAERORZETIEYA
N=I-21> MR EBIMNFEB(CLDBEARBUIREZ B EUTRETT )L 2 BRIARL TLRS,

1.3. DeepSeek-R1 FIRADOF+1UFs LDRIRE

(ERELENESA>SC > FIA]

A4 F % T BBR(E PEEZTHS DeepSeek HNEIRLTVBRIFVRICTIERATZENGDD I, BFLTD
ABR(CHIID TR MENREBIREN TV, FETE. 28NS Y - -ORBLENERAD7ICAEZE RSN
BE. MREBAUVRINERSRRVN, N, BUEREZE I 2P EBRTNAEDZ. EEOERICIDERE SN T
37 CDEIRTENSEEDBATOMREL. #B#AT DeepSeek-R1 DA S > FIA%EIET 3@ ER. ABRWTHL
TL3S,

BHATSH. BANBRREZESH 2025 € 2 A 3 HIC[DeepSeek [CRT3IEHRIZH I2RERL. BAEANTY-E
ZRUATINBERIN TV MDY —EREFERRD. BANEHRESDT —IDRWNCDOVWTBEINEEAN DD ENIFUH
IF5NTWS (B 2) . BEC MIFBEBIEP=2F T . VINIZEOREN. 7L %2H93%E . R TOFIA
ZEIELTLSS,

3 HiEE : B#EY0RTY) (XTECH) [h3dh 1 BRITREZEEANET DeepSeek MEHE, BigT NVIDIA #kh=ZUIER]
https://xtech.nikkei.com/atcl/nxt/column/18/03084/020500010/

4 88 : ITmedia AI+ [3EREDHEE LLM[DeepSeek R1J(d. KELZFISEH#HRATEDD HNTNEBRILE]
https://www.itmedia.co.jp/aiplus/articles/2501/23/news179.html

> B8 : ASCILjp [522fER | 35880 DeepSeek R1 ZO—-NILTEINL THIz. Mac P2AYRTH OK ! J
https://ascii.jp/elem/000/004/249/4249857/

6 48 : X T@CyberAgent_PRJ
https://x.com/CyberAgent_PR/status/1883783524836413468

7 HE  AABRRERZSS YMEFE(REARLNE)]
https://www.ppc.go.jp/enforcement/infoprovision/laws/offshore_report_china/

8 hen : FEEHR [HEA 115> —7] AANBRRHOES - R TEREAMERSIR]
https://www.yomiuri.co.jp/economy/20250201-OYT1T50166/

O HEE : FERFRE [RYP=ZETIHNTE Al T—T>—I0F B BHRFREES0OELNB]
https://www.sankei.com/article/20250212-A6B2IDTBG50CFN7H5FFV2FOW5I/
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-m:nna . “"'-‘ o (X [ oo | [ | @ O

v 56 - BASE v BARBRRET v AT — v EPRSR v FER - T B v

O DeepSeekICBI 9 21ERIZMH

| DeepSeekicBIY B 1EemIBL

12, BAREBFEAZSRESHPICTANTUTVET,

hitps://v

2 EARHRKERS

t

SRR [DeepSeek [CRIT B 1EIRIR4E] 1°

fB(CE. DeepSeek-R1 Q7L TUXAIC(E. FEIEAFCLZ1&E2RHKL. BAFICEPEORVEIEZH I/\( 7 AHh%E
HFAFNTVDAIBEENEIEN TLS !, ZDTzs. FFEDBUAN RIS IBIRMEHEN3URIBIEHENTLS,
S50, ANDT LR Al OFBICHIFZINZRIEEEN DD, FIX (EHERT -2 SATIBHREZFBILIBS. =&
AL THERRUIET —A(THEEN S ENDEL DI CENECZBNND D, BB COFBICHT2T—FFIFHORIER
DeepSeek-R1 (CPEST . FHOER ALl OFIBICEVTHRANZHLEDRIETH S,

(AT51 >FIRICETRF I SRIE]

DeepSeek-R1 DATSA AR TIE. BRIORIE TR TOUIENMTHNS . PEIEBFTFICLDFRH ORETEOEEX
BNTW3, 12U, REBIFEPEDRW I IUXLDNATSA R THIEF I 2RI 8EEEBE TSR, S50 AT
hRICHFICRIREN RN DI2ELTH. GDPR LW T34 7> AR, BRI YL LD HIFE ol ke Ty U S
B CRE/FEEERODE H77./05-0FBCERE%5X. DeepSeek-R1 OEANSEZEIEENZURTE
2ENB, ERR(C. BT TORETFEORGOFIAZEIEI - ZFEDHIETIE. COIL—)ZIBH(C. AT >FIAT
D1>AM=)VZE58 DeepSeek (ML THAEILET2BENBUFHEME (A—ANSUVEAT. KEBE. NASA

10 et ; B ANBIRIREZES [DeepSeek (CRIT 2IEIRIZH)
https://www.ppc.go.jp/news/careful_information/250203_alert_deepseek/

11 g8 : CNN [DeepSeek is giving the world a window into Chinese censorship and information control/
https://edition.cnn.com/2025/01/29/china/deepseek-ai-china-censorship-moderation-intl-hnk/index.html
12 g : Forbes [The Hidden Risks Of Open Source Al: Why DeepSeek-R1’s Transparency Isn’t Enoughl

https://www.forbes.com/councils/forbestechcouncil/2025/03/06/the-hidden-risks-of-open-source-ai-why-deepseek-ris-transparency-isnt-enough

13 dign : RIETI [hEFEHHR : RBRE @S ZHEON TBIECS I 3 PEEORESE — BN Z:K0 7 hyTU>) OhbE - 1]
https://www.rieti.go.jp/users/china-tr/jp/ssqs/250107ssgs.html
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F) TIIOHNTLS™ 5,

o, AHENTUVSIREET ILERERICH D> O0- RUTHIA TEZ R A, FREDEREOHERNI+DTRVES
BRIEEHD. T—AIERU T REETINZA -y N ENBID>O- RUELSETBFIAEZIB XL IT OBCAT®
T4y EVOEES, BUTRESRSN TS, ShIC. AFUIRER AL ET VDM —Z> I MRoIcE D THOIHE.
FIFENEN DT DL FRLL\EBIETESNTLSY,

[OpenAl tHeDFHS)

DeepSeek tHIZHBOfiZFELT, OpenAl 1M Al ZA1E(CIE—-U DeepSeek-R1 ZBIFUIEZENN TS
18, EIR(C HFEDNTOCT (3ERP0ER) (WU DeepSeek-R1 i'EE% OpenAl HBNMTUREDIETEEIN TS,
OpenAl fteEH(CHE TS Microsoft #1(d. DeepSeek A FIFRFIGER UARIECASRE DT 5= FIRL Tk
BETINERREULRIEENDZEL T, ABZED TS,

1.4. F&H

THEEER AL (FEF2UT/(CBVTER L RURINED, DeepSeek-R1 HEZDHFINTIIRV\CE#EZHT DNEND
%, TNITHIZ T, B2RE_LOURI(CBE I ZEITEBAA. ittt Al OIEFHESEDT HY I ENS, EHYIZ S5
{ERANZRHSNBRBE D EESRFEZEIN S,

14 el : Cybernews FAustralia bans DeepSeek on government devices
https://cybernews.com/news/deepseek-ban-australia/

15 188 ; CNBC FNASA becomes latest federal agency to block China's DeepSeek on ‘security and privacy concerns’]
https://www.cnbc.com/2025/01/31/nasa-becomes-latest-federal-agency-to-block-chinas-deepseek.html

16 gl B#RY027vY (XTECH) [DeepSeek (BRI ZHA/N-IBEE . IIVIITEAL IS I FEERAEIRC]
https://xtech.nikkei.com/atcl/nxt/column/18/03084/021100012/

17 Het : Forbes [The Hidden Risks Of Open Source Al: Why DeepSeek-R1’s Transparency Isn’t Enoughl

https://www.forbes.com/councils/forbestechcouncil/2025/03/06/the-hidden-risks-of-open-source-ai-why-deepseek-ris-transparency-isnt-enough/

18 Hg8 : Harvard Law School FDeepSeek, ChatGPT, and the global fight for technological supremacyl

https://hls.harvard.edu/today/deepseek-chatgpt-and-the-global-fight-for-technological-supremacy/
19 gt : Bloomberg [DeepSeek i’A—7> A 1 F—SRIEAFN, ¥NA70VINAET]
https://www.bloomberg.co.jp/news/articles/2025-01-29/SQTXNQTOAFB400
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2. API A\OIZEDZIFL AL [CET API DURY

2.1. fiE

HAN\—tF1U711B% Wallarm H2ABEUEELR— M API ThreatStats 2025 12°(C&D. API (Application
Programming Interface) (CX92EMSIMEDICHDENEBSMNIROT, Fiz. BETO Al DFEFRNSRICHE
L. AL (CBHEUTZ APL ORESSHNSIEL THED. BENRIEDURIZIBZ TVBIE(DOWTE, BILR—NIZSLT
Do

2.2. API\OZED M VR

APIL (32 AT LABITT —5%ZPDED S 21> —JIA A THd. Bt OY-EXZBEISERL. FEEZILAIS
EZFHEVTIAPL ID/Z- JEVWSEEMEFNTVSLIC, BFHY—ER0D API ZFEHHH (CHMNBARL UiEZ =93
BENEA TS,

COEORENEOH, INEE (G API ZEERIERIREL THRZ DL TS, 2024 (K CISA (B /N\-t+2
UT1 4> ISANSIF 1547 ) DN BRANFERSNIMES5 14 (KEV) 1507 I(CBHREN RIS D S5, 50%MU £
M API ADOIRE(CREEF 25D THD. 2023 D 20%h52IEUR 20, FER(E T30TPh—RIL, T35/ F -2
1% I BRESSHERENBVEIEZ GH TN API AOE(ICRIT BRESS N SE_E¥H T LBz cehbt. IRED I
WS ITRUTVBZEN DI NB.

3 KEV [ch$3 API ADKRZEICESEL LHess EDFIS 2

FIz. APIL (22T LRI TT =92 PDERD T BEVIMHE F WEE(GE IR CIRE RN A SR B ERN' DS 2024
F(SFEAEUL API AOBE(CLBIRESHIZUT(CEYITYIURD, WISNEIREUIZIBIROAEN 1,000 H4ZBR
W,

20 g8 : Wallarm TAI Security is API Security] ([Wallarm Annual 2025 API ThreatStats Report|4%>0—RR—2)
https://www.wallarm.com/reports/2025-api-security-report

21 488 : Kong Inc. FAPI Impact Report 2024: AI Adoption and Innovation Challenges) (49>0—RX—-2)
https://konghg.com/resources/reports/ai-and-api-adoption-challenges
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«2024 £ 1 B. Atlassian t£tOAZXIEIEY—) Trello ® API OFREDMEzZEN N, 1,500 AEFOI1—-H—-7HD
> MERIRELIZ,

+2024 £ 4 B. Dell 1t0/){— —@EIFR-5ILHYA bd API ZUT. 4,900 HHOBERIBERNMRHULES,

+2024 £ 6 B. Twilio ttNEE I 3L EzRPE 7)) Authy ® API AAZEFEN. 3,300 HHFOEZEESHIREU

=24
[ o

2.3. AL [CBEU API OEF21UT1URIDIEX

AI(NTHIEE)Z2FIF T2 ETHROEFH I DEEFBVNBULNBWN AL DS AT LZAERR T DET NI —(>45—
J1—AROT—ADPOERD, Al ZFIBURT VT -3  EQINEREEEREE. APL [CEOTEIRENTLS,

PZETO Al OFFERANSURICED>—75. 2024 F(CH@AESS 4851 F CVE (Common Vulnerabilities and
Exposure) hHREBESNIMESSHEDSS. AL ICBREUAMESSEERIELL 1,025%E0 439 HE2uRISFMMLTHD. 2
NSO/ESEHEDSS. 98.9%I API (CHBEELZEDEOE 2%

Ffz. Al (CBSEUTZ API O 57%HWEBAFRENTLBH, CNSD API D55, 89%h'E#7 API +—1° Basic 533
D&, TFIUFTHI(CERETIRVEREES R EEFEALU TS 20, COLS71: APL () — hJA—RAIREREDBITHIRY
ADERBITARRETHIAEIN TV 26, OAuth 2 JWT DL LNERERRFREE AN ZRA I3 ENHERIN TS,

2.4. F&o

HHEB RSN APL (IR E(CEOTIRIF ORI ERDIS BTz, API T+ 1T D b(SRBIT(CHIEONERET
03, AR API FIFBEEEIDHEE, 1> 7> MEREROMIG OO - RELOEE THD.

FHC, BEETO Al OFEARNMEG—75 . AN -IE(CLOERIBIROREORET —IDRARBEESRACKERA>
NI R(FFTVRIEZmFOTHD. AL ICBEELTZ API O+ 1713t RIFEERBLE XD,

22 488 : BleepingComputer [Trello API abused to link email addresses to 15 million accounts]
https://www.bleepingcomputer.com/news/security/trello-api-abused-to-link-email-addresses-to-15-million-accounts/

23 488 : BleepingComputer [Dell API abused to steal 49 million customer records in data breachl/
https://www.bleepingcomputer.com/news/security/dell-api-abused-to-steal-49-million-customer-records-in-data-breach/

24 488 : BleepingComputer [Hackers abused API to verify millions of Authy MFA phone numbers]
https://www.bleepingcomputer.com/news/security/hackers-abused-api-to-verify-millions-of-authy-mfa-phone-numbers/

25 488 : Gartner [Gartner Says More Than 80% of Enterprises Will Have Used Generative Al APIs or Deployed
Generative Al-Enabled Applications by 20261
https://www.gartner.com/en/newsroom/press-releases/2023-10-11-gartner-says-more-than-80-percent-of-ente
rprises-will-have-used-generative-ai-apis-or-deployed-generative-ai-enabled-applications-by-2026
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3. IE&hlz: Amazon S3 Ny bDERURY

3.1. #1E

ARDIFIRAN —ZH—EZ[Amazon S3ICBVT. 1-H— 3T 4% )\y M EMENDIBPRICRTT S 5. o
Ny M IRE T 25 A (CETRLIBZITHRVE, CNEE=EICEHALN. YoM FIi— KB EHICEAINENN
0d. BRIA>TIZIOAY—-EZAD watchTowr Labs (&, &Nz S3 /Wy hEIEZAREEUZLR— M FRITU. €
DERADURICOVWTESLTLSS,

3.2. AWS ¢ S3 N5y MoV T

AWS (Amazon Web Service) (&. BRTEREFAEINTUVSIZI RS —EXDHRIRTHD, SavE> T84 NcE%
72 Amazon A 2006 ENSEY—EXZRELTVS, tHFRZ17DF2F I T 2 fiId Microsoft Azure &, 3 fi1D
Google Cloud &DEEH—EX%ZRIIAL. RIANCEREBRY —CADEHENENEIRERIE TATZED TEY,

CD AWS MEHF2H—-EXDUEDN Amazon S3 (S3 (& Simple Storage Service D&) T. T —ADEIEP/)N
YOy IR RIEEIRI ST RA N —S 7RI T B, €D, T—HZIRF I DIBPIZ/N\ Ty NER, F59 R E(ARTFUIET —
AIC(E. URL #BEHTT7IERATBENTEB 8. HlZ(E Web Y41 NTIESEHFREDT —5%)\ry NARFL. T
BOR—=IHSSIRTBEDEEETHD.

aws TS it P i Pty S

Amazon Q Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events ExploreMore Q

N
\ \

Cloud computing with AWS

Amazon Web Services (AWS) is the world’s most comprehensive and broadly
adopted cloud, offering over 200 fully featured services from data centers
globally. Millions of customers—including the fastest-growing startups, largest
enterprises, and leading government agencies—are using AWS to lower costs,
become more agile, and innovate faster.

Create an AWS Account

Questions about getting started with AWS? Connect with an expert »

The leading cloud
4 Amazon ® AWS AR YA p28

26 48 : watchTowr Labs [8 Million Requests Later, We Made The SolarWinds Supply Chain Attack Look Amateur]
https://labs.watchtowr.com/8-million-requests-later-we-made-the-solarwinds-supply-chain-attack-look-amateur/

27 HEl : NTT BBA [Amazon 759 RY—ERE(G ? B XY R T Xy MBI T
https://business.ntt-east.co.jp/content/cloudsolution/column-342.html

28 48 : Amazon Web Services, Inc. [What is AWS?-Cloud computing with AWS]
https://aws.amazon.com/what-is-aws/?ncl=h_Is
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404 Not Found
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30 whign : The Hacker News FNew Supply Chain Attack Exploits Abandoned S3 Buckets to Distribute Malicious Binaries]
https://thehackernews.com/2023/06/new-supply-chain-attack-exploits.html

31 whgn : The Hacker News FNew Supply Chain Attack Exploits Abandoned S3 Buckets to Distribute Malicious Binaries]
https://thehackernews.com/2023/06/new-supply-chain-attack-exploits.html
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33 488 : The Register [Abandoned AWS S3 buckets can be reused in supply-chain attacks that would make
SolarWinds look 'insignificant']
https://www.theregister.com/2025/02/04/abandoned_aws_s3/
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