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[HLR—MNIDNWT]
HLIR—RTEF 2022 £ 4 BHR(CEURBRL RIEHREF1UT((CEATEEH. BR. Fe2NS2E0OEERBEOZLOD
PHSEFCEBEEZZASND MY 3 SEY, FEDHEDTHD. FREVINESFUTOESDTH D,

18 [2021 F£32H AT EBZDHULLR—N]
« 2021 FOEFIVF1122T I MeRIUIL 2 DOLIR— MEKETARENZ, INBICBVT. REERNETH
NTWEA>STY M BERBOIRRESN S SO ADITVEETHOL,
o BREOTIZIAVEEGKT 6,000 HHT, FEENSK] 3,500 BRI Uz, ZLDEZERT—HID)\vI7yT
(CHEANBRESIYAVITHREZLTHED. B ZRSINE 2R EL TEBRESZIAVERZRIVESE TS,
o SSBLIIVIN-TREART -9 \BIDEL TIRERBZEZBUD. BREZIEDEOT—FETChH%E
ANEDIBE. EELTHED, 2022 FHIBRIMEELANTFEEIND,

55 2 & [PCI DSS v4.0. ¥{7dN31

» JLSYI—RERET YR ECEDIRSLZBIEUR. BigRt+1UT 4RIV —LD—-ITH% PCI DSS
DO v4.0 \=23> 4.0) MRITEN. 9 FEXDDASY—N\-3>7vT TH.

o AVSADRFZIIOI4YI I REDBEFEL, 59 R-TOMZA ML Ol 1T IRIBE OIS
e, TFIUT EEBRTHVNEZEZRITIE (MFA) ZRD2ZFDT7YIT—Mfeniz,

* PCI DSS (CHEHLL COV\SHEH8(EHT/ (- D A DR RBATH EE R EN . BN BIRRESORERL T+
1)F4XRICEH PCI DSS (A TE 328, ZEHLL TORUVEIKICE VL THEF1UT (B4 - RIBRDEFT LR
H(RIIDEEZBNS,

£ 38 MMAREKRO/\vh—IA—5AIRaidForums]. BRKZEDF I LDEITA]
e 4 A 12 H. 1-0R-)UTEERT—HDEB|CHIFENTUVIRaidForums | ZBAfEUIZEREFR Uz,
 RaidForums (EFRHPOD) \wh—DRITEZE THD. BECTBREENMRWRULT —IMERaEnces
»olz.
« BHPFYZRICLBE. RaidForums ZFIAL T \Wwh—ZEFEFEUICIBIROBIDARFE 5 EZFI(CERUIED. Y
A MCFEEILIZDL THED. RaidForums DOEAZENY \wh—EZDEENORAARIELEICDRA D AT REIE(HEV. 150D
BB EREERNDE THD.
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1. 2021 3B AVIT7EEEAIRLIELR— b

1.1, #1E

S 4 A, 2021 FOEFIIF122T O MBIRULE 2 DOLR— M7 XUNTAREN EN5ORTREERN
TN ST NE BERBORTEENSTSY AVIVHE THOIL. RETEINSOI Y ADIT (BT
OHRNSHFOERZE I DERIOVTIEBINT D,

1.2. 2022 Data Security Incident Response Report

2022 &£ 4 B 7 H. 7XIhDO7ELTEBFEAT T BakerHostetler /12022 Data Security Incident
Response Report1&2F&UIE!, CN(d. BakerHostetler h’z#EUE 1,270 L EOtFa)FT41> 357> MU
EREFEDILR—NTHD, EEROEENR TENS,

(S>YADI7HEIEM]

BakerHostetler AR UILEF 1T 112272 M5B ADITVIREDEIGF, 2020 F0 27%N5 2021 £(F
37%ITIBINUIZ, FFICEBRDEFTIE. S>YLADITH 35%%ZE5HTHD. 2020 F0 20% NS AMETIEINU.

[BRESHAVWGRIAED L, 3ZH>RME]

SO LADIT7HEDSS, BREIAVEEOFS(F 511,957 KL (#9 6,000 5F) T. 2020 FFOFIER
794,620 KL (99,500 F5F) D) 2/3 TéHolz. AHHARMOFIRYEL, 2020 0 5 BHICHULT 8 Biof.

A HAB DT R(FSTHAVEEDIRAN BN DO TWS BIREIEN S W\ Z<DFEMNT -5\ 7y THEEDm) E(CRELTH
D, WBRICEP DRI NRBE CED LTI TS . CNICKDIIHHARZS IS . HEIDOZEKRKEENSID KSR
RAZISDENTERLI(CON,

3+ il E)

2021 F(F IRVF—-F7/)05— RUNLVZATTD 2 DOERTEREEREAL INEROE SN B IO,
IRIF—-77./02 - FROMBMICTT2IIEREAG 9,553,333 RBIL (§) 11 {8F)  NLRT 7R OREMIC
LTI 8,329,520 RIL (#9918 9 FRHMA) THoke (R 1)s IZHADITIIN TR T DHEMOERIUNZS(C

HEOVWTEREEREBERE T DN SV’ BEFENIAREVER I IERENKREDEZEZSND.

ef2. RERCHN ST o & ERE, IRIVF—-77./02—%FN' 3,000,000 RL (¥ 3485 FFHM)  ANLRTY
%573 875,784 RIL (#9 1 {8F) THH, BEREAESZINEADEFIKEN . RAIDBKREENE IS CBRR(TD
e —=ZNE horcalREEN'®3.

1 188 : BakerHostetler [BakerHostetler Launches 2022 Data Security Incident Response Report - Resilience and
Perseverancel

https://www.bakerlaw.com/BakerHostetler-Launches-2022-Data-Security-Incident-Response-Report-Resilience-and-Perseverance

2 88 : Check Point Research [Behind the Curtains of the Ransomware Economy - The Victims and the Cyber
criminals]
https://research.checkpoint.com/2022/behind-the-curtains-of-the-ransomware-economy-the-victims-and-the-cybercriminals/
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mim
(P R1iE:$1,000,000) (HR1{iE:$283,500) (hR1{E:5 )
. $1,588,468 $196,071 10.5H
- (thSRfE:$558,000) | (FRSRfE:$154,000) | (hsE:8 H)
) 141,383,704 $342,370 10.8 B
ESxZ - SFY—EX
(P R1E:$409,800) (R1{E:$120,892) (PR{E:7 B)
p— $764,500 $142,122 11.5H
(‘:F‘EWIEZ$450,000) (¢‘9i‘1|E:$105,000) (':F'E’%{IEZlO H)

R 1 EFRIHEEFRR

[F—SEGHICEL I _EZiB]

BakerHostetler NSZIBURIO Y ADITHIREREDSS. 24%0DTEEFBE TT —4%25TR(E TERICEENS
3. BREZ 0. INE BS{EENT —IDESE5I TR (CEREDOZTIAVEERR T DI TR, ZIALVEIE
HINFEARLT—I2LHTIEVN —EBB 2RI DTGB THorlk.

2021 £, SOYLAVITVIRED 82%N _EB B THolz. CNF 2020 D 70%HSIEENIL TS, I THEZEHERIN
DF>YLDI7IRENSS _EBZBE2MAD 89%ZHHTLVS (2020 &F(E 79%) -

“EHBENIOIRT - ITEEEICIRA DD, PXUNTEHEET -5 IESIELTRIFL. J71)V Y= -ADENIE
REIWZERZSORTIA NOREFZR/IRICTDEDM RNMHERE N TVS . TN (TBRADIRERFEOFE
. SREACOBNZ AT REMEN D DB N BIRFT (G R T — DR L2 Bk T 3 T26h Trd.

1.3. 2022 Cyberthreat Defense Report

TAJHOBAN—tF21VF(IS—F B T1 2211 Tird CyberEdge Group (£[2022 Cyberthreat Defense
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Report|ZAFUE, CNld, 2021 £ 11 AIC BAZEE 17 OES LY 19 OFEFRCONT, fiE3EE 500 ALLED
T IT tFIVT BRBAREESLUEBE 1,200 ANSDOA-I TOEIEZEEDIT AN\ —tF1UFTLIR—FTH

50

(BEESHERREOES) i
SO AT DEERZFEEBEURTEEDOEISE 2018 F£0 62.4%

55.1%h5 2022 40 71%F T 4 £ERITHI 20% LU (K ss.q0  561%

1) o SSHAYITICHU. BEOBMBISE3EENE TN, . l

[BREZINVEDTF —F1E5T]

2018 2019 2020 2021 2022«

BREIANME(TT —H%1ETTTEREZEE. 2019 F0D 61.2%

1 SYHAITPOREERIE
D5 2022 D 72.2%ETEL LTV (D 2) . o

o

R, #) 3 BIRBREBELHOTET —FEET TERVIRRICS ﬁ;ﬁof'f; e
B0 IPBLDIVIIN-TRINZERICZFIEDHTND . ROEFRRD 66.8%
O3 7%3>YADI7IN~TD—DTH3 Conti (. BREZZIAD 61.2%
ICEREDS ST —9ZET TERNOIAREBEFEN SO ZRICL
TV 2, BUEHIZEWVALOIRELENSAEEZSHADR B
AKEBHREDITFTAIRICRHERZESRU TR BEMEN DBz TH
B, UTeho T BREESZHOEENST -5 TERNoRE
EEZRITIH A BFIDOFIMTRAIYIMBIERICITIGL TS,
[Eﬁﬁ’iiﬂ\?kﬁ#] 2019 2020 2021 2022

2 F—HRETTEL

BREEZHOEEOEISE 2019 F0 45.0%h'5 2022 £

D 62.9%F THI 20%IEHLTLS(E 3), Eﬁﬁim\ﬁ%wfﬁ%
EROELIE. S LIITIIN-THIREERZEDT—FETDOR 57.7% 57.0%

BICHZEANDILT, MOBENMSERENZINDN DTN S

RO, CHTENREZINRSERECDRNMOTUVD . INZBHCT 45.0%

(C. FBI (ET>BLDIT7IN—-TNEREEZINSEZIEHEREL TV

%%
RBEBADERT(E. IOV LAVITHEICHOIIBE. REVOE

RE. FWEFEOTAN-ILREOSEIRI DEZITUENITUL 2019 2020 2021 2022

3 BREEHORLEEDES

3 8 : CYBEREDGE [Cyberthreat Defense Report]
https://cyber-edge.com/cdr/
4 488 : BreachQuest [The Conti Leaks | Insight into a Ransomware Unicorn)
https://www.breachquest.com/conti-leaks-insight-into-a-ransomware-unicorn/
> 488 : FBI FRansomwarel
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware
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560

1.4. F&H

NBDOLIR—NCEBE ZLDIREEEFT—IDN\YIPYICHEANDRESTY ADITRERZL THD . LN EF(R
EE52RVEEE. TF5HEEREINMDRELTEREZIAVZEZRBRESE TS, — /. Y LADIT7IIN-T65
REDERICHWVT. HEBBMOUNGS ZRANZ LEHMUREEZIRRULD . BREZZIEOIA ISR 0T —
HETTZIBCNEANEDTZE, 2 TESRADLSICTHH RIS PHR— MIToTWVS.

SERITEEILTVBIYLAIIT I N - TR DZN0S 7B THAIzs. JIL—TOFER(CFOS TBAFOR I hws
BB, 212 2022 £ 2 BOUI54HRIICEZ 0 PEAEAFEEEOBGREICELO T, O VBRI LS IH AT
DI —TOFEFESHIF TERV COTEICED, 2022 FEFF2H ADITRENSBIHLEAR T BENTFIEEND.

° gl BRT Y4)(RIBNRIODIIN [S5H AV FHERLETR]
https://www.npa.go.jp/cyber/ransom/index.html
Information Asset Classification: Public Page 6 of 16
© NTT Security Holdings 17 May 2022 | Version 0.01
6



https://www.npa.go.jp/cyber/ransom/index.html

® NTT security Holdings

2. PCI DSS v4.0. Ef7¢h3

2.1, =

2022 £ 4 B 1 H. PCI tF21UT125>49 - R I TFIPCI SSC ) (EtF1UF 435IV — LD - T3 PCI
DSS v4.0 (J{—=>3>4.0) Z1F’Uz.

[PCI DSSJ(FIL>yhh—REET 5%
BRI EEMEUR., BiigntFa PCI DSS v4.0
DT I ROBEETH D, CNFTENONTSEL is Now Live
PCI DSS v3.2.1 i5lE. 2024 &£ 3 A 31
HECOUIDBRNRSENSES, PCIDSS  APCLEERNE
(CEEHLL TUVVB BZEE (IETERIRAXT IS W
BB, 4 PCI DSSv4.0 #iTOHi58

2.2. PCI DSS ¢l

[t RE#D PCI DSS] ©

PCI DSS(Payment Card Industry Data Security Standard) (3L >vhh—REROTFIVT( BETHS. J
L 2w — RRBEONIEEERY -E2T0/\( - (LB 2R BT -0 TEREIRVEBEL TERESN. EEA—R
75> R 5 %t (American Express. Discover. JCB. MasterCard. VISA)A' B T5%1Z Uz PCI SSC (Payment
Card Industry Security Standards Council)(Ck>TGER. BN TS,

BART@E. BRILDYMBEOIIL DY h—R- 3 1V74 54 RS54 2 PICBVT. h—REH SRBFITEERZF D PCI
DSS A\D#EHZSRHTND

(R EF1UT(IROERE) © u

PCI DSS (&, YA\ -WEBZEDZ T LAOYRIHHIETBDIFBELINEN R Z, EARNBERFEIALL THRRL TL
3. e BERENMRBEIREEORVVIL DY M- FRET-I0HRTE, EOBIRMFICEETHI. EOLSBTF1Y

7 OHEE  HENEE PR IA 77— [RAAVMDERFAZDIC: PCI SSC (& PCI F—HF1UF( R4 v4.0 2RITLET | PCI +1U7
=R SO TVIV -] *BEZE(CLD, EE_EOFTHKEFM 2022 4 3 B 31 BT\
https://kyodonewsprwire.jp/release/202204019492

8 . AAN—RIBRET1UT1HES TPCIDSS L(d)
https://www.jcdsc.org/pci_dss.php

O HiE : —RRHETEABARILSYMES TRE-RI0BIL Sy M— REE IADEGA]
https://www.j-credit.or.jp/security/document/index.html

10 hEl : NTT F—45Eimiitivkalatt TPCI DSS HUKARS ]
https://www.intellilink.co.jp/article/pcidss/pcidss.html

o NTT F—45%imiititk ettt [PCI DSS OHE — iiREZOHEME )
https://www.intellilink.co.jp/column/pcidss/2013/071700.aspx
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TAXRNIRMENTOBRENM, EE&;SNTLS,

JRBIELT PCI DSS (3. E3kEN232TOFIEZJV7URINIEES TERVEISBEETH D, BEfEIC, WRFHT
HBINFTYIUANE V7 INFEERLTEDI DI TS, MRS BRI R EMHFATN TS, S5(C, AINERLUC RN S
DBCIESICHRZEDIENKDENTHD, BEB(COTERIBANAREVNEENTVS,

2.3. PCI DSS v4.0 [cDW\T

(BRI DD TIN—Ta> FYT K]

PCI DSS Ogi/\—>3(& V3.2.1 Téolz. 2013 D v3.0 BUE 1~2 FIURAF—N-23> 7y T#ER
BETERFMESNTUE PCI DSS ToHoleh', 2018 F(CRITINIE v3.2.1 ZREICN—>307vTh 4 FERIEFOT
LWelzsh, BREB{ENEREENTU. v4.0 (Z v3.0 ZHBDOXSy—N\-23> 7y T #EBRILTHED. v3.0 2NFHNBEZ 3L
9 9 FEADORIFFTHS.

v4.0 (W 2020 FERITFERN. XSy —/\—23> 7y HIzoT, PCI SSC iERFiDtFiUT( 2= UR
HECUWETI OB REEXToECE. BENMERIUL. B4 3 EfThN. RIEMIC 200 ZiBX 24N
6,000 Z#BZ 271 — R)I\WI%3(ITc. RERICEFBINHINDEENDIEEDR?, SEILICFEITENI,

(REFDRRICADREPYTF—R] 5 14 15

12 DB SRS BANBIEEERIN-2aoMSZEEIN TV, — A TERATITFIUT A REAS 1>
AFZ27 T492 DI REDFHUVVIREFED, 757 R-CORAMOMIGZEHL TPyI7T— Nz, InicLh. @15
DOEESLOEREER(L. Web U1 bOETOZIAWVR-S(SH I ZE M- MRIOZES, /{RIL-XDRSZE/\ 7
XFN5 12 XA(TBPITEOFHLVWEANEDIAFN.

FHTEBXINTLB DN LEINSEREDESRN SN OIEREEDEF(COVT, NIST CREHRERAMEATTAN) 074
)V ID (CB89 345> Z1800-63BI(CERLI R TH D LERDLZEAINEENS 800-63B DLALCEDE, €
F1UT LEBRTNVNTHS. ILSYMI—REET-IDOERER NI NIRTICHUSERZRDE (MFA) &R
H5%EF. BRFIREZEHOINLICEDER,

fhiCH . FEBLRBEERBOR T RABCIEENE DLV O RIRECHIS I B8, FFEOEIE - IR L ThHNs,
BIZIE ARABBHNCEI B I7A T IA—I 1DFEZ . #gsELTOI A 7 IA—IUBRTE I BFRMN GO, [RyhT—
JEF VT I (CESHRR D FRENH RV RIEDIAETN.

&Iz, PCI DSS (FEF1UT B BE Mg LOBRIDes. MGICERUEMN SNz, SEO7YIT -k
T\ AERAIDBSOEF1IT/BRCE D VWTEF YT OREFERZFNET TERHRAIVAZNIT =232 |0, ESFRAD

12 et : f jO>HILTOITRE TPCI DSS v4.0 2A\BIFEZEHRGEN RFC DZEHE)
https://www.fjconsulting.jp/news/pci-dss-v4-update202103/

13 gt f j OBILT I8k Ett TPCL DSS v4.0 ARIERBITORTS1-)1]
https://www.fjconsulting.jp/news/pci-dss-v4-0-released/

14 el : The State of Security [PCI DSS 4.0 and ISO 27001 - the dynamic duol
https://www.tripwire.com/state-of-security/regulatory-compliance/pci-dss-4-0-iso-27001-dynamic-duo/

15 e . TwoSense FBREAKING: What You Need to Know About PCI DSS 4.0J
https://www.twosense.ai/blog/pci-dss-4.0
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WEMEPURINOMILSEE ZTEERL T, BIRESREITORBBRZEEIRULAZ T PCI DSS ZXRMTESLICIB5-4
yNIZD DT 15 BAREICBUZ TERLI BIehDFEZRA I HILICID. FEMENE LEUR.

(BIDhE& 2 HAR)

PCI DSS v4.0 OEEBKREIFEITIND EEFORFINELEOTORVDTICICAZITISILIFTER, PCI
SSC (¥ 6 AFTZBEREL T BAREZESUREENOERE, BCHZE (SAQ) FDYR-IAXEOAHETFEL
TW3, BAEBADO R —Z>) OIRHBIAENEDRCRDIENS, v4.0 TOER - FEHNEIEELBRDDEFRIRTS 2022
F 6 AUBROFELLOITND,

AI/\—23>0 PCI DSS v3.2.1 M0 TORAELL T, £ 2 FERIOTIDEZHAMNREINTED. COHABITORIT
MERINTWS (K 5) . HIR? 2024 £ 3 A 31 HFX T v3.2.1 £ v4.0 DEE5THEINBINERHEND. 12
H v4.0 ODFFEAOR(CE, 2025 F 3 BETEANMETFEINTVSEDEHSD . TNIE. FKIBITBITHEELL - &8N
B\ OIH5EEERBLUT PCL SSC MNAZNT )74 R | LA IBAT I TARFIE B T D,

PCI DSS v4.0 EERA LTA*

PCI DSS v4.0 —, _ 2024%3H8318 2025538 318
F57h02 B B PCIDSS v3.2.1 # % B O HE At
F_om DSS v4.0&/iUF v EHR—k #3138 H L

el LavX# SEMYY—R

L
a1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

PCIDSS v3.2.1 5 v4.0~ QBTN

F 3 B O TR~ 0GR

FATOEREBBATOIETHY. SBFENHIBET.
5 PCI DSS v4.0 AQOtIDBZDIILS1> *°

2.4. D

PCI DSS v4.0 AOEIDEZHR$HS5ND 2024 & 3 BERE T, HEH) 2 FTHD. PCI DSS (CEEHIL TL\SHE8(EE
OfE. FHEMCEIDE R 2D TLKEN DD,

Ffc. INET PCI DSS (b tzF1U7 B - ARIEBOSE(CENTEN, NS PCL DSS ML Sy NREBEZIRET
28N RBFIUT DR EZERNREICLTED. BN BHRRES. tMORNDBMRENMDERDEICHEERATHS
HTHD. SBIC. 1~2 FTTYTT— NN TOEREIFFOTF 1T (CIEURBEELZE X SN T, AL 0D PCI

16 Hig . BAN—RNEREF1UT(HES [PCI DSS v4.0 AOHD> M)

https://www.jcdsc.org/news/pdf/2022/20220303_ssc-news.pdf
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DSS OFEATFERLERIUAINIEO T ZBERIVEE (MFA) ZHRMICBVTIL-IETDHED, TF1UT B4 - FRIZME
DOEFEPERIB(CIRIIDEEZBNS.
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3. HRERXBROI\VvH—JA—5AlRaidForumsl. BREZE DR HICEDEIH

3.1. #1E

4 A 12 B, 1-0OR-ILREKEFEAFENEN. BCROEEOEHATHEREDR F(CLD. \h—1B7R4R
[RaidForums |0 MeEASELIzCEEFRRUIZY .

FASHICE&HIzoT RaidForums D RXA>ZEDA > ITMHRURENIZEN KEIEA(E. RaidForums DEIFRE THHEIR
EBTEHZMNIVMNIIIVEFEDI Diogo Santos Coelho (UTFIII-JadseE (LXRE) 2 FIATRIBL. XKENOS
WEIESELFHRERTHILENTRULS,

RaidForums (&, B4/ /\-IETEECHIMSNITWRIBIROY —7v heU T/ \WH—DOBI TILKFISNTHD, BEICE
BAZEOHRPOBAFCEE. BUROT -5, 20 AT LAOKMESS HIBEIRMNERFTEN TUL,

=2 Europol @
oo THIS DOMAIN HAS BEEN SEIZED
The illegal marketplace #RaidForums shut down & i
infrastructure seized as a result of Op TOURNIQUET. The domm:or
(4
# The international law enforcement effort was R A I D FORU'K/}S
coordinated by @EC3Europol, & included authorities has been seized by the Federal Bureau of Investigation, the United States Secret Service, and the Department of Justice
from &, B0, - . L in accordance with a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia, by the United States District

Court for the Eastern District of Virginia as part of law enforcement action taken'in parallel with Europol’s Joint
Cybercrime Action Task Force, the United Kingdom’s National Crime Agency, the Swedish Police Authority, the Romanian

Press Release
r - na National Police, the Internal Revenue Service Criminal Investigation and other international law enforcement partners.

THIS DOMAIN HAS BEEN SEIZED

B
National Crime Agency ”' ‘
ot

6 1-0OR-ILDOY1—h 7 IR{ED RaidForums Y1 b
FRaidForums ZEAfEL 1 11° [COYA MDD RAL VFIRRENEIERFRESN TS

3.2. RaidForums ¢l

RaidForums (&, DI —V3agFE&EN 2015 & 1 BICRERUHA M THD, EIFIRICLBZEIT-)aEFEE (T 2000
F 2 BEFNROT, B 14 RISCERS, IT-V3IBEEIRIA—3 A L TIOmnipotent(l A LZRT
>R EEEEEVODBIR) [EZFEO T,

17 g8 . EUROPOL [One of the world’s biggest hacker forums taken down
https://www.europol.europa.eu/media-press/newsroom/news/one-of-world%E2%80%99s-biggest-hacker-forums-taken-down
18 h 8 : United States Department of Justice [U.S. Leads Seizure of One of the World’s Largest Hacker Forums

and Arrests Administratorl
https://www.justice.gov/usao-edva/pr/us-leads-seizure-one-world-s-largest-hacker-forums-and-arrests-administrator

19 48 : Twitter @Europoll
https://twitter.com/Europol/status/1513865516154249217
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SANTOS COELHO

.'/:]' | DI0Go
&5

i 1 02 2000 ﬁ
i
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200 OTFITO0-TZT a5%)

f

>
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H&

8 JI-VagkEDHEN— R(EFROFTERLD)

KEPEAICL DL, FHIIHFID RaidForums (&, FEADIEHR TRY I —05 — ADOITEARTF OB EH(CEZAFIRED
BX(SWAT)ZZRASE B XDvT 1> (Swatting) IBE, BF/NFTAXY MOOWTEIRSMEZITIHEL TERSNTL
oo 20 BEENHARPOERZARTTI 2T 5y MIA—LELTHRIAEN D LI, BBEENIZIBIRADT TE X
HEVRR A BHEEZ 1T - DRI TN ER AN -2y T ZARFTL TLe, ZUIREZBSNIERER T, FYA h TR,
100 8L - R L OEFERENZT — I ERFESNTL,

B, KEDIT-mobile ] Facebook]. BARDIHKREHI-I-FIES - LR IOBRM B ESHZFUsHELE
R4 BB - AN SERERSNIZT — 90 EORH DS AT AOFF RSN RTESN TL,

sau [DEC 2020] koeitecmoeurope.com - Publicly traded company- 65k - SQL

by myceliumsecurity - December 23, 2020 at 03:28 AM

New Reply

9 1-I-FI%)-ARICEIT SR

20 B : ITmedia NEWS MEREAMOMEG| TG, EREE TR AINELINZBEE 21K TOEAL]
https://www.itmedia.co.jp/news/articles/2204/21/news062.html
21 188 : Bleeping Computer [Koei Tecmo discloses data breach after hacker leaks stolen datal
https://www.bleepingcomputer.com/news/security/koei-tecmo-discloses-data-breach-after-hacker-leaks-stolen-data/
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3.3. AI-VasERBOEE

—)3IBREORIBOZIOMIE. 2018 £ 6 B. 7 M ACHBEFFZEENSKEICABLLSELIECE. KEB
(D}Eafﬁﬂkb‘b‘ok”o
KEB(E. ?&b“ﬁﬁﬁbtmi‘:)— NV REDE FiZRZIBE I 2 HIRZEUSL. IBBEORR., HEs(CRFEINTLE
FTEARAYE -2, TP EFA-IVENS. COAYIN RaidForums OEIEEOmnipotent I TH L EHERU.
%0)&0)#%}73,‘&%&(;? BAICH 3 OS5 1 A 31 BT T, KIEKEOEFZR I REOEHATHEEC
cJ:'O iﬁiﬂlﬁiiiﬁénto

—VaBBB Q2R ] [70ERT )M RFEER ] [ELNBHROZE 1. 51T 6 BV TRIREINTLS, KE]
/Eé(ul:%a:ll DIBF5REOEEMLIET(E, 2021 £ 8 A(C RaidForums (Ci%FaaN iz T-mobile OiFRIEERIRE
(EOVWTERBACNTHED . CO—HhNERIECEEH Y DfcEoMNFD— DIl EZAA NS,

3.4. RaidForums BfHE I A—S ADFHE

RaidForums (3. DI —-U3BEHREOFBEMBOI 2 BIIDICET —IN-XL5—BEEIFTRIND. FRELERE
AN#E0J4 > BEEIEDIRUFRRENTDTZEVDARET, IERCHIATEREO T,

—EBOEFIFKIE. COTANBEEZB/HIE YA MENIZOEOL TSN, 074 VEEMEDRLFRESNTVEOE, 7
JEAUTE) \WH—EDELBERZEDBIDIRFHR/N T 1w > I 2UMNI DO TRBVNEHERIL TS,

RAID:oR®

P

Lost your password?

@ Remember me

10 #EDIRLRFESNEOY(VEE(3 A 4 BER)

FIz. 2MZAHS RaidForums D#&fiiz B Y 201 MMERRELIIUIBSDIZ. EOFTEITA-S AEHDFCOFTI1-Y
—ZEHIOIELTHD, HIZE, [AIEFHNFIZEUIZIRaidForums2 J T, I -VagskED7H7> &l Omnipotent | %

22 {88 : Krebs on Security [RaidForums Gets Raided, Alleged Admin Arrested)
https://krebsonsecurity.com/2022/04/raidforums-get-raided-alleged-admin-arrested/

23 188 : Bleeping Computer [RaidForums hacking forum seized by police, owner arrested/
https://www.bleepingcomputer.com/news/security/raidforums-hacking-forum-seized-by-police-owner-arrested/
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2FEDI1-Y—H\ RaidForums2 ZIME I 2ESTIAHZITOTVD, (COESTAHN GO TIT-)3TEEE (FBEIC
BIHINTVSI. BEKBECLDEDEEZSND)

Hello I'm Omnipotent

ﬁ Super Moderator #AF RaidForums MA—3—0mnipotent T, CCTREIOTVWBIENIFET.

' 2 8.0 . 0.0 1
INEZHLUEI . RaidForums2 (FZRBASLLTOS IR T, ZERUTLKTUL,

Hello. I'm Omnipotent the Owner of RaidForums. I like what is happening here and I support it, RaidForums2 is an amazing project that will prosper.

11 RaidForums?2 [CIEfa&h/z Omnipotent 2&R/31—-H—DEEiAH

—BEDOIIREDOEFR I T - OB A5, FTETA-SAOF TEROLZEADI-F-2EBLTLBIELENNZD
M. [Breached (B4 BreachForums)1T#d. COHA M RaidForums T/&EEIL TLZ/\wh—T pompompurin ]
HBEERUIZBD T, RaidForums Ot 1—H—0 172> TV Dh. B4 M RIZBEPH#fE%Z RaidForums (C&BE
TYED TS, Efz. 1—0R—)LAY RaidForums ZEAFEUIZCEZ RIS B2 YA — NMORIET D HZ T, pompompurin (&
[Breached T(& RaidForums Ot 1-—2EB I3 IEERDLIRYA/ - iToTWVS (K 12) , ER.

RaidForums T/EEIL T2/ \wh—ER— AMERBONZEIEN Breached (Ci%iR%1ToTLV5,

5 mom-hq 2H
%“_&' {5 @EuropolZ A, @EC3Europol = A

Damn, that's sad.

Anyways, join my forum today. Offering everyone who had a rank on
RaidForums their rank back free of charge. Read my announcement here:

Welcome | BreachForums
Hello, welcome to Breached (Aka
"BreachForums")!l've created this forum as an .

12 1-0R-IADREYS—TEDOYS MER

3.5. ¥

RPN \whH—ZCFIREN. Z{DEEREB|DIRZER-O RaidForums (. A—F—hh&ifan. Y4 MBS
NBEVOFEREICESIN, RSN I - 3aBRE IR EIFN I 14 RODETHOZ. IOUILRRREE DT HE
ZBITEEEALHDIRIBNE S TVRWCED. IBFRICFE2RDIERD—DEEZBN S,

Ffo. BPIZRICEBE. RaidForums ZFIFL TUV \wh—Z(FEERUILIBER DB DERFE /3 A2 STz ICERUIED. fhat
A MCFEEILIZDL THD. RaidForums DOEAZENY \wh—ED/EBNORHARIBELEICOBA D AT REIEFEVEL TS, 5

24 {88 : Threatpost [Feds Shut Down RaidForums Hacking Marketplace]
https://threatpost.com/shut-down-raidforums-hacking-marketplace/179279/
Information Asset Classification: Public Page 14 of 16
© NTT Security Holdings 17 May 2022 | Version 0.01
14



https://threatpost.com/shut-down-raidforums-hacking-marketplace/179279/

® NTT security Holdings

EENIBIROES1%E. )\Wh—ZDES 5| ESHEEMRNDE THD.

Uk
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

IHINTAOTH—EREB OSINT EZAUSIF—LA
A=JV7RLAR : WA_Advisorysupport@ntt.com
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