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WEE (L MirrorFace LapEN TUVD . ARFNESNTARBIELA— LTI TPAIVEN S, BEFEHOBHREE XD
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DEILTIR, STOULEPROBILITENT. SREMWHIZLS DAD I & HEFREFTEROSHERO BN CHONIL TH, J58OSIC SNS WEELTIIEL. WHEEICHUECIERL T S0,
SRR BICEIT. SEOIHHEBMLRL EIFET,
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! B8 : ESET [APT J)L—FTMirrorFace INB ADBEARWAEIZICEITUR LiberalFace /RO
https://www.eset.com/jp/blog/welivesecurity/unmasking-mirrorface/
2 488 : AVAR2022 [Behind the MirrorFace mask: LODEINFO malware interfering with Japanese elections]

https://aavar.org/cybersecurity-conference/index.php/behind-the-mirrorface-mask-lodeinfo-malware-interfering-with-japanese-elections/

3 g8 : ESET FAPT J)L—JTMirrorFace Ji' B ADBCAEUA%AZHICEITUR LiberalFace /EEkDsEHE]
https://www.eset.com/jp/blog/welivesecurity/unmasking-mirrorface/

4 488 : Kaspersky Labs Japan [EA%ZE33)LI17 LODEINFO DFffziiEEH]
https://blog.kaspersky.co.jp/lodeinfo-sfx-downiissa-2022/32710/
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RO —IREEZRUIED., SB(ICBIDTIVI I 7%= 0— RUTRRREEIEN T BENTED ARL—F—-DiEENZ BT B
$(C LODEINFO NXILII7(E V) =223y hOFvTFv. F—0F>7. TOTROBREIFRT . TP/ OHEBADIXE. T
7AILDBIIB LUV ROETEOHEEZBI TL\3,

LODEINFO ¥JLY17(d. BARERNOZFEN(CREL TERINTLS, 2019 £ 12 BLUERSESACN-2a> 7y ITHiT
PNTHEY’ SEFTEEIAMPICE v0.6.3 £v0.6.5 MERZNL (K 3) . 1&F] - AT EOHEREIB NI AR H
REDEIREN /N -S> VYT TITON TV, SEFRESEREN -2 7yT 35V TED. IREBOR I S8HB I
ITHEREEDIRLTLBEE ZSN TS,

> 8 : kaspersky [APT10: Tracking down LODEINFO 2022)J
https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-i/107742/
https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-ii/107745/

6 H# : Kaspersky Labs Japan [BA%ZMETZYILDIT LODEINFO OFffziiEE)
https://blog.kaspersky.co.jp/lodeinfo-sfx-downiissa-2022/32710/

7 HE8 : JPCERT J—F4%—>3>t>4— X)L LODEINFO MiEft - JPCERT/CC Eyes)
https://blogs.jpcert.or.jp/ja/2020/06/LODEINFO-2.html
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BERGBECEI Z DTUIECS INEMRICIEESNTLBR I7IVERORICEEAET- O —XKEBIER (jtd) A
BENTV, INBOZENSE. MirrorFace (FIREXISRE B ACREL TEEIL TLBEEZBN TS,

1.3. APT10 ¢ODEdE

IS MirrorFace (FPEEEZEA TN -KEE T, HACHL LA Z B ERE#BZZENICLTVSZEN DD
2TLV%. LODEINFO YILII7DEREV I EFEMENBIIREY )L — T APT10 LRELIMENSDD. B&EENEED
nTws, °

APT10 (FHFEERZEEP(MSS)DXEREREZEFBDRE T (CHDILIHETEEINTLSIIL-T T, 2aked 2006 FH
SIEEIL TS, tF1UT(BEROT —IN-2%EIET S MITRE tH(EFEL OFAENS. APT10 (FEE. BHE. MZEF
BH. £fl. BE. /\1477./05—. IxNF— BLUBUTEIP 2 RANARIEL TEDRHCBEADE#Z & v (CiE>
TV, LigEmDIITLvg, 1

8 H# : Kaspersky Labs Japan [BA%ZMETZYILDIT LODEINFO OFffciEE)
https://blog.kaspersky.co.jp/lodeinfo-sfx-downiissa-2022/32710/

® W# : ESET [APT 4)L—JTMirrorFace I B ADBUAEHA%AZRICEITUR LiberalFace /EEkDsEHE]
https://www.eset.com/jp/blog/welivesecurity/unmasking-mirrorface/

10 488 : ESET FAPT 4)L—JTMirrorFace I B ADOBUAEHA%AZRICEITUR LiberalFace /R DsEHE]
https://www.eset.com/jp/blog/welivesecurity/unmasking-mirrorface/

11 4488 ; MITRE ATT&CK menuPass, Cicada, POTASSIUM, Stone Panda, APT10, Red Apollo, CVNX, HOGFISH, Group G0045)]
https://attack.mitre.org/groups/G0045/
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HAROBATHBICEE (> I5F 2Bz APT10 FOEEINREHVTED, AR MERUIARRI BN )LV
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TIF EEQIEEEE PEFRRON AR IREN B LN GOk,
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12 RE  SMEE THREANLERESS APT10 LWDNB L —TLERYA)I-IRBOVT (HMEIREEHEE) |
https://www.mofa.go.jp/mofaj/press/danwa/page4_004594.html

13 488 : JPCERT/CC [HA/{-LAF1—Bk (J-CRAT) SEBNANR[2022 4 _E¥HA])
https://www.ipa.go.jp/files/000106897.pdf

14 18 : FireEye [RBEOHHAS | AN\ -BRIEEZ]
https://www.fireeye.com/blog/jp-threat-research/2019/05/framing-the-problem-cyber-threats-and-elections.html
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15 et SAEEE [FENEREAERTESR]
https://www.kantei.go.jp/jp/101_kishida/statement/2022/1216kaiken.html

16 e NEER ERTDEEEHERCONT]
https://www.cas.go.jp/jp/siryou/221216anzenhoshou.html

17 g8 SAEFRE DIGITAL YA /N\—THEIBEMIREE |TTHEC 4R 3 X2 HEBIAIBATH 1% BASE ]
https://www.asahi.com/articles/ASQDIJ6WF8QDIUTILO1X.html
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18 et pHEE TERHEEREE (MR) |
https://www.cas.go.jp/jp/siryou/221216anzenhoshou/boueisenryaku_gaiyou.pdf

19 g HEEE YA N\-BHHEEEESA. BUT 24 SETE TR
https://nordot.app/9681193168241459207c=302675738515047521
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20 B SESEETRIAS SA> TEEB Y )(-B5EIK] 5 4 0 ABBBATRE -PEG 1 7B A JLEEFE6 8 00 A
https://www.yomiuri.co.jp/politics/20220317-0YT1T50257/

2L PSS BER [EEBROY AN\ -KBAOMIGCOWNT]
https://www.mod.go.jp/j/publication/shiritai/cyber/index.html

22 (s RIS [YAN\-FE8. 2 HAMMEC [HEBRIB51H RS ZBsEA—BHEA)
https://www.jiji.com/jc/article?k=2022120600973&g=pol
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3.2. Royal SYYADTFIN-T
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JIN—-TTHhd. 2022 £ 5 BISEENZEIEUIE Conti > B ADIFIIN—ThaINIUzEenN 25 )L—-JT. 9 Bh
SIEEINEURIEN TS,

2022 F5 4 MHHIOREY 1 NISTsFEve ST UIce A, Royal (& LockBit (CHEWT 2 FBICZK (K 7) .
EIHEU TRV —TTENMNNS TN ZEEL TVBENHER TED . IEBMOZ(FHREDNEVRBEITRZET
Hd. CNE. JOZTIIA T4 > ORE(C SO TRENSOE S TiEEIZIE LU Darkside S>Y AUI7EZZENICL.
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23 188 : Bleeping Computer [Royal ransomware claims attack on Queensland University of Technology
https://www.bleepingcomputer.com/news/security/royal-ransomware-claims-attack-on-queensland-university-of-technology/
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(K 8) #H&LTEIBL. BREZERT S, 2022 F 12 AOKBEESH Intrado DIFESEAFITIE. Intrado TH
HURBEY-EXZ0BEEIEDEEOREICLZENE Royal (FFEIRL. BRELLTRAIC 6,000 5 RIVEERUE
ELWDNTVSX, RBEDA MAERLIZECS. BBOHIC Intrado NSERERUIZIERSCE LB 0/ AR~ NERT
—FEN RN TV, (K 9. 10)

"4 READMETXT - Notepad2 (o0 s
File Edit View Settings 2
DGad 9 v nsi@ax oL e
1Hello!
2
3 If you are reading this, it means that your system were hit by Royal ransomware.
4 Please contact us via :
5 http://==™s e g Tn S E . OpEae g T T = ohal TN =0 S0geg me T8 onion/xxx
6

7In the meantime, let us explain this case.It may seem complicated, but i
8Most likely what happened was that you decided to save some money on you
9Alas, as a result your critical data was not only encrypted but also co
secure server.

10 From there it can be published online.Then anyone on the internet f
journalists, Chinese government(different names for the same thing), = “

11and even your employees will be able to see your internal documentati —Q(Iﬂﬁqméﬂkkb‘U@(\
internal Tlawsuitsand complains, financial reports, accounting, intelle . S N

12 A4 (TEFEENTZ, 125 -y hT

13 Fortunately we got you covered!

14 NEENNE F-I%y b OILTEE

15Royal offers you a unique deal.For a modest royalty(got it; got it ? ) f

will not only provide you with an amazing risk mitigation service, b\‘ %H%@WEB'I%ﬁE’&%Bﬂéo
. THE

16 covering you from reputational, legal, financial, regulatory, and insura
provide you with a security review for your systems. N - w N g
17 To put it simply, your files will be decrypted, your data restoredand ke ﬁ/"z t@Hﬂ%“Lmbﬂ(I\ a-DH'Jr'—B
systems will remain secure.

(BH) callzgesdmsntTung
URL (GEBFEL TN, BEIEEDT

18 DIy IUSE TSN, HREEIRETE
19 Try Royal today and enter the new era of data security! R
20 we are looking to hearing from you soon! ¥U(I§ﬁﬁ}§‘cg5k55o

Ln20:20 Col43 Sel0 141K8 ANSI CR+LF INS Default Text

8 Royal B#EHEBED PC [(HIFNREERATE >

Q7] Dember  INTRADO

’ PROOF PACK - internal documents \ passports \ employee driver's licenses

PART ONE - Finance \ HR \

10%

Website Revenue
Link $3.5B

Employees
Link #1 10772
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24 188 : Bleeping Computer [Royal ransomware claims attack on Intrado telecom provider
https://www.bleepingcomputer.com/news/security/royal-ransomware-claims-attack-on-intrado-telecom-provider/

25 18 : Bleeping Computer [New Royal Ransomware emerges in multi-million dollar attacksJ
https://www.bleepingcomputer.com/news/security/new-royal-ransomware-emerges-in-multi-million-dollar-attacks/
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Royal (FRIAVDFEREBREABEUILT 193 2T A=y NIED, EE&B;EN TVSBEEE S (OEIZZIET . CD
SO AROYIR— NEONEBEEEIEZFE I DT 1> > ) %A= IWINYD - D495 I EF57, ZUT, Royal (FEFEZN
(FTEA-TYMEERLU. VD171 AD=ILERBREL Ty MIBIFR I HBIANEA TS,
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Royal (& Web [LE&EEERALUTIINITTOEUEZITINIINGA S YD EEA LTS, TeamViewer. Adobe Flash
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26 88 : Bleeping Computer [Callback phishing attacks see massive 625% growth since Q1 2021]
https://www.bleepingcomputer.com/news/security/callback-phishing-attacks-see-massive-625-percent-growth-since-q1-2021/

27 488 : Trend Micro [Conti Team One Splinter Group Resurfaces as Royal Ransomware with Callback Phishing
Attacks/
https://www.trendmicro.com/en_id/research/22/1/conti-team-one-splinter-group-resurfaces-as-royal-ransomware-wit.html

28 HE : OCN TVEPEBOWBFAL | ? RyNASEEERRULZEG T RABEROT]
https://service.ocn.ne.jp/ocn-security/case/column/20150709.html

29 8 : CrowdStrike TWHAT IS MALVERTISING]
https://www.crowdstrike.com/cybersecurity-101/malware/malvertising
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30 488 : Microsoft [DEV-0569 finds new ways to deliver Royal ransomware, various payloads]
https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransom
ware-various-payloads/
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BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT 1TH—EXER OSINT EZAUSTF—1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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