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[HLR—MNIDNWT]
HLR—RTEF 2022 & 9 BHRCEURRL RIBEHREF1UT((CEATEEH, BR. F2NS2E0EERBEOZLD
PHSEFCEBEEZZASND MY 3 SEY, FEDHEDTHD. FREVINESFUTOESDTH D,

25 1 ElUber tt0/\wF > I E]
o Uber #th'\wt>4JJ)L—TTrd LAPSUSSICHEAIRY NI —IAEB AN, ZEDHNS T LAOHERZENN
JRE =L TNz 1Sy N A e) el
» LAPSUS$(E. MFA IEHIEZEDY —v)L)\vF> ) ZBREL TS E SRR 232 I 2 F 52558 U. Uber
HAINIBINET Microsoft, NVIDIA, Samsung ELDEZ OB ZRBAEEADRERACESUTER,
o LAPSUS$HEELTEY—vI)\WE I T AIIT7I N —TECEILEZBNIHD. BFOY—-vIL)\v+
B T 1Y —HEPLERZIDRLE VOl Rz ML TEMI DN EE THD.

E2 BTV NWNZPHIOAN-IREZIBH(C. 15> DERMHEEZRIA]

e 2022 7 B. BFR—4) e-Albania.al i"A N\ —KE(CLH>T—BHE LU, BE 9 B. ZILNZFEAT(E.
COWE(ATONESUIEL TER Rz FERUL.

o Microsoft #tDBH(CLDE . IRBEZEITUDE, 17> DIEHREZEMREE (MOIS) BT (CHD 4 DDIIN-T
T,

o ERNBHAN-WENESHNRWELRFHRZISNZENNREDP, U4\ -WEZIBRCEZNIETS
HFRYOBRENEES, WEOSEMHEZOHUVERBOY A/ -E(COWT, EFFIBPEEZFDLEHHws
BB TKBEEZAND,

55 3 EAKBAT. BUFHERENTRE T2 VI N1 7 (et 1T 3 iR &5 413
* 9 A 14 B, XEFITHERFERE. KEBUSHENCRIZEIZYVI N7 OOWTEF 1T/ B4 2581(E
IRHA19AEFEKRU,
o FTLLWINII7ZDEARIC, FREICTZE2RVINIITHREIL-LD-71E[VINIITH T34 F1->+11)
FAHAH DRV EESFUTWBE ST R ENREICRD, o, ANEFIC, YINIITEPGRER (SBOM)DIRR

ZRDBELTEDLIICOI,
o COAAHVRASBATHBEIZII TR, — AR PZEOYVI NITV7ERFIBICHIIZTF1UTEEICHEII TN D]
BEMEN'SD .
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1. Uber HO)N\VF I HE

1.1, #1%& ¢

2022 % 9 A 15 B, BeBY-EXEZFHNID Uber thY \wH> I —TTHd LAPSUS$DH A\ - EE %13 T
HARYRI=DIBASN, ZLOHASZT LAOERZEDNIZZENBASMNCRO (K 1) . Uber HDLSBLEZR
SBE(MFA) CSFANIERTEHEDI AT ATHOTE, Y—3vI)\WF D) ZBMESNBEH AT AT ADEEFTRASNTHE
FIESEWS L SEIOSBHIEERAUE.

— Uber staff = posted a comment. Sep 15th (5 mins ago)

UBER HAS BEEN HACKED (domain admin, aws admin,
vsphere admin, gsuite SA) AND THIS HACKERONE
ACCOUNT HAS BEEN ALSO

1 )\wh—h"Uber $tAA®D Slack [CEFAAEIRTHA

1.2. Uber EADY—=4ILI\WFIIICEBEA 3 ¢ 5

WEE(L Uber O AT LAOYTSAFI—IICBVTEHIHICLD, SATLBFROBEEE (UUIT. AK) ZiBE-ork.

WEETFT. A K Uber DI AT LARICTITA T DIzHDREEEHR (FHIRINZAT—R) ZAFUlR. B4R
RAFHEFBASHTIBRVN, I-I91T DIy N TEBAURENEZEZSN TS,

Uber #1025 A& MFA 2B AU TV\3128, SREEBIRIEG TEOJ 1> TERV, UNU. IRBE(Z/(XD—-RANICEL
2001 Vst TZHEDIRL T MFA DiEX1% A KOIRKICAIEBFRREETIIWIZED. V- v)\wE I D—FETHD
MFA JES B2 (T, 0J1>UESEUTR,

SH(CIHEEE (T Uber DY R— M- AICHAZLT SNS O WhatsApp #3EU T A K. ASBRI>Z2IUITEBET

DFREED ST IUIEBE T BENST RINA 2D AT — DX 18, A KIETNICERENT MFA 252U MFA RS INEE
(zt)iSzI}JL/T:°

Uit . BAEEFEIUber ADBAN-IREE, )\wh—E’I5THZ IBE5H
https://www.nikkei.com/article/DGXZQOGN201D60Q2A920C2000000

2 88 : TwitterT@vxunderground)
https://twitter.com/vxunderground/status/1570597582417821703

3 W8 : Uber [Security update | Uber Newsroom/
https://www.uber.com/newsroom/security-update

4 H# : Bleeping Computer [Uber hacked, internal systems breached and vulnerability reports stolen]
https://www.bleepingcomputer.com/news/security/uber-hacked-internal-systems-breached-and-vulnerability-reports-stolen/

> HiEE : Twitterf@hacker_J
https://twitter.com/hacker_/status/1570582547415068672

® 18 : Malwarebytes [Welcome to high tech hacking in 2022: Annoying users until they say yes)J
https://www.malwarebytes.com/blog/news/2022/09/taking-up-the-slack-on-fatigue-attacks
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EE(L Uber HORYRI—IICEA LR, SHICAMORZER T7HD> MU T\wF> 2R BRIERICZIUT~
(CEFNLI-YT-BE)/RT-FZEHEUHU. G-Suite 1 Slack ZEUZ<DHAY -)LOEBEHERZF(CANDIL(C
RRINUTZ,

9 A 15 H. Uber #h\wF+ > JHRE(CE S 2T AMEZ B IENMEEB D SNS FENSBESHNCROT.,
3 16 BIC Uber . RABE(CHICHRTHDIE. . Uber DI—H-DT7HD> MIL v h— NEHRZFDRE
FHENBNCELEFERUR.

1.3. Uber ZIZUJ LAPSUSSICOWT

[LAPSUSS$D%5#]° ° *°

Uber fEAD/\WE (&, J\WF 2T I —TThHrd LAPSUSSHBEIEL TLVBEEZSNTHD, Uber HEEEZEICDOLTD
RRCIEEZ LAPSUSSICEIEMII TS,

LAPSUS$(Z. F(CRED 10 KODESHWISEMTEEIL TV I I —TEHFSNTVS, 2021 FERNSEEIL.
ZNZET Microsoft, NVIDIA. Samsung. Okta &L WlEZHOBRRBAREEDIATLINRALREASU. BEHHUE
1B REIDEFELC. BEEZOILEL TS, BEULIBERZFTOCH IITRNHEREINTLSN, BIGPEXHN
F2RBAICEEIRA BV TORVESICR X 3L Palo Alto Networks LTS B ADBKER% Twitter 0
SNS TEERTRLMERINTLRIENS, EFILDEIERARNHELEZEZSNTLS,

LAPSUSS$DIEAIC(E. ZEBZRBEEZY —vIL\vF ) TERIE I ZFENSVCENBICAI, FREAEEES T LD
Okta (BAURKRICIF 4 (& (Okta AAT(IRC) Okta DEER(CUNEBRA RV ERATHD. & Okta Dits
3L ERBAZFIFAUTVIREEZIH> TVB L Z(EFDHN U EIBAFEN TV,

ZOTI—Th LAPSUSS$EL TATEHEADEZR A EEN 2T ZH1E. BRAENST1vS I TR Twitter 7HD> b
w17 EDI-TYNIFEREENEL TWECENS, T1vS I ZRINE BRI DL B RPN Z iR A 255,
V=39 )V\yF > ORAZBENVZEEZSN TS,

[Uber #@ADEIL]

2022 £ 3 B, EOO>Y RO HER(F LAPSUSS$D/) WA JICRARULIZELT 10 RODEE 7 NBRFEULN, 9¢
(CRBZHEIRU!, TNHBEIFEERO 9 A 22 H. OV ROMER(F) \WH I BRET 17 RODEZRBULERERL
e (E 2) . OYROHERNMRRUCERABICE 2 HFORMEMPERNGDDIIENS. CODERF 3 BlICREINT
DEO— ADETREMENSHD. S5(C. Uber HADERADEILTREBUVNEHERIEN TS,

7 88 : Uber [Security update | Uber Newsroom)]
https://www.uber.com/newsroom/security-update

8 488 Palo Alto NetworksIZRiCBIF31E#R: Lapsus$FIL—71
https://unit42.paloaltonetworks.jp/lapsus-group/

9 H#8 : Krebs on Security [A Closer Look at the LAPSUS$ Data Extortion Group)
https://krebsonsecurity.com/2022/03/a-closer-look-at-the-lapsus-data-extortion-group/

10 e : Krebs on Security [The Original APT: Advanced Persistent Teenagers)
https://krebsonsecurity.com/2022/04/the-original-apt-advanced-persistent-teenagers/

1 e : BBC News [Lapsus$: Oxford teen accused of being multi-millionaire cyber-criminalJ
https://www.bbc.com/news/technology-60864283
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Uber #t2IREE LTz E5R I3 AM(E New York times (CFU. /\WE I DOFEHLDT71 ) &2 RA TEDE 18 D)\
N—THILIRNRTHED 2, RSN FEFIHE L, FZERFHAC, Twitter F Tl TeapotlE&2FTED/ \Wh—H AR
— L3 —XTGrand Theft Auto |DOFFEIT T3 Rockstar Games fINEAUBFIEHREREL TLVBH. Teapot
t Uber ADIBITICOWTEEYTHDEE— AYPEEZSN TS, TeaPot (£ 9 B 22 HOWA — MN*Z&#&(CH 2 BRL
EUTHED, INEFO> RO HEBR(CLDRBORFEAL FFE T D, 8. 10 A 5 H(C TeaPot (MRIRENcCezFHEER (K
3) LTHED. cNF EEEnO> FOMER(CLDER M - RIRZIET LHPND,

City of London Police &
@CityPolice

Teenager charged with breach of bail and computer

misuse offences ‘
J A — NEEIER - teapotuberhacker
i - ‘ @teapothack

| was released from temporary prison. They took all my

Detective Inspector Michael O'Sullivan, from the City of London Police’s i ! H P
Cyber Crime Unit, said: “The City of London Police arrested a 17-year-old in EIECtrOQICS from me. I'm gomg to have a trlal in court.

Oxfordshire on Thursday (22 September) on suspicion of hacking, as part /1 — 8RR
of an investigation supported by the National Crime Agency’s (NCA) National L
3 s ! e - FH3:16 - 202245108 6H - Twitter Web App

Cyber Crime Unit (NCCU). He has been charged in connection with this
investigation and remains in police custody.
3 RIRZWETS
[TeaPotlt&%3)\vh—0D Twitter *¢
“He will appear at Highbury Corner Youth Court on Saturday 24 September
oz (R : —BSOIRRITSFRDSIRBEN 12, B5 3 OB Fisae
B pOLICE 2T LT, EEHHERIBILBOTND)

B

“The teenager has been charged with two counts of breach of bail
conditions and two counts of computer misuse.

F1%3:04 - 20224295 24 - Twitter Web App

2 OYRIHERICLIVERIBOER

1.4. Y-3vII\VF2IADX IR

LAPSUS$DEIRINEE (ST (. BITDYV I \vF ) = E @MU RN ETH S,

FI. ABIREL T T (XL MFA IS IEND, EHEZED (OB B DFIEL VDR OB ECOVWTHE
(CHBZEML. WBECERZENMBIENMENLIITTS.

ARSI SRIZI TS ERPDIEDRILEWMNE TH D MFA IRFHEMFHKEL T Microsoft #(&BEtD AzureAD ®

12 et . The New York Times [Uber Investigating Breach of Its Computer Systems]
https://www.nytimes.com/2022/09/15/technology/uber-hacking-breach.html
13 g Twitterf@hacker J
https://twitter.com/hacker_/status/1570582547415068672
14 g Twitterf @teapothack]
https://twitter.com/teapothack/status/1573057296166436865
15 g Twitterf @CityPolice)
https://twitter.com/CityPolice/status/1573281533665972225
https://twitter.com/CityPolice /status/1573553836802936833
16 el Twitterf @teapothackl
https://twitter.com/teapothack/status/1577724339616899072
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[UZRIN=ZDEAFET RS — 18R IBEEEZBNTULTULS (K 4) Y, COMEEE. MFA OIBAIMAE EFRRS
NZ2ZEERAE. IEROI-Y-N0J1 > UBR. BN NRAD— REEZRDIMEEE THD. MFA RFKEZZ (T
TVWB 1Y -FEE() (RD—RBHEREN TS, NAT— REBICLLDIREE MEO TV RAT— R2EME I 2L
T, WEH(LD MFA OZEROBFRINLIEED, MFA JEHEZHIETES,

SREEBARICOVTE S 1@AINS . MFA IS IEDHIRST Iy I EDSFEFRY —SvI1) \wt T EADM
AMEZDHDIHC, imROIERE L ERRI ZHEHFENEIEREE (FIDO2) ADOEIDEZZIREIL TUVAETH D,

Sec Identity Tech
Sec Identlty Tech JasonM@secidentitytech.com

JasonM@secidentitytech.com Update your password

Since somecne else may have access to your
account, you need to choose a new password. Don't

Your account is at risk g 0sE AN :
use the same password that you use for other sites.

To help you—and only you—get backinto | | seeeensennn
JasonM@secidentitytech.com , we need to verify

------------

your identity.
Cancel RN @ | 3200 | e
_sonin_|
4 WEOTHEMEOENEELS, /(A0 - REEHHE
1.5. Lo @

15 —#E>TERIV—>v)L\vE I OFBEREFTUVEDTIIR, 12N, TOFRIBICEDEFRmAHING
MFA JRFINE(L. EOLSRRRBECIUTEICRANERETHD,. —EMINT ¢ BEDRECETRASINTUEILE
LAPSUS$OIRZE(LEERALTZ.

MFA JE55IRZE (L LAPSUSS$LIAL TH. 6 BOIIYADIITIRE ) ) —FCLBEHBNS Cisco DI AT LANDEA
(CBVWTEANAHFSNZFHREMEINL THD. 5. BROFEMEDI P AVIVEE., S5(CEEFREERICUIK
B(HRASNTUCE] RS EETE TSR,

MFA IR IREN T ARINIZELTH, FRIDY =9Il W MRHHENTBAINZAIFOIHFEEINS, &=
FOY—vI)\WE I EBICERMU. 1- Y- (CIREFEOVTORBE ML TEML . F2BRPABADMIA
HEEDHET TOCIRIBETHD.

17 488 . Microsoft [Defend your users from MFA fatigue attacks - Microsoft Tech CommunityJ
https://techcommunity.microsoft.com/t5/microsoft-entra-azure-ad-blog/defend-your-users-from-mfa-fatigue-att
acks/ba-p/2365677

18 el : WIRED [The Dire Warnings in the Lapsus$ Hacker Joyride]
https://www.wired.com/story/lapsusdollar-uber-rockstar-breach-multifactor-authentication-weaknesses
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2. PWNZ7HYAN-RZZEHIC. 15> EDEZMhiEZRIA

2.1, =

2022 £ 9 A 7 B, BI-OD)OLI>HSAIEISZ7IVNZT7H BF 7 BICRBTEHAN-EEAT2ICLD
XEERWTCODREL T, A T2EDERMHEZFRRUL SEIO—HE BAN-IREZEREL TERZZRtLIYI DS
FlEEZSNTVD. PILNZT7 (FAERPEFRFIHEAE(NATO)DNNERETH DD NATO PKEH SOADIFEEOT )L
NZPA\OZAEERAUL.

plAeyay . - T

5 PIINZ7eA5>DMER R

2.2. 132[CELBTPNINZFADYA N - ZE

2021 € 5 B, 7IWNZF DT Ty IA— L administrata.al OY—/\—-h(35>REFHFBNZT I —-ThsH4)(—
WEZZ, TNHS 1 F40 2022 & 7 A 17 B, SEQJBHRIR-4)L e-Albania A N\-E(CLHT—HHE
LEUTER, COBRFR—AIUE, ERERDO, HEOZIAV H2RIE, SIBERBORITRE. [HY-CAOKE%ZT
IWIZ7ERICERHU T,

KEETIWN\ZFBRFEABZITV. COBRBEOBSRICEI MRS &R TH. 9 A 7 B, ZIW\Z703Y&EHE

19 Hg8: Security Boulevard [Albania Breaks Ties With Iran After 2022 Microsoft Investigation of CVE-2019-0604)
https://securityboulevard.com/2022/09/albania-breaks-ties-with-iran-after-2022-microsoft-investigation-of-cve-
2019-0604/

20 {8 EURACTIV [Albania has two countries in crosshairs following cyberattack
https://www.euractiv.com/section/politics/short_news/albania-has-two-countries-in-crosshairs-following-cyberattack/

2L 488 Exit News [On May 1st, Public Services in Albania Go All-DigitalJ
https://exit.al/en/2022/04/30/on-may-1st-public-service-counters-in-albania-go-all-digital/
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(FETARSBATA 5> LDRIRZ ZFHERR?, [T 42 (FEIEEBIMRICHD NATO ([SEHIL. RIBORMORERZHBUI. B
FEEERE, 1 IEONZEHROIR T ZEL(SREURL IEBA?, 415UV BEXEEERE(C 24 BFREILUIADE
MR EZER UL TNUSHUATOAMFEER A SO AN-EBZITOIE WS PINZ P DFEREEEUR, FTILNZ
T ORRAEEZIEEL . BRI REZEHIURL.

WIRZFERED 9 B 9 H. 7N ZVEROMREBIREES AT A(TIMS)IHAN-IRE(CIO T, 24 BEfFLEUR.
TIWNZFOIRXEBEIARLONT, [7 BONF ) %RTUREERIUIREE ICLBEEO Y1 — N>,

TIWZTFEROFEHA LN ASLBGEEVSIEREHD. 7V ZTBRFEA RS LAERZIBZ DA 5> DR E TR
[ARLSYET =2 I(MEK)DT anE 2 KEOMRFECEIERIIANTED BETHSA 5> EFERRBMRICH Iz 7ILN
Z7EROZKF. CORBEASUCLDIMIE THOLEEZI TS,

2.3. 15YONYH=II=T 27 2

TIWNZPERFE A S2EORIERZOREAT, 7 BOBRR—IAOREC(A 5> DERN =2 Z (T 4 DD/ \wh—
II-THESU TV ERKRURL. #HERBE(CH U Microsoft #OBHICEDE. WINDTIL-TEAT>DIEHRE
2REE (MOIS) BTFICHD. BELTTVINNZFTBIFOS AT ANMRAL. SOV ADIVIRE - T —SE5EE RI1TUR.
SOYADI7 ORRGPEBERECFRRSNER(E 6)(Cd, 7ILZVBATFICESD MEK SKEEZHIHR T2 Xy —IHEHTL
oo 1SUNCLBRBZRETHEDEEZBN TS,

22 g O45— [7IVISTHASIEREE. 7 BOYA)N-IZEKD]
https://jp.reuters.com/article/albania-iran-idJPKBN2Q903G

23 @i EURACTIV [Albania cuts diplomatic ties with Iran over cyberattacks)
https://www.euractiv.com/section/politics/news/albania-cuts-diplomatic-ties-with-iran-over-cyberattacks/

24 4@ REUTERS [Albania cuts Iran ties over cyberattack, U.S. vows further actionl
https://www.reuters.com/world/albania-cuts-iran-ties-orders-diplomats-go-after-cyber-attack-pm-says-2022-09-07/

25 {81 CNN politics [Albania blames Iran for second cyberattack since July]
https://edition.cnn.com/2022/09/10/politics/albania-cyberattack-iran/index.html

26 gn: DW [Albania once again the target of cyberattacks after cutting diplomatic ties with Iran and expelling diplomats/
https://www.dw.com/en/albania-once-again-the-target-of-cyberattacks-after-cutting-diplomatic-ties-with-iran-a
nd-expelling-diplomats/a-63146285

27 W 7ILNZFIRFF TVIDEOMESSAGE OF PRIME MINSTER EDI RAMAJ
https://www.kryeministria.al/en/newsroom/videomesazh-i-kryeministrit-edi-rama/

28 (h88: Microsoft [Microsoft investigates Iranian attacks against the Albanian governmentJ
https://www.microsoft.com/security/blog/2022/09/08/microsoft-investigates-iranian-attacks-against-the-albanian-government/
29 {8: Mandiant [New Targeted Attack in the Middle East by APT34, a Suspected Iranian Threat Group, Usin

g CVE-2017-11882 Exploitl
https://www.mandiant.com/resources/blog/targeted-attack-in-middle-east-by-apt34
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Why should our taxes be spent on
terrorists of Durres?

Contact us: 0682031701, 0682099450

0697047470 , 0682030272

Pse duhet té shpenzohen taksat tona pér
terroristét e Durrésit?
Na kontaktoni: 0682031701, 0682099450
0697047470 , 0682030272

6 S YADIY DRREEDES
(R : BEFLAESDOHEDN ROLADTOVYAR CXMEK DFZIBEITEEAISND) [CEPENZNERONY)

INBIIN—TE BELCAZSII, YOS T7IE7REOFTEDOIATREIERRCITU T, BFA—ILGIEODIREZ1TOT
W3

2.4. KEE NATO DXtk

N7 KIEHEF 9 B 9 B, NATO NIERETREORLERETHA VI ZFAOBAN-KECESUELT, 1520
IBIREZEREFEZOFRIBARE(CH I DHIFHEFRERUL,

NATO ORNLFINIVIBHHERIE. Twitter T, 15UCELBTINNZTFADT AN\ -IEZR{GEREL . NATO (FHA0
—BREINEUBGHITBDIC, TFaUT1zd{bUklt 8t (B 7) 31 &z NATO E[EHROAREREFRERL
TW3?,

30 4i88: Bleeping Computer [US sanctions Iran’s Ministry of Intelligence over Albania cyberattack]
https://www.bleepingcomputer.com/news/security/us-sanctions-iran-s-ministry-of-intelligence-over-albania-cyberattack/

31 hE: Twitter F@jensstoltenberg]
https://twitter.com/jensstoltenberg/status/1570098153881206790

32 4gm: NATO [Statement by the North Atlantic Council concerning the malicious cyber activities against Albania)
https://www.nato.int/cps/en/natohg/official_texts_207156.htm
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3 Jens Stoltenberg &

o @jensstoltenberg

| strongly condemn the recent cyber attack on
#Albania, which Tirana & other Allies have attributed to
Iran. #NATO & Allied experts are providing support.

NATO is committed to continue raising our guard: to
deter, defend against & counter cyber threats.

Q&N §. nato.int
Statement by the North Atlantic Council concerning the
m malicious cyber activities against Albania
F189:22 - 20229F9H8H - Twitter for iPhone

7 NATO DA NLFINIWVIEBBEHRED Twitter 1515

2.5. F&H

TIWINZP YA N -2/ SOMEEUECLD, FHEMRTRIERIIRCETESSRELL o EZRNBESUY
AN-IRE(CLOTHRA D IINIEREN  RRMRCKRERFHEZSASE . EENRRBLE—RINSAIEEMEN
Hd. PAN-NBQFEFRNINFOFEEL T, ILK - BEIELTVS—7 T #EOEREPRZENMEE C(E NI
IRBEOFTD. BEOSHOMBFR IR 2T R CE T EN'Z 0.

SEIDFEHTEA T2 EMIFUTVSKED NATO MNEETHZ 7INZ7(CH DU TREZITOTWSH COLI1REE
ZEHCLBBINRBEY LT — 0, BRBPFE5IESHITT—R6EZSN S FENICFnFEHFE S ORIIR
EFFHERIC L 2T, HFEELSOE 4 NREZEMI DI —ILIREFNBE(CIROTBEEZSN B,
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3. KRBT, BAFHBENEET S VI MIIT [CHREBEF1IUT R ERBSD

3.1. #1E

2022 £ 9 A 14 H. XETHREEFER (Office of Management and Budget, OMB) (&. KE TR
WFE(RETZYINIITICOWT, tFIUT1BEM =R T 21T R =RERUISS,

S1&. EFPBUTERENSRIZICY I N1 7ZTREL . BUFORY NI —J(Ci#Ht 3 2% a . BRIlCHZYINI IV OFFEE
([CNIST @ 2 DOXE. [Z2RYVINIIVEFEIL—-LT—S (SP 800-218, Secure Software Development
Framework, SSDF) |RUTYINII7H T34 F1—>tF1)71H19>X (Software Supply Chain Security
Guidance) |DE<FZEBASEZCENRE LRI,

Flo. BATHREFRET VI NI 7OEZRH(CGU T, NERFC, SE=F(CLDFHIPYI N1 7EREROIELZE
RTEBCENBAEE SN, COAMFTVASEARDYINIIPIIFTRL I39 R EOY—ER0, VINIIT7ZEHAAILE
o, OS FHXHRERD,

Enhancing the Security of the Software
Supply Chain to Deliver a Secure
Government Experience

SEPTEMBER 14, 2022 + BLOG. s

By Chris DeRusha, Federal Chief Information Security Officer and Deputy

National Cyber Director

The Biden-Harris Administration is committed to delivering a Government
that works for all Americans - and technology powers our ability to do so. In
order for Federal agencies to provide critical services, information, and
products to the American people, they need access to secure and reliable
software that manages everything from tax returns to veteran’s health
records.

¥ 8 MiEIBVIMII7ZDOEFIVT 1 EMEEETS OMB DHIHR

3.2. &8

9 A 14 BIZERINHA4Y>V R, 2021 F£ 5 A 12 BIO\(F O KFEEIBLUEFROYA /N —tF1U7102K
E(CBITRAMRGES (Executive Order 14028%%) JICE DU\ TW\3, COXMKIES(E. EIPBUFILEE DY I N7

3 B JETRO [T KBUE, BATHRBINTEET 3V MNITT(CEF 1V — e &)
https://www.jetro.go.jp/biznews/2022/09/e43da89f71ddf4b3.html

34 HE8 . THE WHITE HOUSE [Enhancing the Security of the Software Supply Chain to Deliver a Secure Government Experiencel
https://www.whitehouse.gov/omb/briefing-room/2022/09/14/enhancing-the-security-of-the-software-supply-chain-to-deliver-

a-secure-government-experience/
35 488 : THE WHITE HOUSE [Executive Order on Improving the Nation’s Cybersecurity ]

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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THAF1->DPAN-EF1)7 582 FRBEELTVS, 2020 SRRV, RED/\vH—JIL—THEREOE
U TITOR 3 DOARERYAN-IRE (Ti) AOMRELT, [BAN-F2)F/(DOVT, FIEDLSICERBUE
FERTROBAZEFD"EVIRNZZDEF(CFTERCJELTHRESNT,

[@® SolarWinds 1l Orion ]&3Ho -1 %]

2020 £ 12 A. SolarWinds #tOEFHAY —/N\-HIKEEN. Et0ORyNI—IE3RY )L OrionJ(C/\wI R7EIY
WITTHSBAINIECENFEHE U, £ 18,000 ORBERNCOEFHTOI 5 L%F9>0—-RU. REBS T ANDEAPET
A=)V DEFEEDOBEZZ I, R OH(C(E. A, ESHRASOREBAFEBISEN TV, KMz
REBULtF1UT11% FireEye £ (3] Mandiant 1) BIREOHE(CEOZ,.

KEAFSRBATEIE(C, COBEFOS VORI Z B ABICUIT) \Wh—(CLDBDIEFFEE T DRAZ LIS,

[@ Microsoft Exchange Server DOiEgs & IH>ZIE]

2021 £ 3 A. Microsoft #t(&lExchange Server |([CEXRRAEIFIENHDEL T, BEtrFT1)7+FEH IO S L%
=AU, KETORLES 3 HOMEMIREEZZ (T, BF X)L OBEVREDIFEE %11z, CISA (& Microsoft 10
FREZ\T . EFPBATHBECIESICHESS (AT B 2B R DR BIEDERDUIEY,

Microsoft ft(FC DB EZIHUILEREOR T, AMFOEITE FHEBAFNZIE IS/ \vh—J)L—TTHafnium1TH
BEFFKRLUIY,

(®IOZFNILT A HADS Y AVITIRE]

2021 € 5 B, 207 IWIA T4 DS AD I 7P IEE(C SO TT — A2 TEREN TUVBZENRE U . BRIDIL A%
BE<Tz8. BEEERY ND—I2E%23 vy MY SR Tz, COTECED. Gl T34 —BFa (R EF 1R FEo2,
(. EHET—IDEREELT 500 B RNVBHORBESE R0l (8IC FBI KD EEIRLES)

36 88 : THE WHITE HOUSE [Background Press Call by Senior Administration Officials on Executive Order Charting a New Co
urse to Improve the Nation’s Cybersecurity and Protect Federal Government Networks]
https://www.whitehouse.gov/briefing-room/press-briefings/2021/05/12/background-press-call-by-senior-administration-official

s-on-executive-order-charting-a-new-course-to-improve-the-nations-cybersecurity-and-protect-federal-government-networks/
37 gt : INSIDER [The US is readying sanctions against Russia over the SolarWinds cyber attack. Here's a simple explanatio

n of how the massive hack happened and why it's such a big deall
https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12

% 488 : ZDNet Japan [SolarWinds BRI 2E. O 7 ORIERNESE(C- KN NTTEEE
https://japan.zdnet.com/article/35169463/

» H#8 : ZDNet Japan [[Microsoft Exchange Server |OBESSIERBRUR/\vEF Y. 3 BOXMERICEEDTRN]
https://japan.zdnet.com/article/35167461/

40 upn : CISA FEMERGENCY DIRECTIVE 21-02 - MITIGATE MICROSOFT EXCHANGE ON-PREMISES PRODUCT VULNERABILITIESI
https://www.cisa.gov/emergency-directive-21-02

“ B8 : Microsoft [#fcREZRSIRELIT A\ -IRE(ICDWT]
https://news.microsoft.com/ja-jp/2021/03/05/210305-new-nation-state-cyberattacks/

42 88 : BleepingComputer [Largest U.S. pipeline shuts down operations after ransomware attackJ
https://www.bleepingcomputer.com/news/security/largest-us-pipeline-shuts-down-operations-after-ransomware-attack/

4 HH# : npr THow A New Team Of Feds Hacked The Hackers And Got Colonial Pipeline's Ransom Backl
https://www.npr.org/2021/06/08/1004223000/how-a-new-team-of-feds-hacked-the-hackers-and-got-colonial-pipelines-bitcoin-bac
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FBI (ZO> 7 (LR %EE RANBT> P AD17) ) —TDarkSide INZDHHCRES L TWSERZRUIZ,

3.3. NIST Ot+1VF1XELYIMI1I7EbRETR (SBOM)

SEOHMFVATIE, KREBAFHEINTRIZESDYI NI 7 ORMFEE . NIST CREEIZZERMATAR) O 2 DOX
ETH3. [RERYINIITVHFEIL—LT—II1EMVINII T TIAFI— 2+ 1VTA ATV R 1BFIBLSKHTL
%o NIST (&, KEBAFHENERLIRECFIUTALANIIZED TVS, EIFER T OB THS. Ffo. BEUTFHEEIC
LT, YINITTRBEVEDHDPRC(E SMABNDSHAH AR TRECHRUIE VIR 2R 28D LOFRMBF T
(FTV3,

(Z2RBRYIMIITHFEIV-LD-T]

NIST OEDHZ 171 DEENEZEEITHD SP-800 SU—-XDUED (SP 800-218) Tl YINII7HROBED
PHEHETEDH TS, BIROAIFES (Executive Order 14028) %32+, 2022 £ 2 A 3 HICUI-ZXan*, B
FEMROVINIITDEZEMRIFSEB IT20TIIERC ZOMFEPLTIN, BEfmziTORBEOEZ M ZHER I DL VY
— 20— ROT—HTIHIINBREITICET, REARBIEZITICESE. VINIITVHFERMRZEH/N-L TS,

ZOIL—-LT-I0BmE. FEBAEUNERFIVIVA N/ T2 ETIFRV BRRYVINIIVHFEFEZHRATSI
EICED, VI NI T 7RG CENZE T BIedDURIN- AN 7 O —F =5 1E - BHET I DERZIRE I ZETH
do

COIL—LT—ITERBZERYVINITZHFECOVT. MHEHOERITVINII7ORE [ Z2E0FEVYINIT7O/E
B 1T RESSTEADITIG 1& 4 DI —T (oI TEREAL TLS, BIZ (L, [FRIO%EMRITE. MRIBVINII7(CHEMHAE
N33I0VINII7ORFETESSD. BETHEMOE TOANCFIVT BHZIBHRL TV EPD., BEZIEY -1
BATRIETANFHOHRE BREFEDHN I EZMIIESE L EMEREIN TS,

(YINITTFHISAFI-F1UT1HA1IVR]

VIRIITBTFAF 1>+ 1)T4 R EICOVWTRRER U X E THhD . AMED DR, 2 EORSTMRZRET
2022 £ 5 A 5 BICIEERICU—R&ENT*, NIST (&, BT 54 F1— I RAUROEZEEENDIE 2 Th D18, #Hi
W ZERREPOY-ERAZBAUERTESLIIC, EZRET D IENARIEOENTHBERALTNSY .

BIZ(E FEAZIRETL TV VI NI PR, BIOIVIR—RU b (BE—0O¥EEZRILI/NSRTOTSL) 2E8TIHS
h'&D, TNEZEOYI N1 7R RORFEST LRI ORBICLOTIESNILBIEEEN %S, NIST (&, 15— VI
hOTVEBORESTERIT TR IVR—F> RORESSIEHCOVTERHL . ENSOIDR—%> MEDLICRIGRICHHAAA
FNONFTHER I DL ZHERL TS, FI2, BFREIPABEVOYY R (EBRTH B, VAVITBSTIRAIZZ T,

4 B8 : REUTERS [FBI confirms DarkSide ransomware used in Colonial Pipeline hack]
https://www.reuters.com/article/us-usa-products-colonial-pipeline-fbi-idCAKBN2CR1RU

4 B8 : NIST [Secure Software Development Framework SSDF]
https://csrc.nist.gov/Projects/ssdf

4 B8 NIST [Software Supply Chain Security Guidancel
https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/software-supply-chain-security-guidance

47 HE8 . NIST NIST Updates Cybersecurity Guidance for Supply Chain Risk Management]
https://www.nist.gov/news-events/news/2022/05/nist-updates-cybersecurity-guidance-supply-chain-risk-management
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BHEMEP AL ZOAOY -V 2BHEDEZE TRENCEITRIRERY TS5/ F1— > BEIEITOTEF 2 /'L TS,

(VIPUIF7EmIR(SBOM)]

9 A 14 HICRRINH(FI AT}, £ D20tF 174 XECNZ . EERYVINIIFOAALEERIC(E, YIN
DI7ORFETCYINITITERGRZE (Software Bill Of Materials, LUF. [SBOM[EREE) DIREERDBIENTSE
DEBNELTLS,

K#EsES (Executive Order 14028)T(d SBOM %[ VI NI % B I 2BRCERAIN 34K 4 BRI K-> hDBA
HEY T F1— VBB E SOIER R ERIETEERL TLBY,

KEARHFEOEIBEIBEIREERRICOVTOFEHKE THhIKEmBEBBEIERES (National
Telecommunications and Information Administration, NTIA) DAR#&T(E. SBOM O&/IMERERRL. [y
T—22 1Y T34 -2 11SBOM /ERE IT )\ -2 N\—23> [T IVR—3R2 b\ 2 T I2R—2> MBI F 111>
R—%> MNEIDOBHMR NSNS . CNZiEGIZF SBOM OFAEH K DHEERENTHED, ZOR TILFIHENTVSEDN
Linux Foundation OISPDXIELVS44& (B 9) T&H2™,

S DY 74—

Document creation SPDX Document@{ERLE. {EREFT. {FELEE

Package BRtwr—vMERL —¥av, T4k R, BRm. SPDXERT
File BERZrALDTrALE, ZFAILEAT, Fvv &t SPDXERT
Snippet I—FRZ~y bOsiq FEE, SPDXERIF. BE7 7 1L
Relationships between SPDX elements SPDXEERDERE

9 SPDX D{tHriRF>

SBOM OIEREBZICIDRIBEHEEESTE TS, 7 B 12 H. Microsoft (Z[SBOM Tooll#A—T>Y—-XTARUE
2, ZOY—-)VEFIFEIBET SPDX 2D SBOM #EHEBICAEM I BENTED,

48 e : SecurityIntelligence FNIST Supply Chain Security Guidelines: 10 Key Takeawaysl
https://securityintelligence.com/articles/nist-supply-chain-guidelines-ten-takeaways/

49 i NIST [Software Security in Supply Chains: Software Bill of Materials (SBOM)J
https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/software-security-supply-chains-software-1

0 Hig8 : THE LINUX FOUNDATION FSPDX : JTICHAFHBEOYVINIIFEIRE (SBOM) BLUHTF1F1—> tF1U7(THEMA]
https://www.linuxfoundation.jp/blog/2021/06/spdx-its-already-in-use-for-global-software-bill-of-materials-sbom-and-supply-chain-security/

>L HE : NEC t4aU54704 [YIRNIITZHTSAF1— >3 RDIBN]
https://jpn.nec.com/cybersecurity/blog/220603/index.html

52 {188 : Microsoft [Microsoft open sources its software bill of materials (SBOM) generation toolJ
https://devblogs.microsoft.com/engineering-at-microsoft/microsoft-open-sources-software-bill-of-materials-sbom-generation-tool /
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3.4. F&H

KETEIHAN-IREEZFTARERNS . KIREDEENCEIHII AEBUTYINI I TSAF1—>0tF1)7
1B EOEMDIBHNEATND, 518, VI NI ITHAFESANBEHORRERBEOTF1)T XEDETIR L ZIART 3.
VIRNII7RED SBOM ZFIRIBDEVDT —ZAMEZ TUKZENFEENS, 5 SBOM (&, 5. AILOBEMTK
HENBDEMER . BERNMEGEEZBND. OULIERZIETCERIZIIET. BHOTF1UTRIEIARIITRIENT
3. (L, Google DtF1UF1F—AlE. SBOM %[ A—-T>Y—-ZAE55 14T -5 -2 (Open Source
Vulnerabilities®®) |DO&IREIXIDMESS 4T —IN—-ZEBBUENEDIET, ZOVIRNII 7B/ 4 2REITS
BARNRFIEZTOT TRBMTUL T,

Mt

>3 488 : Open Source Vulnerabilities A distributed vulnerability database for Open Sourcel
https://osv.dev/
>4 188 : Google Developers [SBOM in Action: [VINII7EB@RE TSIt R D3]
https://developers-jp.googleblog.com/2022/08/sbom-in-action.html
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT 1TH—EXER OSINT EZAUSTF—1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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