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25 1 & [Mythos OEE]

 Mythos (&. Anthropic MHFEUERFIO AL ETILTHD., FE3ED AL LEERTEOT (eSS0 1U71 R
OIRHEEENNZERL TEC M AFEN ST BRENISGHTIERUB NZZRITI DR (F 9D,

 Anthropic (F. COEPNREENDERAYRZIEEFEFZ TR B%ZRiXolc. €UTI Project Glasswinglzizi5 £
(. Mythos OFIAZRSNIFRRICREL. Y1 /\-BHEE N TOMIS IR OERZESH TS,

¢ Mythos EHEOMESTHETIEDZALICONT, IRFRTIEIZDRZEICOTEL(CBNRNHFK BB LTEELL
OO0, S WFERARBEMSSEMLOEE NN —TEEFDERAFN., BEEEIMZEFX L ISEMmNKHS
n3.

56 2 & [0S 7HAT% APT28 H SOHO IL—9—ZRBAUL TR\ EE 2 K]

o REERFAN-tF1UT(>5-EREREAE O3 T7OEKRZIBRY )\ —-TTAPT281H t#5H
FROFRESSVNFRIEA T ML —F—(SOHO I —5—-)Z2FZELT DNS 2SR, 1-Y—%2ET1 MFE
IHIMEZFENEL TV FERUIZ,

o APT28 (3AYA NCFFERUIZERAEIBIRZFIAL T KEOE - BAFBE#OI S NIIFEIT 2T —INTIEAL. 5
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o AfHF BEEIEHOEFHBENERINDGCLT, I57 RHBIREITREMLIAULESLZRLTVS.

28 3 E [(HV7RKBELIES AT LADBA N -INE]
« 4 B4 8. )VUFTEZNRIIL—T Ol Infrastructure Destruction Squad| (1> IFIEEREK) H. (FUT DS
IKBBLES AT IANDERAZFER S BREEAERERU.
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1. Mythos D&%

1.1. =

2026 & 4 B 7 H. * Anthropic(7>V0EY))%t(d%r AllClaude Mythos Preview(/0—R-Z1hX-JLE1—
[BLF. Mythos]) ICDWTOFEREZITOR.

AETINIRFE DD EFHRHMELRVAA Al O—FET, RRICHT T 2RI TEABEEL . WREEEB T2 BENICERR
FERREENZIFHEL TWVD. BIFERFET. VI NI VR, $F(CIESS IR ICH VW TH VIEREE R T CEMBASHNC AT
M. —AT. CO/ESSIE& T BE N2 BRT 2URINEZENT. 20O, FHE FZHIBRL. Bhile BrIEUIHESS
B0 1Y M TH Bl Project Glasswing 1ZBIAUT.

1.2. Anthropic #£IcDWT

Anthropic (& OpenAl DFTAY/\—(CLO>TERIZENT Al TRETHD. EFHEFRONA All Claudel(d. OpenAl 1t
DI ChatGPT 1% Google D[ Geminil&MiATEEEINTVS. $F(C Claude ZIGALEI-FT/>JI-J12b
[Claude CodelNVIRII7RROMEZ KE @ EEEIENS. BHORDOEH Al (FEDLSBREDITRZDONEL
ZEH TV, IOUIEEEDBE. FFEENTULZON Mythos TéHolz.

1.3. BIFEhICEAS HMC - Mythos DRESSEZENAED

Mythos (FU)—ZRIOT AR, BAN\—EF1UT4 DEFTIBD TRV EENZR I CEMRERREN Tz, (BIE) \wF hEE
HENTORVIRRE(CHDRESSME(TOT MRS ) 2S5 BT HEOERBEF1UT1 REEZEHEL T,

Anthropic (&, [(Mythos IN)FEBRETOARL —FT12IIRFT LB LU Web T390 - (CHBWT, TOT 551z
EU. ENZ2BAIEENZE I IEN DI ERRTNS,

CNETERESIEOMHREEOFUENEH o AL E5)LIClaude Opus 4.6 |EEEETT DL, Mythos (SREST DR
HICINZ TIVRTOA MIRET- R)OAERKICB VW TEEEICE L IHREZ RO TS,

[Firefox BT Y704 bOYERkHI]

Mythos DEEN%ZRIFIEL T, Firefox DBIXIDAGESS ! (IRTE(L Firefox D/N—>3> 148 (CBVWTELIERH) %32
WeIHZT0A MR HEIFBNS . Mythos O, kD[ Claude Opus 4.6 8L, DO FAIETIL THB[ Claude
Sonnet 4.6 ?OENENIIHUT. Firefox ODIEEOMEEEEIRRL. ENBICHFTBIIATOA MAER S 3L 56D
TUI

250 EERITUIRECD. BRIV ZATOA MAERR TEEZL(L. [Claude Opus 4.6 14 2 [Al, [Claude Sonnet 4.6
(& 0 [Blf2ofc. —75. [Mythos (& 181 EIEHERRL. BkINER(E 72.4%%5E#RUI(K 1 S8),

TziZ. Anthropic [C&NIE TFIUFT/(CEETIHEEE(CDVT Mythos ZBEREVICGIFELIENDIF TIERLELS, ARINS
(FHFCIEREZITHST . Mythos BENHERL TI—R2ERRL. —EDITENZHITIEERULIREL TLIEREL T,

1 488 red.anthropic.com [Assessing Claude Mythos Preview’s cybersecurity capabilities)
https://red.anthropic.com/2026/mythos-preview/

2 W88 : Anthropic Claude [Choosing the right Claude model: Haiku, Sonnet, and Opusl
https://claude.com/resources/tutorials/choosing-the-right-claude-model
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IHZ2T04 MERRDEEN DN A O F 2 NI ICBRAIBD1zEL TS,

D AL [CEWTIE AREDPDERD (AL ARIDSOIERERITLTEORBRGRL. ABFBWMERZELELTIN
% Al ([OX3T0TR) DDBRUNFELET SN, Mythos DiFE. B#2#(C PDCA (5HE - 47 -5l - ciZ = R0IR I Y
1)) ZEBILRNS, S HENBENZEITI RN ARERZOTS,

Firefox JS shell exploitation

[ Percentage of trials model generated a successful exploit [l Percentage of trials model achieved register control (but could not exploit) [l Did not succees d
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Sonnet 4.6 Opus 4.6 Mythos Preview

1 Firefox OIESSIEEZEVEIIRATOA MERRDORIVROHEE: !
ZE R IN. ERE S BIICKRIN. & KB

1.4. BESNIZU LORH

(3> Ry ZBREICI V20’01 MEfRELAR]>

Mythos OBIFER(ATOHIZ Anthropic O#ARIFANIEWNT, [E Al [CHU. ZR(ChRREENIZE > RRYIZ (A >45 -
Y MOIEHIHIPREN. ZBRENTZY —EADHEZE I RERFRRERIR ) MO L AR E (LAY —SZX 5L 5ERU
fzo Mythos (FHEEDEEREICDIZOTIVATOA MeAERR I DL B> Ry IZN Bt 125 —RY MTIERTZ2EICD
AN UNE =S EL T A= [ SR b 6 2 31| el

U UED#., RIRENFELEUR. Mythos NIIZTOA hOFZHEERD Web B4 MIEFRL TLZOR, Anthropic (3.
LA MIFERSNKWEDD—MEAFRSIN TSN, Mythos (CL25FR IR OIEREIRUTATRIZEEE O TWS.

ZUT. #NFHEHEN Mythos (CErRZHUEICARTY Y MMyF2BRTWSARERR R (SRR E Lok,

[Linux h—FRIPROKESSEZBAL. HERFE]"

ARV=F4>I 2T I Linux OFZERS THD. \—ROI7Z2EE I3[ Linux h—RILIATH. Mythos (FEEDAE
FHERREUR. BIEINEE. EN50MESSHEZ Mythos NEENICHEAEDE . HERERZ I 3HDIREFERLLT

3 W88 : Anthropic [System Card: Claude Mythos Preview]
https://www-cdn.anthropic.com/8b8380204f74670be75e81c820ca8dda846ab289.pdf
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FRALZETH D,
Mythos HE#OMESSIENSEDHURIIZATOA M BEOI-Y-T7IEINSYS > OFTERFIHZE FHES
ERI2LLSEDTHOL.

1.5. Mythos EZ&b

Mythos OfEb& Mz Z Uz Anthropic (. B AL O2F%ZSHS5ITLVEN, 2026 & 3 B 26 BICEEDLSRR.
Mythos DEEH(CBI T BHLERBIRNIMEBICHRH T BEVSBNEE", Anthropic IMNERTS CMS (107> VEH
SZFN) DFEIRCELD. FHORART —IHh—BFM (5 THRIE TERIRREL oI CENRAR DT,

IN% Fortune EMSRAICERUILCET—RRICILKENBNB L3(Coz, EEE TIE, Anthropic OJ0JOERREHRHLT
H0. 2O, @B Mythos [CDWT. B N—BERICEVTHDED Al EFILEDEFBMNIBN TS ITBAEMEINES
NEEBIMNOEE TR THES 2 BATEZET VORI RIR I ZR1IETHD JLIETHI I H; NS EN TVIEBER
TW3>, Fortune OZDEEBNINRSNLEA. tF1UT BBk HEURS,

Mythos MFZE( AL-IT ZFEEFH T, BFFPERIERICETERL TV, 7XUATIE, Ayt NI RBEES
EiREFIEIESES (FRB) O/NVILEEN. KIMTAFORSERESTEE (CEO)ZIBEL (R2E6%MHE. IR1TA
H Mythos BLUEHED AT £7)LDOURY% R TisRaEL TLWBharERLE .

[—H82BADSIPRE Project Glasswing OFE]®

4 A 7 B. Anthropic (& Mythos @ System Card(Z &M% - BE DML R— M) ZFEFEKL. Mythos D#kEE=IL<FI B
AIEE(CT BE BN AR ERENIRSE 3TAEENHBEL DB RNS, Mythos Z—HEARILAVEIRAT 3,

ZUTEH. Anthropic (& Mythos OgEH %S\ -BHNERISZE/M T, [Project Glasswingl&éW>J7OS 1 M
AA—hat e, cnlE. TFa1)71OB5EMEIAY Mythos ZERBL T, WEE(CTRAUTHESESHZFHR IO 1V KT,
Amazon ¥ Linux Foundation Z0OPEEDRIENY (— M —ELTENILTVSS ., ZO5EENCLD. Mythos (FBE(C. E
E73 0S ©° Web I35 -2 S0 THOERBHESSEZRREL TV,

(BAT O3]
4 H 21 B, BXTH, &7 AL T—J74-4>ZX7471—b  (AISI)  NCO ZHLnEULTERMS AT LZTHIBAR

4 H#H: NxCode [Claude Mythos Preview: Anthropic's Most Powerful Al (93.9% SWE-bench) — Why You Can't Use It
https://www.nxcode.io/resources/news/claude-mythos-preview-anthropic-most-powerful-model-2026

> 88 : Fortune [Exclusive: Anthropic acknowledges testing new Al model representing ‘step change’ in

capabilities, after accidental data leak reveals its existencel
https://fortune.com/2026/03/26/anthropic-says-testing-mythos-powerful-new-ai-model-after-data-leak-reveals-its-existence-step-change-in-capabilities/

H# . CNBC [Cybersecurity stocks fall on report Anthropic is testing a powerful new model/

6

https://www.cnbc.com/2026/03/27/anthropic-cybersecurity-stocks-ai-mythos.html
7 H88: Bloomberg B Edition [Anthropic &#f Al hB2EE, MIFEEE FRB ZENKIRE CEO #18&)
https://www.bloomberg.com/jp/news/articles/2026-04-10/TD95ABTONIMPOO
H#: Anthropic [Project Glasswingl

8

https://www.anthropic.com/glasswing
9 Hi# : ZDNET Japan [Anthropic 5 IT XF 12 #t., Al (L&BtF1U7TOS 17 M Glasswing 1&45Eh]
https://japan.zdnet.com/article/35246146/
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hR Project GlasswinglB&U NCO %[ BB LU TEEA > I5%5F5. BIO0S17 ML AK MRk EIREURCE
%z, EFRGAN\—tF 1T EERAE ROFIFEARZEITZEN X (CTHRRUE.

38 (JzW5F &EHE/Taira Masaaki) &
@TAIRAMASAAKT

BEREFU /) (—F1UFrEEEAS - SRRESSEESSE.
7>vOEyonE bRMEERZT. £8UT - AISI - NCOZRIDICERY

RF LAET B BAMProject Glasswing 8/ & NCOZEFREE U TESR
- > D5 % FBILAM BARProject Glasswing DM ZIRELZ.

FRI9A46 - 20265F4F218 - 3B HOER

2 EFYAN—-tF1VF(EIERIBRED X TORE *°

1.6. F¢&o
D AL EFILEIFEWV Mythos (F. IT OFPINRAEZIFRVE T, ERGTUED TRERTAN-EZIT
SHN®3. EDes. cNE—RRI - —(JHIREE T 2DHZRETIEERPBAHHENCIZII TS, [Project Glasswing |

WREOFEEFEZRLCRAINTOS,
BE7010 bOERCHV. MESSIEOFER T IINNLRS 2T, JWFHRHOSEEMEIN I DRI REEN BT, 7

T FIR(C IS TERLHHZ TV EN DD,

10 g X T@TAIRAMASAAKL]
https://x.com/TAIRAMASAAK]I/status/2046389990754775117
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2. OS7BAFR APT28 h' SOHO JL—49—ZEAU TR\ EE)Z R

2.1. #1E

4 B 7 8. BEEFRYAN-tF1)72 - EXREREA G O3 7OEFRZIBRYA NS )L—TTAPT28 H',
HRAOFRES LU FIEA T4 ZE T TREVIIL—F—(SOHO L—49—)&EEL. DNS 22SHMI TI1-Y 2B~
NFB YRR AEMU TLERRUL, APT28 (3AY 1 NCHEERUIEREFIESRZF AL T, KEOE - BfF a0, 5
RICIETET BT —INTHEAL. HERIBIREINET 2 E2BHELTWERBN D . AMEFERLAINORREEIELT
BN 3tt 12,

APT28 exploit routers to enable Justice.gov > Office of Public Affairs > News > Press Releases > Justice Department Conducts Court-Autherized
. . . Disruption of DNS Hijacking Network Controlled By a Russian Military Intelligence Unit
DNS hljacklng operatlons
Russian cyber acto APTZS exploit vulnerable routers to hijack DNS, enabling News PRESS RELEASE
y-in-thy k: ndmenov and .

ot AllNews Justice Department Conducts
sostprnaice (| Court-Authorized Disruption of
SSSSS DNS Hijacking Network Controlled

Photo Galleries . sy -
& . by a Russian Military Intelligence
i 7 April 2026 Podcasts Uﬂit
nY prok | Press Releases

Speeches Tussday, April 7, 2026 For Immediate Relea:

B 3 REERYIN-tF1VF1t25— (&) CREREE(R)? ORSE

2.2. APT28 ¢&(E

APT28(5l% : Fancy Bear)(d. O3 7VESFEAENEHRILE (GRU)IB I 2EHSN P EE R ERffiztF D/ \Wwh—
G-, HFFUETEEL THD. B4 - TS -NREERLANOERZIESMEENED 1 12, 2016 FEOUATS
ZAO-AUSEVIDFR T I, HERTSF - R—E> TS (WADA)NSARE R ET — 5% 5EIL. ENSEZRELR. R—
E> I RIRERH TZADOS T NEFOA) S Ey IS NI N2 eI I BIRIETHOEFSNTNE Y 12,

11 88 ; National Cyber Security Centre TAPT28 exploit routers to enable DNS hijacking operations
https://www.ncsc.gov.uk/news/apt28-exploit-routers-to-enable-dns-hijacking-operations

12 11488 : U.S. Department of Justice [Justice Department Conducts Court-Authorized Disruption of DNS Hijacking
Network Controlled by a Russian Military Intelligence Unitl
https://www.justice.gov/opa/pr/justice-department-conducts-court-authorized-disruption-dns-hijacking-network-controlled

13 s 9 /(—tF1UF¢.com [APT28]
https://cybersecurity-jp.com/security-words/99798 #APT28-2

14 Hg8 : World Anti-Doping Agency (WADA) FWADA Confirms Attack by Russian Cyber Espionage Group]J
https://www.wada-ama.org/en/news/wada-confirms-attack-russian-cyber-espionage-group

1 BARERRE [RR—-E2JHBCH (-, O3 TR OR
https://www.nikkei.com/article/DGXLASGM14H7M_U6A910C1EA2000/
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2.3. E(COWT

KEBSEESHSEINRUR APT28 DINEFX(E. W —F—%T OB (ZDHNTEXESRZ. BENBEEUAEY N
(LAY —%FEITIEVNSEDT, LUITD 3 ERFENSIBREN TS,

(EoOQ-—)t 16

© MRS —FI-—ADIRA
1>2A—FyNIEEARENTVS SOHO IL—5—DEIRIDME5s 142 BRL CEEEERZTIE. COHERZFIAL.
V=9 —DFEEEECTITAT B,

@ DNS BEDESHALATA MODEE
WEEN—F—D5%EEME C DNS s$EZXE AL FFEDA>F1 > —EZAD DNS VIIANTIERFEDRXA
JRICKIET S IP 7RLA% DNS [CEVEDEZBE) (L TOH. BENPFIBE IS ER IP 7 RLAZIRL THY
AMEBEET S, [IFEDA>TAHY—-ERICIE. Web TZ9H-D5X—)L0FERZFIH TES Microsoft Outlook
Web Access &. BEERY-EANEEN Tz, —A T, IWEXRTIIRL DNS VI TN U TIFIELL EHTST
1BER(IEFRD IP 7RLR)ZR T8, 7ITRAFEDTA NIEERERREN . RERMIREMTONTVBILICRIEIC
<L
I-Y-H51XEENS DNS UII AR ENASADILEDLH))

Outlook.office365.com(IMEWR)—> MEEHODEY A M) IP

google.com — IEFD IP

yahoo.co.jp — 1EF®D IP

® |BIRETHRE MR R ERIRIEEN
Office365 FZEBMUIAYA MITI—Y -1 ID-){RT—R-ZBEEN—V2FZANT L WBEFENSZIIL
AFFRIENTED WEEF, COLSICEBFIUEREEIHRZAVT, RAEROISIR E(CHEX-ILZDMDT—
ANTIEAL. REACODIBEIRINEZ1TS,

2.4. HE

APT28 (% 2024 FLABE, tHFRPOHRFEDIN—F-ZFELTVSIENMHERINTVS, FBI ([CLNIF, EHERFRE.
BUSEE B ENMBIREGIOEEZRITEVS, BX51 5 - KA1 - B HEREDIBIRZERZEL CWZBRIREAEN DD, FR5EIE
. A—IVRB, RMTERL I35 R EOMET —sheREEnz 1,

2.5. Bbhk)—-4-11 12

APT28 (3. A >49—2yNCEEABEIN TOZMEERTLI—J=BIEY . BE /AL THEINS. TE1UT(REN
F+431 SOHO L—9—%BRALI.

SHREBHTHEIZEL T, PED TP-Link H8ENIC, SRETOD MikroTik HHEBENFERIN TS, 415(CHERE(C

16 188 : The Register TRussia's Fancy Bear still attacking routers to boost fake sites, NCSC warns]
https://www.theregister.com/security/2026/04/07/russias-apt28-behind-latest-wave-of-router-dns-attacks /5228136
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XL TWB TP-Link O)L—45—(&. SHOMEENZ Ty — AT T VBN BEINHE T, BAN—BRE(CLZIEENSH
LTWADITHNZ. SEO03 7 APT 42 Volt Typhoon. Camaro Dragon &0 E APT (CEEMBENTLSY,

2.6. KEFEASCLD |E(LEE 12

KEOREELEFIEER (FBI)IFHHIFTOFFRIZE T, IEBORY N - JERE TEAEN T —49—(CaYU R
ZFEL. NIETR DNS sREZBRELUL, ENFHRE(CEIE, ERNZIBEZERET DTAN-WETEAIN TV
AEZIERF LU R THD,. COLSRBEFEREZERIE LOUAVZEEX TRMENEEZISND,

2.7. LY

S0 APT28 DEHI(E, SOHO @I —9— LB 3R+ ABERRELZBERAUZERIANOSIREE TH. 7L
TJ—HOER(CED, BERYRI—I(SOHO JL—F—1°> Wi-Fi BE)HNPERYRNI—IADAOERZ—T, TN5DIL—5
—(FPEOEERNRIN THIHEENZ . COs, JyFBERPRTEEE, Ry NI—VESRSN+DTHNT, #ERE
LT —4— (3R E(CEHOTIBEECHBELUR. BN BVRHE 1L, APT28 (FCOZE&FIRU TERIEIBER(/(RXD
— R ~N—2> %) EBEILIEHBN B,

AL, PEEPENOEFHBNBERINZTET, I35 RBEFREBCETEEMEALESILERL TV, TR
LTl SNAOEFHESBIRREBZE L EICEIBL. YR— MR T U S R ORI 32EE T — LTI T DR
L ARIK S BIENEE THD. Ffo. [FHHTAEEE (FHARFRY NI—D(CEEESRVEVWSHHET. TORSAMIED
CGREEAME - PO REIH - R EIRAED IR BN DD BS. KETE. tFIVTA DR +HR—AEEEDIIL—5—
ERBAU TS AT AICBASNZEZRACTZ., 2026 £F 3 ANSHERIL—I—-DBMAZFIRL T3S, X230
fBDE 4 TERIEDI EICOVWTREINAN B ETREENE 5N 2.

17 Hg8 : Check Point FCheck Point Research reveals a malicious firmware implant for TP-Link routers, linked to
Chinese APT groupl
https://blog.checkpoint.com/security/check-point-research-reveals-a-malicious-firmware-implant-for-tp-link-

routers-linked-to-chinese-apt-group/
18 B8 ASCITESEES [RE. BRI —F—21E FER TP-Link ["EBEBLAILOESSHE"]
https://ascii.jp/limit/group/ida/elem/000/004/400/4400790/
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3. 19U7RKBILSATLANDYAN-E

3.1. f1E

4 BHA. B4N\-EJ)L—ITInfrastructure Destruction Squad [Bl4& : Dark Engine]J(BAF. FIEROI1>
IIIREBB 1 LSRN BB DTLISAF v RIVCT, AAUVTDRKBEIES AT L\ F > UlceE5RUIZ, RTIL—T
(F. HIENEE S AT LAEKRICEE T 21EHEABL. EEOERBRBAOTIT AR RETZEEEC. BEEADISOMEES
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19 HEH: Cybernews [Hackers claim access to pump system protecting Venice’s iconic St. Mark’s Square from flooding
https://cybernews.com/security/italy-venice-flooding-protection-hacked-cyberattack/

20 gl Shieldworkz THMI vulnerabilities in Venice: A deep dive into the San Marco pump incident]
https://shieldworkz.com/blogs/hmi-vulnerabilities-in-venice-a-deep-dive-into-the-san-marco-pump-incident
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21 4#: Malpedia Infrastructure Destruction Squad)
https://malpedia.caad.fkie.fraunhofer.de/actor/infrastructure_destruction_squad

22 g: Cyble [Critical Infrastructure Attacks Became Routine for Hacktivists in 2025)
https://cyble.com/blog/hacktivists-critical-infrastructure-attacks-2025/

23 488 Cyble [Hacktivist Attacks on Critical Infrastructure Grow as New Groups Emerge)
https://cyble.com/blog/hacktivists-attacks-on-critical-infrastructure/
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24 48 : The Moloch [Infrastructure Destruction Squad (Dark Engine?) Targets Latvian Entities]
https://themoloch.com/trace/infrastructure-destruction-squad-dark-engine-targets-latvian-entities/
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