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When Netcraft researchers asked a large language model where to log into various well-known platforms, the results
were surprisingly dangerous. Of 131 hostnames provided in response to natural language queries for 50 brands, 34% of
them were not controlled by the brands at all

Two-thirds of the time, the model returned the correct URL. But in the remaining third, the results broke down like this:
nearly 30% of the domains were unregistered, parked, or otherwise inactive, leaving them open to takeover. Another 5%
pointed users to completely unrelated businesses. In other words, more than one in three users could be sent to a site Community-Led Scammer
the brand doesn't own, just by asking a chatbot where to log in. Disruption: Netcraft
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macOS IRIE(E Web3 BLUIFSEEZER TLUHENNTHD. NimDoor DLIBRNE(LFELIRBRIE RN,

IR, EREHIFICLDFRFN(CANTIL TOVDILEREE . ERFEETINSOERZZNELHA N -EZEF(LSE
TW3, X, 2025 FIClE Lazarus HMRAEEEEIS|IFRD Bybit h"5#9 15 {ERIVBHOIESEEZTEL THEN. 2
N E&AD/ > JEFeanTng? 2,

Web3 LIS EE FEIRZHX CERINTHD. BB WENMIEHEEL. /\WhH—(CEDTIFURTMEVEHRENTL
%. CON. BBESEERS|EEZMNS< ERNRERTIFRZEEL CHEEBIFREVTHIAINDT L, .
Web3 FER(E2REL TV — A TEF 1T ARHINRERREPINL W, ILBFHCLZNSOERAOKE G, BE
O EZ Z2EBERERRERITVBEEZISNZCENS. ERIOZ1I MU TSEEIEN - BB T 2EH#5N 5,

18 el ; Kaspersky [Kaspersky Lab. H/V—JE3E#E# Lazarus h* macOS L1 7% ERURISE SIS FizINE T3
[Appleleus|ZFR ]
https://www.kaspersky.co.jp/about/press-releases/vir30082018

19 18 TECH+ [LERE¥ BRI )L —TH macOS #INE, WERS(ZHANSE]
https://news.mynavi.jp/techplus/article/20231109-2813875/

20 488 : Internet Crime Complaint Center (IC3) [North Korea Responsible for $1.5 Billion Bybit Hack
https://www.ic3.gov/PSA/2025/PSA250226

2L g8 Komlock lab (EESEES ERAD Bybit /W I BHEABIBORT ) \wh—EHSHILADEE]
https://zenn.dev/komlock_lab/articles/da13d065940436
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3.5. &»

JERAEF D) \WH— (@RI 7 MR Z RN B TEERITED. COTEN Nim LW BULWSEZHRAUVLEREENN
B, ALFARFOVIL DT 7EAM T FIFRISE(EL THED TNUTHHLI D2 (CBL MBI THM BRI Bl Z i o &
W53, FLHEC REROFENFFTUVREBFECZRENDEWSHIR T ZEBRBBHIRESEZ X0\,

Bk
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REFHA

AEEFEOAF. IEETHILCEREZRLTENFIN . AFZRILEIHEDTIL RSB0 ACERL THRE
UTRWDRRHEE BRIODOVTHHELERAOTIERILE, SEFBAIGREPAB DR, TOMItEREE. HREL
BOEFBIENDIHE[E. SFHCINFELITITERIE,

[BEVWEDE%]

NTT EF1)7¢-2v) Uk att
J0J1y2 a3 B—EREP OSINT EZAU I F—LA
A=)L7RLR: nsj-co-osint-monitoring@security.ntt

Information Asset Classification: Public Page 14 of 14
©2025 NTT Security Japan All Rights Reserved 14 August 2025]| Version 1.00

Sensitivity Label: Low


mailto:nsj-co-osint-monitoring@security.ntt

