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1.1. =

NIVF-OBBI 2T %) \WF ST UREDFE T, A ANOWENCEIE 7 FEOFIRN Fole. /\w+>J OFIERELRE
Tld BEREFREORHZET. WLII7Z2ERL Tz, —EOSMHHCREDIENELDOER(CIIES{EFryhg—L
AZERALTHED, ZITROEN TV AV E—IhEFieNzce T, EXRAEMREREU.

- -
de Rechtspraak

Home Onderwerpen Uitspraken en nieuws Registers de Rechtspraak Professionals Contact A Formulieren en inloggen

Uitspraken

Een deel van alle rechteriijke uitspraken wordt gepubliceerd op rechtspraak.nl. Dit gebeurt gepseudonimiseerd.

ECLI:NL:GHAMS:2026:22 Uitspraak delen

Instantie Gerechtshof Amsterdam
09-01-2026
10-01-2026
23-003218-22
Strafrecht

Vindplaatsen

1 A5V ANYHh—ADHHIFROR!

1.2, BEERALVEEECESI3)\vh-?

(WS AlDONT]?

YIREZ IO 44 BOATIIABIEUAT . EN). EFREEZIRISTREESL TV, I-0v/(0FE
BBOIRT IVE)\YF IS REOERN oI, TTHBEBIEREINA D FMEE (LRSI 3IEE T THNICEINAZ
BTWEEHBNTND —EBAT(TICLBE . HWEAFEENTI—EOEZOXHELL T, 50 F1-0(% 9,000 FH)
EERLTWRZEBBHOR.

2021 F 9 AL, FROBM4%2EE 4 HOPLRCESLTUREVTIRIBEIN, ZORECEE 10 FOERHHRET

1 488 : Landelijk Dienstencentrum voor de Rechtspraak (LDCR) FECLI:NL:GHAMS:2026:22]
https://uitspraken.rechtspraak.nl/details?id=ECLI:NL: GHAMS:2026:22

2 8 : Landelijk Dienstencentrum voor de Rechtspraak (LDCR) FECLI:NL:GHAMS:2026:22]
https://uitspraken.rechtspraak.nl/details?id=ECLI:NL: GHAMS:2026:22

3 st : Ceské centrum pro investigativni Zurnalistiku [NarcoFiles: Narkobaroni si najimaji hackery, aby jim pomohli

dostat kokain pres kontroly v pfistavechl
https://www.investigace.cz/narcofiles-kokain-evropa-pristavy/
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Sky ECC (3. hF D% Sky GloballlC&>TRIFEENT, T\ —ZEZBHELET TN, 2058 NBIES
{LHEENE B (CH T, ERRAIARIETRARRCA CFIBENBL5(CHTUEDz. 1—H— 0 90% L _ENIBTEE Tz —
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7

o

4 H#8 : CNN World [Nearly 28 tons of cocaine seized after police access encrypted network]
https://edition.cnn.com/2021/04/06/europe/antwerp-belgium-cocaine-seizures-scli-intl

> 88 : The Brussels Times [Cracking of encrypted messaging service dealt major blow to organised crime]

https://www.brusselstimes.com/news/belgium-all-news/159039/cracking-of-encrypted-text-messaging-service-sky-ecc-app-dealt-major-blow-to-organised-crime
6 Hi# : EUROPOL [Operational Taskforce LIMIT]
https://www.europol.europa.eu/operations-services-and-innovation/operations/operational-taskforce-limit

7 Hi# : Computer Weekly [Arrest warrants issued for Canadians behind Sky ECC cryptophone network used by
organised crimel]

https://www.computerweekly.com/news/252497791/Arrest-warrants-for-Candians-behind-Sky-ECC-cryptophone-networks-used-by-organised-crime
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Our features protect your messages and privacy

= Self-destructing
Messages

Share Images & Notes

Secure Audio Messages
) Full-featured Group Chat

3 Stealth Mode

1 Flash Messaging

| Secure Vault

bnuowplos8

5  Group Broadcast
Messages

2 Sky ECC D#EEBNR—(Sky ECC OATRYA b [BREH])(E) 8
& EUROPOL &3 Sky ECC MHED##ZED(Operational Taskforce LIMIT) (%) °
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310,

1.3. &

HWRE N FEHOES(CBVT, EVMOZEH - 5|1 21TOBESEMH . SRS ISR (TEOS AT L) \WF T U TS,
B ERS(CIRML TV, SEIOFHITHERIFCAIFEENIBIOSEH T, N1 2 BALEYIMORIEZER UL
D, JhA>ADDTIFTFEBBOINENX T BIes(C. BHREICARDX—ILZEXEULIZDL TWENBASINTIRDO TS,

A-0vNT 2 BEICKZFVWTONI-TBCHF2) \WF> )6, TOREENN, ZEUIZINA >0 EU IHANADEX TH
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8 Hi# : Internet Archive Wayback Machine [SKY GLOBAL Inc. - SKY ECC: Features]
https://web.archive.org/web/20210310131238/https://www.skyecc.com/features/

9 Hi# : EUROPOL [Operational Taskforce LIMIT]
https://www.europol.europa.eu/operations-services-and-innovation/operations/operational-taskforce-limit

10 Hg8 : OCCRP lInside Job: How a Hacker Helped Cocaine Traffickers Infiltrate Europe’s Biggest Ports]

https://www.occrp.org/en/project/narcofiles-the-new-criminal-order/inside-job-how-a-hacker-helped-cocaine-traffickers-infiltrate-europes-biggest-ports
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2.3. 1YIARTA—5—WiEREBR DB

B A2 IARTA—F—DBRNBIEL VDB =(CE. BNILII7H MaaS (Malware-as-a-Service [B—EXEU
TOVNILIIT7])EL TRIBL TV ENFEITBN S,
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11 el SecurityWeek Dozens of Major Data Breaches Linked to Single Threat Actor
https://www.securityweek.com/dozens-of-major-data-breaches-linked-to-single-threat-actor/

12 4g8: InfoStealers by Hudson Rock [Dozens of Global Companies Hacked via Cloud Credentials from Infostealer

Infections & More at Riskl

https://www.infostealers.com/article/dozens-of-global-companies-hacked-via-cloud-credentials-from-infostealer-infections-more-at-risk/
1 H#: NTT RIEESRR [M2TART—T—¢(d ? RERRISLINE . BRI SR AF]

https://www.ntt.com/business/services/xmanaged/Ip/column/infostealer.html?msockid=374f734cb69c625a0d946550b79963fb
14 HB8: Check Point [Malware-as-a-Service (MaaS): Cybercrime’s Subscription Modell

https://www.checkpoint.com/cyber-hub/threat-prevention/what-is-malware/malware-as-a-service-maas/

Information Asset Classification: Public Page 7 of 13
ONTT Security Japan All Rights Reserved 13 February 2026]| Version 1.00

Sensitivity Label: Low


https://www.securityweek.com/dozens-of-major-data-breaches-linked-to-single-threat-actor/
https://www.infostealers.com/article/dozens-of-global-companies-hacked-via-cloud-credentials-from-infostealer-infections-more-at-risk/
https://www.ntt.com/business/services/xmanaged/lp/column/infostealer.html?msockid=374f734cb69c625a0d946550b79963fb
https://www.checkpoint.com/cyber-hub/threat-prevention/what-is-malware/malware-as-a-service-maas/

@ NTT Security

tFa1)711E KELA OFABCENE 12TARTA—5—DWEIIFEDHIE RmIMEENGD. 5. TOT1IMNE
B OSHIT40. VINIITREFEV O, BENICZADI AT AT IR T IHIEIRRURINE V. EIEADOTH
7> MESRMEARIHRCREFINTVZIHE. BBOSIEN TERINDECRD, URIIEES(BAT .

EBISRANRBDE A2 TARTA—F—(CLDBERENIEREEBIRN T AT P IEOVEAR A FEREL THRZE(CERS
NTVBETHD. KELA (& [Play Il AkirallRhysidalREDTHLADITIIN-=TE AV TARTA =5 —(TREEUIZTHY
>N DBIHENESRENI T —AZ;REL TS, INBDOT—ATIE. IMEBOFRLBHRNT T LADIVIRED 5 H~95
BB -1 TERFEINTLE .

CDTENS., A2 TAXTA—F—(FERDIBEIRGEBEL I IIT TIEAL ERARIIHADITHEANLDRNZ TOTADIEC
MEUTHEREL TLVDEWZ D,

NZT7—FK, A

T4 REE, BE
SEEOWER.
= < FEBA®. WEKA
- A7 4 AT 14 T—ClaBRZGIT i Oi§7;*f)b~ -,
: A=) & :
BEA T3 AT A —o—ICRREE. NAD— RPRBEEV SRR RELTETS T
A—JLRREYA b & |
=(m] J¥=]
P/
-+ %
HWEESEDIEER

AVTAARTA—o— %185
BALT7 714 )IA b (EEEREK)

LLLL
[N
7 LLLL
L [
~ R - 5 (NS [
B-® fR3E. Rt B-@ #8. £%FR colectict
P [
LLLLL L

IAB FIYLIITRRTIN T WERLE

A2 73 AT 4 —F—THMLUABREMHTBITRL. IABHSBERI I —TIC5x, WRIN—THuEigeZalitzy. €
FEGMLLEVTS

B [ (> 7+ A5 15— GO L i I 3 i, ‘

~ - A 2THARTFA—F5— S
C2:Command and Control Maas : Malware as a Service 1AB: Initial Access Broker o |y BRULER

3 41YIARTA—5—EMDECTIISATA(THEIOATYI1&D)16

15 Hg8: KELA [Inside the Infostealer Epidemic: Exposing the Risks to Corporate Securityl
https://info.ke-la.com/hubfs/Reports/KELA%20Report%20-%20The%20Infostealer%20Epidemic.pdf

16 g BRI0ZTY) ITFEREEI[ > IART(—5— |, QU RNSRIERMTE CRIKARS]
https://xtech.nikkei.com/atcl/nxt/column/18/02805/081900020/
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2.5. &Y
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17 i8: HACKREAD [Analysis of Top Infostealers: Redline, Vidar and FormbookJ
https://hackread.com/top-infostealers-analysis-redline-vidar-formbook/

18 e Microsoft Security [Lumma Stealer: Breaking down the delivery techniques and capabilities of a prolific
infostealer]

https://www.microsoft.com/en-us/security/blog/2025/05/21/lumma-stealer-breaking-down-the-delivery-techniques-and-capabilities-of-a-prolific-infostealer/

19 Bl SecurityWeek [Dozens of Major Data Breaches Linked to Single Threat Actor ]

https://www.securityweek.com/dozens-of-major-data-breaches-linked-to-single-threat-actor/

20 g InfoStealers by Hudson Rock FDozens of Global Companies Hacked via Cloud Credentials from Infostealer
Infections & More at Risk/J

https://www.infostealers.com/article/dozens-of-global-companies-hacked-via-cloud-credentials-from-infostealer-infections-more-at-risk/
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