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1 488: CLAROTY [Cyberattack on Norwegian Dam Highlights Password Exposure RisksJ]
https://claroty.com/blog/cyberattack-on-norwegian-dam-highlights-password-exposure-risks

2 Wea: Reuters [Norway spy chief blames Russian hackers for dam sabotage in Aprill
https://www.reuters.com/technology/norway-spy-chief-blames-russian-hackers-dam-sabotage-april-2025-08-13/

3 {488 CYBER SECURITY INTELLIGENCE Norway's Security Agency Disclose Hydropower Takeover By Russian Hackers|
https://www.cybersecurityintelligence.com/blog/norways-security-agency-detects-russian-hackers-attemptin-an-

hydroelectric-dam-takeover-8639.html

4 #a: CLAROTY [Cyberattack on Norwegian Dam Highlights Password Exposure Risks
https://claroty.com/blog/cyberattack-on-norwegian-dam-highlights-password-exposure-risks

> HBH: CISA [Primary Mitigations to Reduce Cyber Threats to Operational Technology
https://www.cisa.gov/resources-tools/resources/primary-mitigations-reduce-cyber-threats-operational-technology
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Comment from the Embassy of Russia in Norway to «Reuters» on the
sabotage accusations from PST (13. August 2025)

Comment from the Embassy of Russia in Norway 10 «Reuterss on the sabotage accusations from PST
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6 Hi#i: NEWSINENGLISH.no FDam sabotage blamed on pro-Russia hackers, embassy strikes backl
https://www.newsinenglish.no/2025/08/14/dam-sabotage-blamed-on-pro-russia-hackers/

7 Hi8f: Reuters [Norway spy chief blames Russian hackers for dam sabotage in Aprill
https://www.reuters.com/technology/norway-spy-chief-blames-russian-hackers-dam-sabotage-april-2025-08-13/

8 H#: Embassy of the Russian Federation in Norway FComment from the Embassy of Russia in Norway to

«Reuters» on the sabotage accusations from PST (13. August 2025)
https://norway.mid.ru/en/embassy/press-

centre/news/comment_from_the_embassy_of_russia_in_norway_to_reuters_on_the_sabotage_accusations_from_pst_13_augu/
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https://security-portal.nisc.go.jp/cybersecuritymonth/2024/seminar/pdf/03_kitao_2024.pdf

10 g8 Bloomberg [/\fFVBUE. KBS RFANDYA )N —BEE TRHKICERIFUHENT
https://www.bloomberg.co.jp/news/articles/2024-03-19/SALYLLDWRGG000

Information Asset Classification: Public Page 6 of 12
©2025 NTT Security Japan All Rights Reserved 11 September 2025]| Version 1.00

Sensitivity Label: Low


https://security-portal.nisc.go.jp/cybersecuritymonth/2024/seminar/pdf/03_kitao_2024.pdf
https://www.bloomberg.co.jp/news/articles/2024-03-19/SALYLLDWRGG000

® NTT Security

2. NAD—RIR—Iv—hEREEIRERZ fEbRICHR 92

2.1. #1E

2025 & 8 AlChEEI NI R/ RREDOTF1)71H>T7L>ATDEF CON 33/(CBVT. TFaUT(HAKRED
Marek Téth Eh /{XD—RIYR—Sv—OHESs 2 BAUIHLUWVIVYI S vyt IRE(COVWTRRERUR  EBRC
AT —RYR—=Sr—(CCDBESSHENBA TOWBZEN SN THED., BT A ADI-T-NEEZZ (38N 0D,

[HERIENISKOINRD = REERTET D . [/NAT— ROEVEILZE TS 1 EVO e TR}/ AT - REIBD—DEU T, IAEE,
J{2D— RIR—Sr—DF|BHHEEINTELA, LRSFIEL. /(D — RYR— S —ADEEEIEIN T EZ R

TEEINTVS,

2.2, AAD—RIR—Tv—¢LI3?

JC2D—RIR—Tv—(E. A29—%Y M EOY—ERICOT A>T BT ER ID ¥0)\XT— RREDFREFIBRE. FEHT
1R - B TERVINITT THD. H—ERTEIC. M1/ (AD— REBE B TIERL. SBIBL TN B, 1—H'—(3fEL
ELOHEAIENT VR D — REBTBIENTED, TR/ (XT— REEIETERTENS, TBR/(XT—RIR—Sv—F
FTHBHRTERF B LEZALNFBLTVS T,

ZAD)(RT— RIF—Sv—hTSOT SRR EEL. K 2 DL, SREEERE EEA ST MEEEHR TL\B,
JCRD— RYR— Sy —(RTFSNIIBERN S T5UT—IERIEED . T35 —TRRUTWRR—SICEUEEREEERD
1R 1 &5 ERD . SREFIBIROIER(Z. ROYTIISREDIUI BER |ELTI ST - EILEASN S, 1-—hEREFIER
DIRENSEREREDEIYIUTCEIRT B BIRUREEEHRNOT 1> T4 — LAICEEIA SN S,

Login Form Login Form Login Form
Usanmname Username Username
| & ) username
Password websecurity.dev Password
username . & L

[1] I-Y-POTAR=SCTIEAL.  [2] 1 DU LOIREHBEROE#INUIE | [3] I-F-NREEEROIR#HZIUYIS
ID AN HEIUYIT B, RELTIEASN S, 3L, TOALIBMN BB AN S,

2 DSV —HSRIEEEIC LB/ SAD— REEIA D DifEh

11 g8 Marek Téth TDOM-based Extension Clickjacking: Your Password Manager Data at Risk]
https://marektoth.com/blog/dom-based-extension-clickjacking/

12 s SRS BRORSOY/—tF1UFH1 b [Z2B/R0— ROE - B
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/security/business/staff/06/
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13 {88 Krebs on Security [Mobile Phishers Target Brokerage Accounts in 'Ramp and Dump' Cashout Schemel
https://krebsonsecurity.com/2025/08/mobile-phishers-target-brokerage-accounts-in-ramp-and-dump-cashout-scheme/

14 iHgl: FINRA [This On-Ramp Could Lead You to a Dump)
https://www.finra.org/investors/insights/ramp-and-dump-schemes
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RILTHB. & Ramp and Dump EETHD. 6 ZDFEEREIDIS 5 AlIFHISEIFEERII TS, SFC (FEEZZ
FARBRAOMEEZBNEL T, SEIOBEZIT,

3.5. &

SEES O RRFHSE(C L2 MMIR/FZIB L TERENS Ramp and Dump OIEK(E /N ELIREEBOINGET LIS
EAELTWRZEERL TS, NI, HEE OIS RO E S HRMIRIE(CFIAL. FFRENBESRE I3 25 E
TFEA193L T, EHEN(CHIZRZ S HEMHLDEDTH D,

COIIRFODERICE. Telegram OFEZEIZIZTNIRGTIZEERENAINI1vS o TFyhe, KEDODENAIL
IR (CEOTUTINAA LTS T BEFI 5D,

Bk

15 Hg8: FBI [Seeking Victim Information in “Ramp-and-Dump” Investment Fraud Investigation]
https://www.fbi.gov/how-we-can-help-you/victim-services/seeking-victim-information/seeking-victim-informatio

n-in-ramp-and-dump-investment-fraud-investigation

16 Hig8: Securities and Futures Commission [SFC seeks court order to freeze assets up to $62.5 million for investor
compensation in sophisticated ramp-and-dump casel
https://apps.sfc.hk/edistributionWeb/gateway/EN/news-and-announcements/news/doc?refNo=25PR135
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REFHA

AEEFEOAF. IEETHILCEREZRLTHENFIN . AFZRILEIHEDT(IL RSB0 ACERL THRE
UTRWDRRHEE BRIODOVTHHELIRADOTIERIILE. SEFBAIGREPAB DR, ZOMItEREE. HREL
BOEFBIENDIHE[E. SFHCINFELITITERIE,

[BEVSDHEE]
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