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[HLR—MNIDNWT]
HLR—NT(EF 2023 & 4 BHR(CEURBRL RIEHREF1UT((CEATEEH. BR. F2NS2E0EERBEOZLD
PHSEFCEBEEZZASND MY 3 SEY, FEDHEDTHD. FREVINESFUTOESDTH D,

25 1 & [FBI. BRECOHREIEEICLD Genesis Market DfAZFER]

* 4 B 5H. KaFEAR 1-5-0 PC ZXI DIV E. BEUIZ PC TENON TV 2ERAEIBEIREAND 7 I
AR E =E(CARFEL TLZI Genesis Market |z RSB TeERFR U,

o IOHAIITIN-TEDHANILTFEEN. HEHRORYNI-IANDEAOZERIDEDAR(C. FIHAT7IE
Z+-J0—-h—¢UT Genesis Market ZFIALTLVZ,

» Genesis Market EASHZERERON —y MIFEUSEITTLS Iz ZEFEFD PC AL I 7 (CRERU THRS
2T INDEBACERSBVED, DAIVAXERY I NDOE AL 7Y T — NEQEANRIRZE2S5 I E I INEN
HBdo

28 -3 ZE(Vulkan files |E 2D

o O3 70 IT YA &1 THS NTC Vulkan Y, O3 PBRTEE T OEERER (CH A N\ -IREIBIRTIF%
ZIEIBIHOY—IVERHLTLCEN . [Vulkan files |&agaN iU - E(CKDEAS NIRRT,

o XE(J(E, Vulkan KOS 70IEHRMEEES APT JIL—TOre(C, MEss =R A /N —IREY—)LA>, SNS &%

NUIIBRIAFZITIDDY -, FHAN-WEZ2E T 2 TIEEZIIEI D IbDY -V ZRFEUIZEN'EE

ENTLVZ,

o O3 7BHFOIRS. Y4\ -IREPIBEIR T IF2ESITEENATLUTITI) Ty RiESE D E [ —im% . Vulkan
files (FBASMMCUIZ,

£ 3E [FBINT1-ASvv+>4) (che Jacking) IRE(LOWTEE]
« 486 H. XEHIEEF (FBI) T>/N\-3ZF(E Twitter T, ZZBXRTIVICEREINTLVS USB FeEA— NC
MT93. >1—-A3vv+>4 (Juice-Jacking) KE(CH I 23 FEMEILAIFUNI T,
o IREEHE (T, USB RER— NCFYIZIBDIADEDH T 21T, FTEEDZHICANIDI T LY Ntk Z & T I DL,
FT—AREFNID. VD1 7PREERYI NI IV ZBTFICA VA= ILENh 32BN H %3,
o D1-ASvyF I EZOIBIBIH(C(E. USB FRER— NOFIRZEHNTD. E2(d. FTTESHAD USB T %
EHUTEATRIENERENS,
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1. FBI. ELDHEFBEHBEICLD Genesis Market D FEFER

1.1, #1E

4 B 5 H. XaEAE. AN\ -IRE(C I THEEN R Bz IR55 L CL Vel Genesis Market 1Zf#ASHTzE R
KUY, COEEE FBI L1-OR—-ILBOEETITON. BY—4vhO1-H—-H 119 ZiFgsnre., I[RE. @EY-ovb
(CP7DERTRE, IBECHRAURZEOERN THE OO IS L LT COYA MIFRINEN T JER RSN TULS,

|
I
wr AN )

OPERATION COOKIE MONSTER

Genesis Market’s domains have been seized by the FBI pursuant to a seizure warrant

issued by the United States District Court for the Eastern District of Wisconsin. These

seizures were possible because of international law enforcement and private sector
coordination involving the partners listed below.

To determine if you have been victimized, visit:
haveibeenpwned.com or politie.nl/checkyourhack

Been active on Genesis Market? In contact with Genesis Market administrators?
Email us, we're interested: FBIMW-Genesis@fbi.gov

21+] &
poum r o
Ra4s NCA = ELIRCPOL “po A o
X ~ ﬁ m - - ﬁ
@ GuarDiACiviL (S i O | e & - €
O EEIOIGE PGuTie oo o

1 JRYEICRREND Genesis Market DEIM

1.2. Genesis Market &BZEDEH

[Genesis Market &3]

Genesis Market (&, O 7 OER T I57—-EBONZEIRE(CLOT 2018 & 3 BICRIEREN?, BEFOI1-H—H5
BiF1— R AFURINERIN -y NP ICATERWMTHEH Thholeles. J\wh—Te50RI T331F 11— MITEN H S
BOEHREN, )\YH—TA-3LhETTREINBZLEHOI.

Genesis market is the only market where you can buy over 450,000+ logs with cookies that

from infected computers around the world some names can be united states, spain, ireland,
japan etc they have it all.
They have a big databases from countries around the world! In my shop we are selling the
cheapest invites in the market currently.

2 Genesis Market OBF 11— ROBAZIFIEMNIBIEE (—EBNTI)

1 88 : U.S. Department of Justice [Criminal Marketplace Disrupted in International Cyber Operation)J
https://www.justice.gov/opa/pr/criminal-marketplace-disrupted-international-cyber-operation

> 88 KELA [H1//\—1EFEX -4y N Genesis IO T514F1—>1
https://ke-la.com/ja/exploring-the-genesis-supply-chain-for-fun-and-profit/
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BIN—yNIIRB (XTI 7ZRARLTED. IIVIT7FRMTX=)VENSRGEET PC ZIRY M EMFU, Ry hURET
BIBERAD T I AEZIRFEL Tz CNZEBA T DL, IO PC MBUNEESN T Cookie. 074 &Rk, TA—LNDHE
BIADT 4. TZUHOIERE® OS &Vl T30 - D400 - )0 PEDIBERZYPIVIA AT AFTES,

BI04V BHROIRFEERBDRELTE WV P ORBRRENRRICKIE)/ ATV —-REEELTEEE®RD/(Z
D—RERMEICAFTESRR S, Tz, FBIED Cookie NAFTENESERBIBEETEIZIRNEITBND. ¥
(CIEEEDNEBENFIFTS PC DRy ME. EXRETDEERYRNT-ITANDEAENEERNOERINDELTER
THaIes. THLIIT7IIN-TEDTA N-ILFRECIOTBAIN T, COLIRMEAOZRMTIT LR, IFE
OPBEALENIEBAN-IETROIIS AT AT TI#IEA7 7R - JO-h— (Initial Access Broker) |&AIEDIFSN.
BERGEZEITLS,

Hauws
SMiEDHD B5E ’3&
BZELS AL —5—
(HzEE

NIV o7
FRE BR5oE

AL —&F— 1B

EAEE=E
F— /)

3 YAN-IBFEICHIF 3D EFHI DETE

(6 : ILYMOZYD -7 —YANDBETDEHR]

Genesis Market TIRFESNITAY MIRE(CFHINSZHEL T, 2021 & 6 BICRELUR. F—ASHOILI M

> g B#E XTREND [1-Y—#4§EI2I5395 D> H-TU> ~ I#fie(d]
https://xtrend.nikkei.com/atcl/contents/technology/00005/00013/

4 H#8 : EUROPOL [Takedown of notorious hacker marketplace selling your identity to criminalsJ
https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-sellin

g-your-identity-to-criminals

> 88 : SOPHOS [ERiHIERNFEE N 31B:FHIY—v S (X[ Genesis ]
https://news.sophos.com/ja-jp/2022/08/04/genesis-brings-polish-to-stolen-credential-marketplaces-jp/

6 H# : SOCRadar 5 Things You Should Know About the Genesis Marketplacel
https://socradar.io/5-things-you-should-know-about-genesis-marketplace/
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~v5-7—=Y (Electronic Arts) TOB4MEISNTLS 7,
EoNFEROTDE. IEEN Genesis Market (CTHIH 10 RILTEALR. EftttEoRy MELTULZ PCADT
DU AVEIDOIES . IEE Gy MBS AF Uz Cookie ZFIFL TEIREO Slack JIL—TA0D0T A CRRINUR.
SH(CIREEE (T Slack ZBEAEICUT. BROHLARYRNI-INDEAZBRD. Slack L TRMHEICRDIELT
IT HR—MEHEIGERL ., SERDID NI 2ERUELS CECLDFEARY NI —IADOT 1 KR INU. BAURIZ
BE T REINTVWREDT - ADY—RAD— REWEBY -V ZTFEIL. X—TY N TIRFEUIZ,

Electronic Arts G-I ETSICAEBE- BRY BEY UV-Z-

000

2021478148

6AIC. MARLELEFRY FI—OADRABHIBLTHRELF UL (FTROFAXESRLTLES
W o S J\WA—EENZMIESNEERERT. —EoI PN —FICARENELR. HLE
BREENEIFAILEDRLELEH, RERTEI LA TV—0ER0TS1/(3 %2857 30N053
THEFEFENTHET, HHOV-LABLVESFR, ZLTI LAV —[CHLTEARBYRAINGS &
EL2EREDDETA. SERTREETROLEEEDRIUT, EFERTEECORNERTE
7.

202046A11H

EARwW b= \wF L OJENB LN T -IAPREE Uz, —BEFENZT—ADY—Z0— P
BY—J)LICELCRTERETNTY. T V—EnTF—4 0FotARN >t BRoI51/(5
—ENENELEFEBATVERA. BAESHECEDNNITF2UTrOUEERZEL TSN, T2
HICEoTEHOT — AFERESFRACEENRAT EEFERVWEEBELTWET. RE LPREE0—3
LT, ETUB e OMOBPIFEE SEEN CRALTVET.

4 BHCEALTIVSbOZYS - 7Y RRUIEBASC

1.3. [ARL—23>Y IvF—EXR5-1]

SEINEE(E. FBI EATIAZERNFEL, I-OR—ILORAY, 1FUR A—ZANSUTEVOR 45 OE - Hig0;EIT
HEBEADIR I TITON . VR ARL —23> HyvF—EDRH— JEfFiFBnztotti2,
BEOER. Genesis Market D1—H—119 @MNREIN. RIY—v M FIBLTULE 11 ORXA>ZHHRIREN

7 H# : Vice [Hackers Steal Wealth of Data from Game Giant EAJ
https://www.vice.com/en/article/wx5xpx/hackers-steal-data-electronic-arts-ea-fifa-source-code

8 488 : Vice THow Hackers Used Slack to Break into EA Gamesl
https://www.vice.com/en/article/7kvkgb/how-ea-games-was-hacked-slack

° HiE8 : Electronic Arts [FcERELURRYNI—INDTERAICBI T3]
https://www.ea.com/ja-jp/news/ea-statement-on-june-11-security-incident

10 e : Bleeping Computer [FBI seizes stolen credentials market Genesis in Operation Cookie Monster]
https://www.bleepingcomputer.com/news/security/fbi-seizes-stolen-credentials-market-genesis-in-operation-cookie-monster/

11 e : REUTERS ['Operation Cookie Monster': International police action seizes dark web market]
https://www.reuters.com/world/uk/operation-cookie-monster-international-police-action-seizes-dark-web-market-2023-04-05/

12 4488 : U.S. Department of Justice [Genesis Market Disrupted in International Cyber OperationJ
https://www.justice.gov/usao-edwi/pr/genesis-market-disrupted-international-cyber-operation
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Iz. IRTE. INSOFUNENTZRAA > 272 FVZ URL TPIERT 3L, [COB4 MIFRURENT IERREN. B4 NIFI A
TERBOTVLWS (K 1) &

UHU. AXY—oyhOBIBEFESINTHSST . ERISRHBEIN TR, F2. [.onion OF<BIORXA > ZFIFE T34
—7917 EOYA MIFIRIETETIEATE, AY—TYMDI AT AFREIL TOBIEIRTHD . CNICDWTIE. 1EB%HK
U TOREBITHERI N \wh—DEFRZUNEE T 2HEDEL THRL TLDELWSER DD,

@ https://genesis ™| Ruidilaii e o T el B =i.onion/guest/loginfindex

& Remember me for 2 weeks

5 4—2917 t® Genesis Market ® Web 3/ b+ (5 B 15 HER)
1.4. F&o

2018 FENSRABICEDIIRE7 /TR - TO-H—EUTHA/N-IETRICHNIBL TEZ Genesis Market HMgFsaN. 240
1-H-hE#EEN. SNIEEFRNRIEEG D OKRERKRR TEH DN, FUUIY—-ERRMH T Z Y-y NI B
RENTVBIENS, BIEHmEERMNKHEND,

Genesis Market Y3EUY —EZDVINITIV ARG DL BECKIRIA-SE#EZZWEDSOMNILRBIH. IE
RI74)8° URL ZBINRV. DAIILZXGERY T MNDBE ALY T T — M T DIt BAN R RE 25T I DHEN
b

13 4488 : HACKREAD [Genesis Market's Clearnet domain seized; Dark Web site still onlinel
https://www.hackread.com/dark-web-genesis-market-domain-seized/

14 488 : ReliaQuest [The Technology Adoption Lifecycle of Genesis Market)
https://www.reliaguest.com/blog/the-technology-adoption-lifecycle-of-genesis-market/
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2. U=IXEIVulkan files1&TDRHX

2.1. '

O 7 OBA N —EEAOIRDIEHD—lmZ AN I HEXENRBENT, ERIID IT DY b THS NTC
Vulkan #t (BLF. Vulkan EMFR) O#AXETHDIENS Vulkan files [EMFEN TS, O 7DUI51 FHRWIC
339 3R OREREFEE N TR DFREHEHRMHL. BADH B,

Vulkan files O734h'5, O 7BAFIC LS YA N-IRBLIBIR TIFZ 9R— b2 RMRERY — )L ORFENFERIN,
Fz. Y-ILOBRIT THS Vulkan & INETERZ BPAN-EAOBESH RN TSO>S PRERO\vF>57)
W=TEDREEEXEDHRICHSNT,

2.2. Y=z &EVulkan files]

[(EAJ90 IT I>YI=4t. Vulkan]

Vulkan (&, EAVD(CEZIBAZ1EHREZF1UT
(DFEMD IT YL TI 1 THD (K
6) . #t&EOS7ETNLZEKRIZ, 070
TePEEEE A D Anton Markov 7' 2010 £(CE%
YUz KRFIRITD Sberbank. EEMZERE
O7I0J0-b O3 7#EEVOROS T ORESE
HEER IR TLVD,

RIBDIRIZAUNS., & -5
Vulkan [CABIZZRNHENDZE, FAAEED ARMERE o4
23, O3 7 DAL HEDRE T (CHDERID
DINIXDKRFEDREZELETHDESENS. 0T D
EZREFBFRNRVEEESHDO—EPE. Vulkan
(FAIBAIFENTVS.

6 Vulkan Oik—ALR—>
[Vulkan 5 DOREREF]

2022 £ 2 B. O3 T7H 954 FAERBERIEUR . Vulkan $tAOGHI A5 FTOS 7HECUltk 4 12
IEERITVEZDLSROS VEAFICHH 9D Vulkan (CEDZRED . BN RAYDSv—FH)A RNFEfAIUR, €U T,
Vulkan H'0> 7 DERFHERSCIRHL TOEBA NI Y—)LICDWVWTOEFR—J(C R sz sz & T Vulkan files ]
Z. RAYOIREAE) I —THRMHUIZ . REPERE(EEZETRINRIOTV2ONZIASMNC T B8 CDIEHREZE

15 488 : The Guardian ["Vulkan files' leak reveals Putin’s global and domestic cyberwarfare tacticsJ
https://www.theguardian.com/technology/2023/mar/30/vulkan-files-leak-reveals-putins-global-and-domestic-cyberwarfare-tactics

16 {188 : The Guardian ["Vulkan files' leak reveals Putin's global and domestic cyberwarfare tacticsJ
https://www.theguardian.com/technology/2023/mar/30/vulkan-files-leak-reveals-putins-global-and-domestic-cyberwarfare-tactics
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R332 20 |V ERRTWS.

J)L—T14. DER SPIEGEL #f%(FUSHIHFEZFEA TLSEEROHEMEIC Vulkan files ZHBUIZ. BEKDIER
HBAOINAEFIRSICLBBEDER . AOEIEEMEN SV EHIRTSNZzh. 2023 4 3 A 30 HIC DER
SPIEGEL #&&h'5 Vulkan files [(COWTOFRBEIRBEECENFERINC.

[Vulkan files D 5]

Vulkan files (& 2016 M5 2021 FFTO 5,000 R—-S#EBZ2T—ITHD. BFX—I. WEXE. JO>1/hH
STEE. TEE. ZNBEEZET (A 7) . N5, O 7 OB OHIC Vulkan iYW —)Lz2BiFE - Rt gL
S BFRMBAS N Tz BMRMFIBAUIBIRFERC(E. EFBIREEID GRU. 0> 7EINZER I 2 1BIRIEEI D
FSB. X TAE0REE TIED SVR 1'% XEACEREDHIROR A ADRFHREFROKEASN. FHI%Z3—0v
JEKEICEELTVSZEZINMNDES.

Vulkan files i'5(3. FFESNLY —IUIRBRORZE(EREINNE TEBASMIZO TR, —73 T Y—-ILOEHR
HOTERREFNS. D)7 HEWRIE(CHERSINIEY A )\ - TOER OB EEENZENN TVS.

Due to the overwhelming public interest, paper trail media has published a small selection of the
#VulkanFiles on Documentcloud. Metadata has been changed respectively stripped.

— ' Scanv_4 = ScanV_3
-__ ScanV_2 ScanV_1
= Sandworm Krystal2v
— Amezit
Di;:&:is Documenta::é\

7 Vulkan files ®7—4%
(RMYDOIEREI N —ITpaper trail medial DY NT—EPOF—IDNFHENTND) B

17 g8 : paper trail media ['Vulkan Files]
https://www.papertrailmedia.de/investigations/vulkan-files/
18 48 : paper trail media [Vulkan Files]
https://www.papertrailmedia.de/investigations/vulkan-files/
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2.3. Vulkan files [CEgehTW=Y-=)L

Vulkan files h'5. LT O 3 H0OH AN\ -ERLBEHRTEOY-ILOREFE IO 17 M, Vulkan h"EESLTWSIEN
MEERSNfz, 19 20 21

(Scan-V : feSs B ATLAZIRFRISY-I)

[Scan-V |(FHFRHPOIEIEFER DS AT L AFv UGBS 4B IRE 2 INE T DY —IL THD. Vulkan files ([, UX
EURT—9%ZIUNT 27 —IN-ZADIEERFSEICEI TS, BIENRRF 1A MIEEN TV,

15ERIEEID GRU EEIEL TRIFLIZCEN Vulkan files [ICEENZIBIROEEF TIEINO>TLSIH, EFRIC GRU
Scan-V OB AP HICE e ETEREATHS. —/A T Vulkan files (C Scan-V OB TS ZAFAEUTEEEHINTLS
Y—)LAY, 2012 FE(HRFUHFRARY A/ -IRE[ MiniDuke ] TERINTLZE Google Dtt1UF4F—AlESH
MLTHD. CORFDRRINEZ 3T Scan-V AMAORFE IO 1/ MMEESNEER 2L TV,

[Amesit : [BERT{FZIEY-IL]

[Amesitl(&. 12—y b ETOERTIF2ERNISEMET—BUIET D, IL—LT-IBOY- )L THD. KiR
IRRY—)L THIIZHFFEICFEENESNU. 8B EFEDHD Vulkan DFEENE 2 FSB AEMZEARIL TERZE 7Y
>JUTUz,

Amesit ZFERAIZIERIAEEEES. O 7EN - EHNDEROLNDZIEIET 3. SNS PIEFEEDBEEFD
BERR -5 - INEZ KT 5. RIC. IRRCEDEIBIRTAFZAREIL. BRI T YEIEK T . 1072V &
TEREROTERN, BHR. E74. BT S TRMEIEETHSD. LT, I>7>Y% SNS, J0Y. SMS. EFX—ILi}
E BEONINUICE>TIESHC, Vulkan files (CH2ERHE. Amesit (& SNS TOBERTFZZ1E 95255 100
BEDHED SNS 7hU> M EIR Y ZHEEE. T h> MNOBETTZIFE I 2R %D 3 3 HEE2 B I2EEBAL TL)
do

Amesit (C&21EIR T/EOFZEEFEL. 0> VAN (CRETZIHBEICE. O PESTIO-)UICRMAIZIBEIC
. EBBICBEZRBLITROTLREEZSNTVS =,

[Krystal-2B : 34 /)\—=T{EdllfRY -]

[Krystal-2Bl(&, HAN\-WBEEHI 2 TIERICMITc L —Z>JRAY-ILTH3. A 30 AN EKHIEIRCSH
TZ?,
RE. MZE. B EOBEADISOFIHIRI AT LZIEIEE. 0> 7 DEEA SISO/ ZRANSERE 5T

19 4488 : Mandiant [Contracts Identify Cyber Operations Projects from Russian Company NTC VulkanJ
https://www.mandiant.com/resources/blog/cyber-operations-russian-vulkan

20 488 : DER SPIEGEL [The "Vulkan Files": A Look Inside Putin's Secret Plans for Cyber-Warfare]
https://www.spiegel.de/international /world /the-vulkan-files-a-look-inside-putin-s-secret-plans-for-cyber-warfare-a-4324e76f-cb20-4312-96c8-1101c5655236

21 1# : The Washington Post [The Vulkan Files: Secret trove offers rare look into Russian cyberwar ambitions)
https://www.washingtonpost.com/national-security/2023/03/30/russian-cyberwarfare-documents-vulkan-files/

22 {88 : DER SPIEGEL [The "Vulkan Files": A Look Inside Putin's Secret Plans for Cyber-Warfare]
https://www.spiegel.de/international /world /the-vulkan-files-a-look-inside-putin-s-secret-plans-for-cyber-warfare-a-4324e76f-cb20-4312-96c8-1101c5655236

23 488 : The Guardian ["Vulkan files’ leak reveals Putin’s global and domestic cyberwarfare tacticsJ
https://www.theguardian.com/technology/2023/mar/30/vulkan-files-leak-reveals-putins-global-and-domestic-cyberwarfare-tactics
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O DEZZYR—NTCERLIKETENTVREHFSNTS,
[Amesit DIIFRICEEDNT Krystal-2B]

Vulkan files (C&2H4/\—THEIIEEY—ILD Krystal-2B ZEAUSEZTETE. 158 T/ESBY—IL0O Amesit
ZERTRIENELEINTVD, Flo. BEZBUTIZE. B L. SKEDERZHIIHTZIATLZED. HEHRO(>I5
ANSOF v RELES B DEE N Z IR A DEBRRE(IRAR TS 24, CNADEEIRNS. Amesit DEEBEDZ &L, [BERTAEIZIFIC
BFESTNHA > ITMESTIROMEEICERATVWDEEZIBNTLS,

2.4. Vulkan ¢0>7B3E APT Y-’ DS

Vulkan files h'5(3, Vulkan &0 70 APT J)L—JEDiERBRERINTLS, GRU OB /N —ZBBKEHETESN TS
Sandworm J)L—72%(F. 2015 EDIIFAFTDXEIZT ©N\OHA N -IREED, 2017 FED NotPetya YILII 7D
RALK. 2018 FDREE - FEXKZAUIEYIT TR A EY) FANIAT-IRE |F0HAN-IREDFILTHD
& RADBATHERENIEEEL TLVB%, Vulkan files Tl Sandworm JJ)L—Jh' Scan-V O#EEEs7iE% Vulkan (CFF
AJUIcEBRENHERREN TS,

fB(ZH Scan-V BIF(CHWVT, BIELIY A /\—IKE [ MiniDuke (& SVR (LB 93 Cozybear JIL— T HRITUIED
HETENS, Vulkan (& Cozybear J) T EiERNHDEHDN TS %,

2.5. F&H

Vulkan files (FO3 7 OYA N —EFEDBENERIFZEASNCUIZ. 2010 FERNSOS TEUAFHE/ \A Ty Rk Z18E
U AN -IREZEBRHHAMAEIEL TV, 1REIRTAEY—IL THd Amesit EFIFEY—ILD Krystal-2B OfEA#EHE
(&, O T7BHTNAEA S IIAOHAN-IREERITR(CIER TFZ2RH I LCBWMIEZEVTUVDIEE . #HEP 2N
TWd,

Vulkan files (& 2021 SFFETOIFEHR THD. TNLUBFCEEEVIF(1 HEIRTOYA N\ -IREDERE(L., BEIR(C(F5EES
NTLRL. UM, RIRICETELUT Vulkan files (CpdY—ILDEEE(CHPNBLIRIBIR TFPEE AV IIADIRE, &
BICZHA IR EBKIC L EN RFEITS D) \A TV RERA, D954 FHTHUBRAILITONTZ D754 HRIICESEDIE
H#D—im%. Vulkan files (FEASMNCUIZEWVZ B,

24 g8 : Mandiant [Contracts Identify Cyber Operations Projects from Russian Company NTC Vulkan/
https://www.mandiant.com/resources/blog/cyber-operations-russian-vulkan

25 8 ; MITRE ATT&CK [Sandworm Team)
https://attack.mitre.org/groups/G0034/

26 488 : U.S. Department of Justice [Six Russian GRU Officers Charged in Connection with Worldwide
Deployment of Destructive Malware and Other Disruptive Actions in Cyberspace]
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and

27 WH# ; MITRE ATT&CK FAPT29]
https://attack.mitre.org/groups/G0016/

28 (88 : DER SPIEGEL [The "Vulkan Files": A Look Inside Putin's Secret Plans for Cyber-Warfare]
https://www.spiegel.de/international /world /the-vulkan-files-a-look-inside-putin-s-secret-plans-for-cyber-warfare-a-4324e76f-cb20-4312-96c8-1101c5655236

29 @8 : Mandiant [Contracts Identify Cyber Operations Projects from Russian Company NTC Vulkan/
https://www.mandiant.com/resources/blog/cyber-operations-russian-vulkan

Information Asset Classification: Public Page 10 of 15

© NTT Security Holdings 16 May 2023 | Version 0.01



https://www.mandiant.com/resources/blog/cyber-operations-russian-vulkan
https://attack.mitre.org/groups/G0034/
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://attack.mitre.org/groups/G0016/
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3. FBI h’Y1—AJvv*>4% (Juice-Jacking) BEICDVWTES

3.1. FBI [c&BiFRMuER

4 B 6 B. XEHEERF (FBI) OF > /N\-ZF(F. TEF(CHEINTLS USB FeEAR—NIHITUR LT, NI
BHURIHERISTUTIINI I T2 VAN I BEDIREZITS. [1-Avv+>4 (Juice-Jacking) MEITEE
IRFUMIZ. Twitter (CIEFRLZ (K] 8)%C,

FBI 7> /-2 B(C&BE. FBI (FTERARIC/\— Mr—iBiOESEL GRS PN Y - EADBAZITo TS 32,

W

Avoid using free charging stations in airports, hotels or
shopping centers. Bad actors have figured out ways to use
public USB ports to introduce malware and monitoring
software onto devices. Carry your own charger and USB
cord and use an electrical outlet instead.

b

4#£9:01 - 20238486 H ®
8 FBI 7YI\N—-ZB/BDY1—h

FER 2 ZZEDKRTIL., ST - (LR ERIOFTERT -3 OFBZEFTEEW, 7949-5(F, ZH0 USB

R— MeAE>TIRAR(CIV DT TREER Y I MeEWDIADL 7535 % BEC B DL TVWE T, B 0FcESRE USB 1— RaiElT

L. ot bEEVELLD,

30 4iga : Twitter T@FBIDenver]
https://twitter.com/FBIDenver/status/1643947117650538498

31 488 : SLATE [Actually, Charging Your Phone in a Public USB Port Is Fine]
https://slate.com/technology/2023/04/free-public-phone-chargers-fbi-warning-bad-actors-threat-bogus-debunked.html

32 488 : Federal Communications Commission What is 'Juice Jacking' and Tips to Avoid ItJ
https://www.fcc.gov/juice-jacking-tips-to-avoid-it
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3.2. [¥31-23vv+>Y (Juice-Jacking) ZE &I

(18h01TS USB FEEAR—B] 2

INETE. READHSR / FRITOBRICANRY YT Ly Nk Z2FEE I 2i5E . BB TREFLE/ (/W7 -%HF5
SEN—RREITdolc. UDUIEEE(R, EER DT L — ROE/MUSCELDD, ZEDORT IV, hITRET, ANRPIT Ly b
IRRDIEBNGH THERI TTES USB FEEBEMR— PDIREMEILDDHD. USB - 2—AIEITI LI T, HRFED
FRAZ BIGFR CRERICFEE T DIEN TED.

HAORIENS USB FeBAR— R TS PCICFRE I DL TERUV, S, PC [CHIGUIZ USB FeBR— MoFEFTS
Nz AXRPITLYRERIFI TR PC OFREL—HMELTLKEEZBND,

10 RFINDOAYREED USB FEBAR— h°
(BA7ROIZ8FRAZIENN)

9 FPHZTHIFHEETNTLS USB FEEAR—M°

[(BREZEFE]

WEEHE NHOBTIRMAINTLS USB RER— MOFR(NELFY T ZIBHIAOEF DM T 2T . MBS
P—HZOR— MIIEFL TUESE . FREBH(CT —HDTENITHN M. BERYI NI 7ONINI17%1A > A M=)LEn3a]
BEMENSDD. DL USB FRER— NCEZRZVAN-EZI S1—-ATvyF I BE LI,

EETF1UTZEHUTVB 1Y —ThHNIE. PC HCBDDHIHDENSR USB XEZIEHT I DBICTU TIHK
FURHREN, TNICLERZE, ARRPIT Ly N % USB FEBR— MER I 22D - —hToTHD. KT
RE(ENEV, TNUE. USB XEVEERRD, USB FEEMR—MNIEHL Th. RELARKHICT—YBEBITONZEFEELDS

33 488 : Forbes How ‘Juice Jackers’ Plant Malware On Your Phone At Airports And Hotels]
https://www.forbes.com/sites/suzannerowankelleher/2023/04/20/juice-jacking-malware-phone-airports-hotels/

3 B 1 PC Watch [/{FYZws. £RYIORA 60W PD 3tz USB It N
https://pc.watch.impress.co.jp/docs/news/1500589.html

* e PR TIMES [PIRZSEOFEMMarilaeiat /| BEMENEL. (SER(ICEFEN BIAEC]
https://prtimes.jp/main/html/rd/p/000000006.000058641 .html

e 7)RFI [IARI7)RTIVCRE $riEEBTERAT) ]
https://www.apahotel.com/hotel/syutoken/tokyo/shin-okachimachi-ekimae/gallery/
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VWeHEEZBNS.
[FEYAN—23Y]

S1-ASVYE I IREEVSTATATHRAIFBNENDE. 2011 £, DEFCON EVSEBRHIRFIVTI2ED
FERARI R (CITONIZT B AN —2 3B VT THOIY, DEFCON (&, BEIANAATHESNTHED. Z<D/\vh
—PEF1UTFMIR, ARE. BRRBEGRESISML TS,

COFRLURE. B8 0)\Wh—POUAN-ARENT 1-ASvyF DT R INEE BT, THRICBVTEEL TUL
2TF YT ROELED, ZiBED USB FEEMR— b RIEBNENSRWVESICT Bl T 21T EEZATTIDLITTD
Iz, 2019 €D DEFCON Tl iPhone OFES —JIUHI T I 3IET, N7 %A VAN IVUiRIRIRI/FZRIRE(CT D
Y=ILORRNHDD, D1-ASrvF I RE(CFIBTERETEIN,

[0.MG 7597°49-]

C DEFCON TRERINY—IULI0.MG 75 T5— &L\ TRTE. TF1UT( AR EEIFCERGEENT WS,

0.MG 7975 -0RIB (3871323 USB TSI T2, IRI5 -8B (T NELDF YT MBHAFN TVS (R 11 “°
12 ), CONBIFYICLOT, FBHUIIRARIE Wi-Fi D772 > M2, B EIHADFIAECRINMNS
CERIMNEBN SRR LAN TIRARAICTITATEDR LI D.

USB FEEAR— MAIZ. COLIR) W T DIzdDT — TN —VEHHFHAD L IB B THD MEE(CLOTIEN T
VEEZETRESEDENTEDELDNTULS 33,

11 O.MG 7457 49— 12 FyIhiEHAFNEIRIS—
(0.MG 7475 —84& Twitter OEHEILD)

37 488 : naked security by SOPHOS [Juicejacking — an emergency phone charge can be a security risk/J
https://nakedsecurity.sophos.com/2011/08/19/is-juicejacking-the-new-firesheep/

38 s : GMO YA/\—tF1YU71 by 1I5T [/\wh—D5E" DEFCON 26 IRILAR—~-ZD 1]
https://gmo-cybersecurity.com/blog/defcon-26_partl/

39 488 : Forbes ['Why You Should Never Borrow iPhone Cables)
https://www.forbes.com/sites/zakdoffman/2021/05/29/apple-iphone-and-ipad-users-warned-not-to-borrow-other-peoples-cables/

0 HE  SYASAT.com [EHORIFRY W)Y =N T -2 ED ]
https://radiolife.com/internet/virus/61548/

41 e Twitter T@_MG_]
https://twitter.com/_MG_/status/1565003970535247872
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[BRZEADFIAADREIEA]

2023 £ 4 BRAOKETBEZERORRK 2(CHDLIC. INFTT1-ASvyF I HEOSHIIFSN TR
Wo IZHY O.MG 79 T9-D&L3IC. S1-ASvyF I JEVOTFEOERLITEA TV, BUCHECFIAINTVTS
AEGETERV. BREEEF 2RI/ 11TROLIRIEADERANEEINSAD 30, SEKMNFIREIHIT (/-5
BICEBMNMBELEZSN TS >3,

3.3. J1-ATrYFIIBBADI R

T1-ASvyF I BREOFRHEL T, USB FRER— M)?“F'Jﬁﬁ’iﬁjjﬁt)‘éztb“%:‘ﬁBﬂ% FIeld, MmIRENTLSTE
BERAO USB r—JILz#5# 0T USB FEER— MEGRHERINE. T-IBEMTONTIRENBLIZLE,

3.4. LD

SEO FBI MOFRMEECLD . INETIERMZIERHEN TEIU-Wi-Fi @2 AHO5(CHD USB FEENR
—MZBVTEH. BLEFSRUMEEZIBOIBEMEN GBS EN CRH THISN B LT,
USB FE&E/R— MOEREIZFFSHEBIBI TV ZENFBEN D, SHHE TR ZFTRE T MRS FRERSBRNLIIC
IEENVETHD.
BLE

2 2RI L-T/0S R THESEG) (WiFi)]

https://spectrum-tech.co.jp/incident.html
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT 1TH—EXER OSINT EZAUSTF—1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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