® NTT Security Holdings

BAN-tF1VF1LR—b
2022.11

NTT tF1U71-Sv/OB% St
YNFT1IY—EZEE OSINT EZAU T F— 1A

Information Asset Classification: Public Page 0 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



® NTT Security Holdings

=P
1. KRS -HBEERTS ISV AVITRE, EFINTIATAICEE oo, 3
B O - 3
1 2, BB BB e 3
B T 6= T N - PP 4
1.4, BUIFDREIES ettt ettt e e et e et e e 6
L S RO D 6
B =2 ¥ | O Full = 1 1 7
D R - PSPPI 7
D e - S () =@ I = P 7
2.3.  Microsoft fEDXFITRE EMOTET fHIDRTZR . cvniiiiiii e e 8
2 R i 10
3. JtYIUIIRERBBICTEH—EZATRODIN BANKS L evvviiiiiiiieeieeiiiiiiiiii e e e e e e et e e e e eeaaaannns 11
T T i PP 11
3.2, PRAAS e 11
3.3 RODIN BaANKS. ..ttt 12
3.4, Robin Banks DY —EZE . ....oiiiiiiiiiii e 14
K T ) J PP 15
Information Asset Classification: Public Page 1 of 16

© NTT Security Holdings 13 December 2022 | Version 0.01



® NTT Security Holdings

[HLR—MNIDNWT]
HLR—RTE 2022 £ 11 BRCEURBRL RIEHREF1UT((CEAI B4, BR, FENS2EDEIRBOZEIL
OFENBHAFCEBELEZZSNDNEY) 3 HHED, FEDEDTHD. FREVIOEBESFLUTOESDTH S,

%18 KRR -BEERTI-(CTOYLIITRE, EFNITIATLICEE]

« 11 A 1 B NHEBRRERKXIRZM - BESERTI- IR ADIPIREICONT, BFIRZIR’
([SROELMISZITO TSIt ZEL B =R THAMNCUE.

o FREMALTVREEDI AT ARBETOEANENDN TS, COZFE(F VPN £iE%7yTT— MIITHIAL
TVz,

o EREVA-AIG. T7— L0170t F1)T1VINOTYIT - MEOIRZITOTVN, FAREERHRTORAR
BELTWBHIOIZERARTVS . NMFFH TS/ F 12 R2ARTOMROMUSEEE 2RI HH ThHdEEZIBN
o

5 2 & 8L EMOTET]

« 2022 £ 7 ANMBIRIELTULZ EMOTET NILII 7 DRREHMEAZIEIA—ILOXEFEN 11 BICADBIREIL
Iz

* EMOTET YIWDII7(FEIC, X—)LFMID Office ¥/0T71IVDFRITENTU TlinKRICEZ I D, Microsoft #H (I3
RELT 7 BICX=ILD5 Office ¥70I7/ IV ERITTERVELS Office DERFEZZEULN, SEIDBIAENTIFE
O} RZEE T DL ST - —(HERT DL TREIBOTHD WBEDT RN H5NB.

o SEIFRELHEFEMERTLREZIRTRIOREHFSN, S INFTEABLIIEN HBMDRRRETE
PIFUCEFREULTET EMOTET BE2IR5a]geNEZANS.

B 3E (D193 ) RERBHICI 3 —EXRobin Banks ]

e PhaaS &l&. J1vS I EBRY—IER (RATAIZELT1S 2T P41 NOWBEE, J1v3 >0 X=)LDix
E%) 7. YIRVT2 oA TR IZH-EATHS

« PhaaS ®—DIRobin Banks (&, &RBEIE CIARURLI(vS ) GHEICETTERISY -ERAZRMHLTL
%0 6 BICKIRIER IS ) v o R_R=IMERINIERY NI =07 IEHBSNTEA. 11 BICRD, ZEZRRID
O EDEEZERIEL TH-ERZ2BRSET

 Robin Banks (&, IRETE35—v  MEADERYIBEIRNSHEEDI 57 ROFRIINELITLIEL TS EE XS
N3, 81 FIDO R ZBAIIRE, T1vS VI IRBADX R ZFBUDENTNETLL EITSKRkHBN TS,

Information Asset Classification: Public Page 2 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



@ NTT Security Holdings

1. KRS - BSEREYI-ICSOYAVITRE, BFINTIATAICIES

1.1. ¥

2022 £ 11 A 1 B hHFE—AEERRE. AROBEMESHIATII-HEEIN TV KRS -5
ERE - 1(LIE. TERE Y- 16 UKERTRES - 1EFESMNT B AV P (CL AN -IRBZR I ens. BFY
FERMCREL ILZITOTVSIEZ B R R THAMNCLL . COKZEEICLO T, A2 H-DBFHILT AT AIGH
RATERMED, Y- N-CEERAEEZERI AT -INRRIN T R I—[FHREZEPRE RSN OF iz
FLEFTBIETOM,

T R R WY
1 KIESMHH - BaEREYH-2

1.2. BHOFE

[(BHRE]

10 A 31 B4#i 6 BtA, BRI (HERZRMU TWEEEDI AT ATEEN L. HlV\TRIEOEF LT
SATLhCEREENHBNI. R I-DIENSERZR IS AT ABEENY -\ —ZHEELIE IS, [TRTOTrA
WEIES{EUIZ, Uit NIEEY NI > TZHAR . AR (ICENIKIFRCGER T IMNCELO T, REEEEDD, JELOSHRED
O —INRIRENTVE RIRICTPAIVEEESIESNTHED, AT ANFIRATERVRETH 2, > 5—35F
% 8 SANSELBERRZME, IYAVIVREZR e gettimVeFERUL.

! th#8 : REUTERS [EBET - AOUAN-INE, {EIAHEIY BFRRKE="ERERE]
https://jp.reuters.com/article/jp-osaka-cyber-idJPKBN2RR2FD

2 RE . KBRATRMH - REEET Y- B BEAHE]
https://www.gh.opho.jp/hospital/2.html

B NHK TR MEERT - TIATLRE J1/(-KE
https://www3.nhk.or.jp/news/html/20221031/k10013876181000.html
Information Asset Classification: Public Page 3 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://jp.reuters.com/article/jp-osaka-cyber-idJPKBN2RR2FD
https://www.gh.opho.jp/hospital/2.html
https://www3.nhk.or.jp/news/html/20221031/k10013876181000.html

® NTT Security Holdings

CEL )

EFET>A—(C(E 36 OZERINGDD ., SERANSEHERRE T, HSDDEFBRICIT T ERZIRML TV, Fo. BER
IR A—EUTE 24 BEAHEIZEVTOS . BICKKE(CHIL I BB LEERTH-(CE. RIRAFTHE—15
ESNTLS,

SEOKETERT>Y—-0F] 2,300 SOMERDS5, \vIry T2 S0EBY — /- BFHILTIATLEEOY —
=, XYIDEER 1,300 BICBVT, T7MIIVMES{EEN2F0OREZZ I8, TOER. BREFLSOFHrsk
ZERZEIET DTN, Ty O S RT ACEFZENRAILZENS, BIFORBECOWVWTEHRONIL T THISZIT
STETIOIE7, FAEKHEOD 10 A 31 BEWTHLE 1,000 AOBE(CFEN DN, BEORBRIARRCHHINDZRIE
(FHhorzs,

[{EIa{E3E]

NIy TRARTFL TWEER R Y -\ —EIFE(CHoleh' o, BARE 4 HEIOD 10 B 27 BF# 9 B0/ w7
VIR T — T TREINTHD. 2OT 5% t(REBEIREEMTON TV,

11 A 10 B((&. B TESHINEF L TOSRN eI RRIENEREN. FIATESLICHO. 12 A 12 HIC
RERGREL. BEFNTESDZOEEENMEZ BLIBTN, KIEFTERMEIRCEE>TORVEIRAT WS, Et
-5 BRI AT LEBEEL. /\wIP7yIhs0EIBIEEDLTANMITIFETHD. KE 1 B FE0TLRIEIH
ZBEELTVS %,

1.3. REHLEARE

CEYN i)

11 A 7 B, BB A-ERESRZITV BIFOMEULEFIRF—ALLHEIRNFERRUL . TNICLD
& WEBHRETHERIBRETHINIFYFY IICRBZIT 20T 95— FBETERESI-DS AT LANEAL

* HE . KRS REERT Y- (M T3 ABRF T DRROIYS ]
https://www.opho.jp/mission/kyuseiki/

> RE KRR - REEET Y- THREHVED]
https://www.gh.opho.jp/hospital/29.html

© REE : FERERR T <FHR>BAOD RO, (HERREMEEN AR -Rk(/(-IR% 18/ Z2EIREEBMULAL
https://www.sankei.com/article/20221107-XL4VCY2DCNJATA7Y4LIL26EZNU/

7 Hi#8 : NHK NEWS WEB [ABRZMHR- S ERE> Y- YA /\-E TR EF]
https://www3.nhk.or.jp/kansai-news/20221101/2000067859.html

8 Hgt : SAEHTR DIGITAL [ABROEZELTA—(CHAN-IREE FHEEHR. SP 2B TERUVREER)
https://www.asahi.com/articles/ASQB075DWQBOOXIEQ22.html

O HiE : B XTECH 5> AVIFREDARRME - HRAERT Y- BRI LEIRTAZNHSNC]
https://xtech.nikkei.com/atcl/nxt/column/18/00001/07348/

10 tigs : BT (U /\-IERZGTAROMET. BT NILTOMEEEIR]
https://www.nikkei.com/article/DGXZQOUF128X5052A211C2000000/

1 : ITmedia TABR-RFEH AN\ —EBOEA XS . EEOHERERE—0 VPN FIF]
https://www.itmedia.co.jp/news/articles/2211/08/news073.html
Information Asset Classification: Public Page 4 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.opho.jp/mission/kyuseiki/
https://www.gh.opho.jp/hospital/29.html
https://www.sankei.com/article/20221107-XL4VCY2DCNJATA7Y4LJL26EZNU/
https://www3.nhk.or.jp/kansai-news/20221101/2000067859.html
https://www.asahi.com/articles/ASQB075DWQB0OXIE022.html
https://xtech.nikkei.com/atcl/nxt/column/18/00001/07348/
https://www.nikkei.com/article/DGXZQOUF128X50S2A211C2000000/
https://www.itmedia.co.jp/news/articles/2211/08/news073.html

® NTT Security Holdings

EZBZENTVS S,

NIVFYFO DI AT ATHAEINTLE VPN K& (G FES Y AVIPHREZRZ ¥ BHRREIFIBLTOEEDL
E—T&0, 2020 ELUE—EE7YIT—MENTH5T . MEENSFNEFEFETHORE P N FyF U EERTY
—UJF@:/ZU_-AF'Eﬁ(at NILFYFIRIDARRT, YE— MR NI TERHEGREINTOE 24, BAGANILFYF O VPN

KBEZEUR. BRETI-LOVE- M RIMNTEGRZFIAL. fALRZERBNTVS.

/ @ Eftz 45— \

y i =7 UE— ROy T
VPNEE DI VE- "7 e EEER T
HEFHALEA w7 TR ‘__...--' EEt A =
ﬁ:’_ B
e —
e S E L3E \J[:F-FF cl_j-,-
éBS:E% RO E S/ (-9 A % 1 11
— i

— RERDNTWSBALHS
2 B0 #1EEE

—— F—EW AT e w

FiIRTINET

FortiGats 800
" EEEEEE N

B 3 NLFyFOTHRATNTVE VPN RE
(A=D—RONWM LRI TIA-I 1)

EET A, 1T R0 T7— LD —\—DI1 )L AN ERY T MDY T T — M BBATIE L It ez
EEL TV IRBENMRARCDAII A ROMBEZZ LU RZE o1

12 R KPR R YA - ORAOEE . BEORERELE—0 VPN FI/A
https://www.itmedia.co.jp/news/articles/2211/08/news073.html

13 s FEEHREAS 51> TABR -\ BAODEGCIREZ . B TREREC - BUFF— LA
https://www.yomiuri.co.jp/local/kansai/news/20221122-0YO1T50006/

4 8 : Yahoo!=1—Z(MBSNEWS) [[EIR] AR - RO HERIBAMES | (CEY\ -8 31 BICREN Hol KRR M- R EEEY
A-ICHERRM SRABMERBEEOY - /N-NSEAULARENSV I EBOMEREEFY N\ -KHEZITBEORITL R —]
https://news.yahoo.co.jp/articles/43e822ce854ca57a806911d2351595d5cf77a9d8

15 g8 : Fortinet [FortiGate 60E 31—X]
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/ja_jp/FGT60EDS.pdf
Information Asset Classification: Public Page 5 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.itmedia.co.jp/news/articles/2211/08/news073.html
https://www.yomiuri.co.jp/local/kansai/news/20221122-OYO1T50006/
https://news.yahoo.co.jp/articles/43e822ce854ca57a806911d2351595d5cf77a9d8
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/ja_jp/FGT60EDS.pdf

® NTT Security Holdings

e -2-)

COBHESTYLITTTIL—TTPhobos(TARR) IDOIBITEHFBNTWVS S, BN - TIEBEREI Ty NTEL
WZL BFA-IUCEZT19S 2T PUE- " RINTENUIES AT ANDEBAEVDTEFATHISNTVSY,, FELE, KEH
DRSNS (Department of Health and Human Services [HHS]) BRI —TODMLR—MeRERL. E
BEMRECEEZELTVSS,

1.4. BRFOM

T, BN 330V AVI 7 REBICIDEFRKBENMEE(GEST —AMBATVSIENS, BESBEFSEI A TE
BIEMRS AT LAOREEIR(CET DN RS> 1Z2ihET I5%F. MROMLZIFUHENTI TS,

BUEARTIE, T>HLDIT (8T —N=PRYRNT = FORA N —IH B ZZ(IDEEREL. ENSHBUINEELTE
INYIPYTERETDEN, IE(CHOIBRCRERUSLTEDLDS Ry -8RI AT MERRR. AT LAEEE
—EFEBUTHEFHREL TV,

Fle. BIEEREMESBRENBHUERDTFOTA N -IRE ROBIREZINE. HE T HRMNRIIENSFET
oD BESBEFFRICEBPIREZATARGT F— L%z BEFFEREZBIMETE.

1.5. F&H

AEOWTIIBAFHSIRESNIcFEPIZRZ S HIF — AICKDEIREELABRNSHEDSNTHD. FETSEROF
REFEIL,

FEBUZVON, RARIETHD. IRTEFTICRRINTVDIBIRICLDE . HMREEDIATLARHTEAIZHISAF
I—VIENETINA RN BV BB AL, J7—LAD170PtF 1071 VI RO T7YTT— NEDI RZITOTL)
Ieh HBREERATORAIBEL TORNEIRA TS, BHNEEICTF 1T 3 5RZHEL TEES | ZEEOXTR
MMECLOTBAINTUISIBENDDEVIR T AMFIH T A F 1> 2R TOMROUESLEELZRIBHITHD
EEZBN3,

16 488 : SAEA%TRA DIGITAL TH1/\-IRBEDESHN KIROFFR. 2T MEFHOBEAGHEHIBA]
https://www.asahi.com/articles/ASQC75HZ5QC7ULZUQON.html

17 g : BlackBerry [Phobos 5> ADI7(3333(CE59]
https://blogs.blackberry.com/ja/jp/2021/11/threat-thursday-phobos-ransomware

18 gl : HHS [Overview of Phobos Ransomwarel
https://www.hhs.gov/sites/default/files/overview-phobos-ransomware. pdf

19 s BASEE [ERBRATLAORZLEIRICEIIZH 1RS>
https://www.mhlw.go.jp/content/10808000/000936160.pdf

20 B ERREE (BT BE fRled (/- R CHEMegIAl
https://www.sankei.com/article/20221127-VNQBMBAIMNN5TPPURWGONRUNKQ/
Information Asset Classification: Public Page 6 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.asahi.com/articles/ASQC75HZ5QC7ULZU00N.html
https://blogs.blackberry.com/ja/jp/2021/11/threat-thursday-phobos-ransomware
https://www.hhs.gov/sites/default/files/overview-phobos-ransomware.pdf
https://www.mhlw.go.jp/content/10808000/000936160.pdf
https://www.sankei.com/article/20221127-VNQBMBAIMNN5TPPURWGONRUNKQ/

® NTT Security Holdings

2. BEEULE EMOTET

2.1, =

EMOTET YLD 7(EHAN-IREE) )L - T THd EMOTET J)L—TFHEUVS MM OAREEDTILIITTHD ., X—)b
MIFENUTRET S, [EIRGEDA. 5>H AT PRER(ICENBIcHENBN TS,

2022 £ 7 B EMOTET JI—J@X= )R ETEEVZARIEL TUEN, 11 BICADBIABIUIZ, X—)UIEERER
BRICRILITT DA >O—-H—THd Microsoft Office ¥/OT7/ILHNRMFEN TV, Fef2L. 2OII0O0T71IUCIE
Microsoft #EHREBHIEDIz6bC 7 BICEERUIL, ¥I0FE/ TR IERZEIBRULSETI T RNRSN, 2

2.2. Ih&TO EMOTET

2019 F(CEVAIIN TLE. EMOTET JIL—J135E o000 [ YT RE: - Temporary ltems
BILARIEEIRDIRL T, SEBUTHREIC LB 2021 & |
1 ADEBETY-N—DEUREZ 2T TERLES

RE:
OO, B4 11 BH5EBEBRUE. L2310 2022 G r

£ 7 BICR3E EMOTET J)L—TEA— L OIS %S
IEUR,

{29 FRIN ECHBNITTBROEDOBIEA> | Arrr i G a2 T
ISNEDEE? THoRT8h, EMOTET Jl— SdferE dat i i
TlEBBEDDA— ) EASEBNIRLE[C AT 1Y
FAAREHERAUR. 9 A5, BEA>T5HD ‘
EMOTET QL1 7(CIBREEEEE D3 L E D Ty T
F— MMBIRUVER . T+ 10T/ FRFE A ashhia
WEER2, FAEED., F—T13 11 B 2 BHSEU
A= VERET B LSBT, BAEOA—LEZ,
BAREBEOA-IIHEREINTVS(E 4) . 4 2022 £F 11 AICHEENE.

EMOTET INV—J1C&BAAREA-) 2

Download All + Preview All

21 8 ; JPCERT/CC [XIL17 Emotet DL AICBI S 35 MR
https://www.jpcert.or.jp/at/2022/at220006.html

22 {88 : BLEEPINGCOMPUTER [Emotet botnet now pushes Quantum and BlackCat ransomware]
https://www.bleepingcomputer.com/news/security/emotet-botnet-now-pushes-quantum-and-blackcat-ransomware/

23 8 MUY RYA90 TEMOTET Diky gy MR X— LS % F6E )
https://www.trendmicro.com/ja_jp/research/22/k/emotet-botnet-resumes-sending-attack-emails.html

24 {88 : Proofpoint [2022 £ Emotet DIESEEFRAHICE X3]
https://www.proofpoint.com/jp/blog/threat-insight/comprehensive-look-emotets-fall-2022-return
Information Asset Classification: Public Page 7 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.jpcert.or.jp/at/2022/at220006.html
https://www.bleepingcomputer.com/news/security/emotet-botnet-now-pushes-quantum-and-blackcat-ransomware/
https://www.trendmicro.com/ja_jp/research/22/k/emotet-botnet-resumes-sending-attack-emails.html
https://www.proofpoint.com/jp/blog/threat-insight/comprehensive-look-emotets-fall-2022-return

® NTT Security Holdings

2.3. Microsoft #tD¥¥5Ké& EMOTET ID*R

(Y0774 )0V &3H>TER EMOTET J)L—77)

NIVDIT7ZBEEX=)VCHAT T DL DAILAMRYITNTIRENEN B EF(CLDT -5 MR RSB ENEELL, EZT
EMOTET J)L—J1& Office X/0771 V&R AL TR B 2L HZFIA L TEN, Office FEROT7 A IUEESRIX
—INDIBEREYFUTOVTEDNIKWVWEWSZEEHD . COIREFAF S DRPERE(CENOTER,

A>0—-H—¢133 Office XTOT7A VL&, RIVIIT %A -2y N ENSAD > 0— RUTRERESEZ Y IONEHAE
NTW3, BRETEIIONMEICROTED TPV ZRVEEIT TIERERULRV . EMOTET JIL—-F3Y—-3vILlI>>=
FUSIICEHTA- = (IRIDEBMCEELIE T D, Tr(IILOXE(CETFIVTA BEDN-(CHZ I T>oYnEIE ]
2T BEAR T EREANEEESN TWT, BRENE 15— IUyI 32700 BMROBENICIIVII VRT3t
HAHIOTWS (K 5) %5,

LG
PRl i BA Ty A-SLpob STEN  ELdawE B EF A
‘ syE wym sHrE | (M
b R
- N - oy v
HUyTR—F TA FE 7541
I U5 0RE HOFENCSELR. IFYOEIME x

l ll’ Microsoft*
.. * LORBN 0 MREEHNCTS) KIS %

uOﬁlce JUYILTLEZ W,
g' & bﬁﬁgb\ﬁ D Fx L= 5 BRO®. W) (—0 [I>F>VOEME] K

G2EIVYIUVTLEEWN.

Office J{—3a >OBMMIICED. IJ7AANOIZTIY B EDRFEsERE, officeDRET. J71IL
ECHERGEEA. BBEOED (CHTVEE. DOISTIVECHRIATET .

5738 & B -———+ 100%

5 2020 £F(CHERENE. EMOTET YIVUIPRBERALFHEET S Office VI/OIT7A IV DXE

[(Microsoft #t®¥ /0771 V3R]

2022 £ 7 BIC Microsoft #ti&. X—ILhsEAVE Office ¥20J714 I h 2+ 1)1 OZEEN-L[ 7 Y0EZME ]
NI ERRUBVED, HRZ2Z B U, 1-H—hE5-TYI0%EITLU EMOTET VLU I 7EICRER I BCEDRS IR

5 {8 : JPCERT/CC [YILDI7 Emotet ADXTE FAQJ
https://blogs.jpcert.or.jp/ja/2019/12/emotetfaqg.html
Information Asset Classification: Public Page 8 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://blogs.jpcert.or.jp/ja/2019/12/emotetfaq.html

@ NTT Security Holdings

22D TH B0, BR(FFICITRN. A=)l EF1U74D Hornetsecurity HTOBLRIT(E. X—)UICLBIREDSS Excel 7
7AW FERULEIREN HHIEIENNTERANE 14.4 Yl ONMERERZCE 5.1 %ISR Ulz. IREEN Excel ©
Office X/0771 )V ERRURBOIERZEEEHE DL TS,

(V=34 IVIYI =PV &S EL#R]

11 BOBIAEIE0 EMOTET JIL—J(4. Microsoft ttOxi SRz B#MUIY —SvIL I D= PUS I IREZITILIICR:
of%,

Office ¥I0I71)ZIXIETDDEENDSRVN, KERZLELTIPANDOZED YZI7 (I EIFEDEHTED
IBPRIDIANAICIAE-LTHSYI0ERTTILSRIERBSICETEINE (K 6). Y/OX—-ILRTOFERE
BERFETTERON, [{EHETEZBAINIE-TREUFIEEDS T [CRITAIHEL 123128, Microsoft #H(C L2 HTER
OEE#IESIEEZSNTVS (K 7) .

BRBIDFTEET7AINOIE—RIECFRIDNHND LR, YIORITHFCEIRBIERDIER DA > RUNFRREINT,
ROV 1T —(FEITTERVD. HECEN DR (HEVEEF1)T(IAFTRE DL TVS %,

®| g o \—.I:’_; [Compatibility Mode]’*‘ Microsoft Excel T == ]|
fg Home  Inset  Pagelayout  Formulss  Dats  Review  View v o @R
! | Security Warning  Macros have been disabled, Enable Content x
1109 M2 5 1%
H J K L M N 0 P Q R S T U =
: |
2 |
3 I
4
5
6
7 .
e Relaunch Required

10 In accordance with the requirements of your security policy, to display the contents of the document,
you need to copy the file to the following folder and run it again:

for Microsoft Office 2013 x32 and earlier - C:\Program Files\Microsoft Office (x86)\Templates
for Microsoft Office 2013 x64 and earlier - C:\Program Files\Microsoft Office\Templates

14 for Microsoft Office 2016 x32 and later - C:\Program Files (x86)\Microsoft Office\root\Templates
15 for Microsoft Office 2016 x64 and later - C:\Program Files\Microsoft Office\root\Templates

20 -
M 4 » )| Sheetl ~ Sheet2 ~ Sheet3 ~ Sheetd ~ Sheet5 ~ Sheet6 , Sheet7 %1 [: 4 i » _Tl
Ready | | |EB [ ] 100% (=} 0 (t

6 [EHTEZBACIE-LTRITISLERHS Office ¥u/OT71A)L *°

%6 g8 . 04Y3-Biz [Microsoft MELIEYYOJIOVI(E KB HEH TERINETINIIT &S AVI P OBERIELEOFA]
https://logmi.jp/business/articles/327627

27 48 : Hornetsecurity TEmail Threat Review July 2022]
https://www.hornetsecurity.com/en/threat-research/email-threat-review-july-2022/

28 W8 ; JPCERT/CC [YIL17 Emotet DRI AICEI T 3 MR
https://www.jpcert.or.jp/at/2022/at220006.html|

29 el NoORYAI0 TIEFENSE ZBB51R 2022 € 11 BCEBERLE EMOTET (TETYN) #BFERIETHCE RS )
https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html

30 e NoYRYA0 TIREFENSE ZBB51H5R 2022 £F 11 BICEEERLEL EMOTET (IE7YN) #BHFERIBTHCER )
https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html
Information Asset Classification: Public Page 9 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://logmi.jp/business/articles/327627
https://www.hornetsecurity.com/en/threat-research/email-threat-review-july-2022/
https://www.jpcert.or.jp/at/2022/at220006.html
https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html
https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html

® NTT Security Holdings

www
A

F] eeereneens o > [s . N
: *. C&CH —

EMOTET a—Himsk Excel vz o ' A
(EXCEL) ' BML/ET N sl
: < v
WWW, ") =eens || meeas >
: ‘ /,’f!‘\\ y 'A‘.
v ... ) L ) —_2
S XY o—FE EMOTET#YE regsvra2

o B4 bk (DLL) E
b .......... > [ :
“EETE AR Excel=1T
7 F LK ICEEE

(2 — 0 iRt

> 202211 R ICHERE N
iz L —

7 Office ¥/0T71VIC L BRFDFHN(2022 FF 11 A~)
K> RYA 0 DEEELD 3

2.4. F&H

BIEEILIZ EMOTET JIL—J13. Office ¥70T7 1V &REEFEREL TRIABLEITLSE TR U, UNULIDITRIFRN
ROEBFEZZVTETH), BEEEDBIROLBIFERSNLB, 11 ARICEX-IVXEFB 2RI ESBTARERT
@5320

S%&. EMOTET J)L—J1 Office X707/ AREFHD T, >3— My RIr ILORMSEL ofecn & TERLEIEN
HIMDRBREFEOHUHREULTECTREILAZR S I ge N TN 3.

e NoORYAI0 TR FENSE X BB51HR 2022 € 11 BCEEIERLE EMOTET (TETYN) #BMFERIBTHCE RS ]
https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html

32 488 : TG Soft [News - Malware & Hoax/
https://www.tgsoft.it/news/news_archivio.asp?id=1366

33 4ga : 0J=—Biz [Microsoft NMELIZXIOI OV KGRl HEREHTEMIANEVIITT & 5OY AIIT OREREREZOFEO)
https://logmi.jp/business/articles/327627

Information Asset Classification: Public Page 10 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.trendmicro.com/ja_jp/jp-security/22/k/securitytrend-20221114-01.html
https://www.tgsoft.it/news/news_archivio.asp?id=1366
https://logmi.jp/business/articles/327627

® NTT Security Holdings

3. J1v3I IR EEZBRICTZY—EATRObin Banks]

3.1. #1E

PhaaS EIFEN3, T4y )R- g3 BN FREIBIR BT 1w VI BEADS ARZEEZ T IF T\, T
OFRTHHFIC Robin Banks (&, T4y > JY—=)LONT-TyT&4E0IRLTED, &AL MEWG AN BFRETES
BRBAZEREL TI1YS ) BN TED LD, H—EAREZFEREE TS,

3.2. PhaaS

PhaaS (Phishing-as-a-Service [H—ERELTDI(YS2I]) Eld T4vS DR EBRY-IER (RAT1>9
ZEOTYI O NOWEE, Ty I X=)DXEE) %, BIRI)TS LR TRMA I -EXTHD>., IL>vh
h— RIEIR SRR (CHD<GREEITIREFZIB ST AN IEFRBE (CFIAINTHED. BAtiL NIILOEWG A /)N-IBFEETHO
TH. JANENF P19 R KITTED, PhaaS TEFNEREIBER(E. JL >y M— ROREFIAZE, &%
BUTOIRFECHIAEINTVS, Fo. -1 ETOETHEITHN TS,

0 Caffeine Total Email is 6 — o X

TpIssESELP"
onunany_

onunuRRRN_
:;x:nn:t :x::w’:lm
am#gsssP” ~OfsHsam
"t ORHEHEHEM" " "Tp@unnHagN””

8 PhaaS H'1#93 E A—ILXEY-I*

* E : J5UR Watch INTT 7—4I2&3 2021 F£OYA/{-tF1UTRNIRDE 2022 FOFA S>HADITHEOMREEET 1929
O as-a-Service HNEAIC]
https://cloud.watch.impress.co.jp/docs/special/1377438.html

35 488 : Mandiant [The Fresh Phish Market: Behind the Scenes of the Caffeine Phishing-as-a-Service Platform)
https://www.mandiant.com/resources/blog/caffeine-phishing-service-platform
Information Asset Classification: Public Page 11 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://cloud.watch.impress.co.jp/docs/special/1377438.html
https://www.mandiant.com/resources/blog/caffeine-phishing-service-platform

® NTT Security Holdings

=' Microsoft

A contact shared a file with you

INVOICE#72937

m INVOICE#72937

This link only works for the direct recipients of this message.

REVIEW DOCUMENTS

Privacy Statement

® 9 HEREEABEIZT1YIVIA-IAOTIIV-b

3.3. Robin Banks?3¢

Robin Banks £1F(EN3 PhaaS B THEERSNIZDIE 2022 4 3 B, EY—EX(F. #EGEMNRT7YTT— N 24 B
REPEAOYR— MR T3 A DY IRI) T3> 132 TWB . Bf%FESE. BIY—EZD Web B4 MO 1>
U, FTILWL IS Y4 MOVERR Y. BIRA > A—J1— XTI YA MNDEEIRZITITEN TES,

LIVE PANEL

0N 0B DB + @ |

®
-
®
a
&
&
=
al

INTEGRATION GUEXS

10 Robin Banks OE®A>5—-J1—A

1320 %17594)\—3B5EE (L. Robin Banks 2T 3L T, HICKERHLSETZERIS T (Bank of

36 4188 : TronNet [Robin Banks might be robbing your bankJ
https://www.ironnet.com/blog/robin-banks-a-new-phishing-as-a-service-platform
Information Asset Classification: Public Page 12 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.ironnet.com/blog/robin-banks-a-new-phishing-as-a-service-platform

® NTT Security Holdings

America. Capital One. Citibank. Wells Fargo &) “EE/5URY—-ERX (Google. Microsoft &) ((ARUE
TSR A 1—HBIBESETTEITTED,

Select Page:

HEGEATEN GUATES

X 11 Robin Banks ®J14Y> 984 MERER—-S

[Robin Banks DE+vIR—-U¢ELL]

2022 £ 6 A. Robin Banks ZFI AU ARFIRRIRES 7> R— 2 HERRIENTZ. Microsoft t° Citibank DF2EEE
IRHBFERSN.. ZDZA(IFT D1 T FIER Telegram Fr L ENTUTERGESN T,

Citi alerts: We detected some

= . Citibank NSO : BHE(GE
unusual usage and limited your debit

BRBTFIAMRE SN, HEER

card for your protection, Action DREDEHCFEY M- NEEIIRLE
required: z = kc——="#«com to help Ule. BRI E AR 35,
us verify your identity. XxXx.Ccom TOMSHRETT,

12 BEFvINR->TEDNIZ SMS Ofl >

UN\U. 2022 & 7 B KX 1UT(TETHS IronNet £4H' Robin Banks OSEENCDWLWTOEEEEII -, 2D,
RATA I (CRIBEN T AT CDN TH3 Cloudflare hBSE RXA > =T SwIUR MBERUTE 8, H—EXNMS1ET
BICEDIH,

37 488 : TronNet [Robin Banks might be robbing your bank]
https://www.ironnet.com/blog/robin-banks-a-new-phishing-as-a-service-platform

38 488 : IronNet [Robin Banks still might be robbing your bank (part 2)J
https://www.ironnet.com/blog/robin-banks-still-might-be-robbing-your-bank-part-2
Information Asset Classification: Public Page 13 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.ironnet.com/blog/robin-banks-a-new-phishing-as-a-service-platform
https://www.ironnet.com/blog/robin-banks-still-might-be-robbing-your-bank-part-2

® NTT Security Holdings

3.4. Robin Banks DY —EABEH

2022 £ 11 A. Robin Banks H"0> 70 J0/\1/45 —T#3 DDOS-GUARD ([CH—/N\—%#E5L. Y—EXEBR<E
feCEN SRS NIz, DDOS-GUARD ($P&:E:%:&EE) QAnon t° 8chan O F> YA, J\YZXEWFOVRANIIL—F
DAY A MRERRATAIUTHD. T4y T DTy SN TEBEENSOHIBRERICIEDRV\CENS, H4/)(—1E
FEETBIFEBAICFIRINTWLS,

#UL) Robin Banks (FBIBA(> 49— J1—A=RI0SAN-ILTEENS) \WF TSN B E=BA<THIC. FIBENTT 1>
IR, SERZPIMZERIZRETIVNIA—LOTF1FT1ZBEL TS,

[T19329Y -l Dit{t]

Robin Banks (&, & FRtF1UT IR ZLE T 2L, Ty > IY—)L LS TWS. COY-IUICE. 7I4UT
AN X=TF4>JERENB Adspect PPHEENTUVBTEN D H o, Adspect (F. #tdF B 1T Web B4 M
OAERBBBEZIREU. TIVIIIITBIDDOY—ILTHD. B INEREMELLES TS Web B4 hT—RZEICENNTL
%. Robin Banks (&, J1IAUICEDT A=Y DHET1v3 YA NGEEEL, TF+1UT1VIhDI0-5-%1ER
B4 NEFEIZIETIYS I YA MOIREZEREL TULWS . NICED, TFIUTVINEEBALTVBY S YN THoTH
TV JYANGFEEIRENTE, F, tF VT BEMREIT DTy > I MOT VIV NCEEDICKLK BB EE
ZBNB.

Fe. ZERTDAE (MFA) OERMEATCECIDRIFIBIRICIITIIOV 1> TERIRDDDHSB, Robin Banks (&,
MFA %@l 9% AiTM (Adversary-in-The-Middle) 71y > I E#1T51—-A%BNU. B%E 1,500 RILTERZEL
W,

Gmail Cookies
Yahoo Cookies

Outlook Cookies

$1500

Bllled Monthly

Buy Now

13 Robin Banks @ AiTM J1Y3 ) EI-ADEN

39 488 : Adspect [Adspect: Cloaker, Bot Filter, and Ad Tracker]
https://www.adspect.ai
Information Asset Classification: Public Page 14 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



https://www.adspect.ai/

® NTT Security Holdings

3.5. F&H

PhaaS OBIB(CEo T (v I IKEDEITE., T1vS 2T Ty NOVERR T4y 2T 54 NOBERN D ETERLITH
Iz. PhaaS OFTE Robin Banks (&, ZEZRZE2E# T2 AITM J1v> VI IREOLSREERFEERITOIEE
93128 BAILANIVMEVWS AN -IEFEESOS A BREEMEROTUVS, Ffo. Robin Banks (&, ZE 0628 AL
TUVBTEZDRYNI—INBATIHICHRINBY—EATHO., S>HLIITIREE® APT REICESEFRAINS
BJREMENEZBNB.

Robin Banks D& 37 PhaaS OFIFANLND. ZEZRZEAIOTEH (K T I 2RANETEEINS . FHiEMAlE FIDO
R EDERDN R EEDDENERENDZ TH A,

Mt

Information Asset Classification: Public Page 15 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01



® NTT Security Holdings

REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT 1TH—EXER OSINT EZAUSTF—1A
X=JVPRLA : WA_Advisorysupport@ntt.com

Information Asset Classification: Public Page 16 of 16
© NTT Security Holdings 13 December 2022 | Version 0.01


mailto:WA_Advisorysupport@ntt.com

