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(1 R-SYIVU-]

HLR— KT 2023 £ 10 ARCEUARL RIBHREF1VT((CEAIEMH. FR. FeNS2B0EGRIEDOZE(L
OFRNBHFCEELEZSND YY) 3 RERV, FEHEDTHD. ZNEYIOESFATOEEDTHD,

E1E [N\IUFEANMIN-TH5>9 L4917 GhostlLocker ZHFK]
e 2023 £ 10 B LA #HlcBR5>Y LA17[GhostLocker INFEFREN Tz, COT> Y ADT 7 ORFEICEINIZD
(&, TOMERFIR 2 B EES) \DTEXRNLTRIBN S/ \wh—JIL—T GhostSec T 3.
o RR(ISEIID 8 AXKIC GhostSec 250, HRDERD/\whH—JIL—TH%ERLTI The Five Families %%
&Nz, 3>YADI71 GhostLocker DU —2X (& The Five Families DX\ =& TEREN TS,
o J)\UT4EXN GhostSec NEDLIRAZTESDIEEIE RaaS ZFEUMIT TUKONIIREF A TAREATH AN, K
DOHFTIV—(CBBFESRVEIZ(FSED) \WH—FRORNDO—2%RL TWIAIEEENE ZSN 3.

25 2 & [Cisco @ I0S XE (CEO71AES5ME. 4 HEMU EICRIETOVSANEREENS]
« 10 A 16 H. K&y~ J—4KZF Cisco Systems (& Cisco I0S XEIDTOT(HEsaErRRUz. WEEHAK
eSStz BRI L. FHET DU MefERk L. #erDHIEZZE\ RIETOVSLEREIDEN TS,
o COWE(LLDRIETOT S LN RESNIZEH#SNS 10S XE lkht, 1>9—%vhLiC 4 FEU ERRIN
s @ OS ZEUIATLAEBBRADA>A—TJ11 A EA -2y NC AT IRERIRV INZHEIC. HER/INROY
—EROIHN 27—y NN, BENR 77 AFIEHTON TSN, e TR I 2Lz #1293,

£ 38 [N\LAFFHIHIFDRNERESAN-INE
« 2023 £ 10 BO/\LAFFCHII DR NDEROFBEENS. \LAFF/AASDI K EEICERT 3/ \J71EX
MBICED. HIZHBREOEDZIREND DDoS PIBIRFEZDOY A/ -KENZEITHNTVS,
o REFMINEMEETIHEVOEREAOLGICEDIER (> ISDI AT LN, HERES IE IR ZIE IR
BHINHNTLS.
o BRUB)\ITAEXLZERIC, R T COEEA D IFNAOT AN\ -IRE(CELEHHEN SR,
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1. \NITAEAMIN=-THS5>BADI7 GhostLocker ZFFR

1.1, 1%, * 2

2023 £ 10 A _LA). #1529 LAD1 71 GhostLocker INFEFRENTE. COTY ADI 7 ORFECEENIZDE) \wh
—J)L—7 GhostSec T. ISIS E07OfEM°0> 7EDRIENE ZKEES/\IF7EANLTAIBNTL,

GhostLocker MFEFK(ICSEIIS. GhostSec fitt 4 DD)\wh—4)L—T(d The Five Families Z#&RLTHD. J\wh—4
=T OEEN RN X LRl BE 4N DD .

1.2. The Five Families D5

2023 £ 8 A2k, GhostSec. SiegedSec. ThreatSec. Blackforums. Stormous @ 5 20J\wh—4)L—Th'&E
#&U T, [The Five Families |Ze%iZUIzCEZFERUI. COBIOEEIBRICOVTIFBASHCESNTLRL,

The Five Families [(CEFoleBIIN—TE. )VITAEXLILLBBEARNERPI Y AVIVIE(C L 22 HFIRR. &
BVFHEIRARIOVEIBDOEITE . JEEDA P TR EROBANERD.

BRH#H COBINE MO TZ1—A-ITRERBANZZEIAH)THT4TD Five Families (Cb> MziSIalBEHEN
EZz25N3%

[GhostSec [CDW\T)

GhostSec (§. 7JZXAD—ifkeLT 2015 FHSEENFER TES/ \WH—J I —T T BAN-ZERTTOVZALEEST
EZAZFEL. Web YA MOBEEDA >4~y b ETOFOVRMEELTO/ > IDILEDEER, IhEREZITOTLIZY

5

o

2015 F 7 AIK@EF1=270Z1-I-ITOFOREOBRZAISEME (CIRMHL. 7OZEKRACIIETBIEICRHINUE
6, COJ N —TETNZZ2HE(IBEHEBI L IBHEL TIIERIIN D EIEMICTOLERS T ERRTEL. Ghost Security Group
LB I BECUTz. UDU. —BBDX/\—(E7TD GhostSec D& BIZFE>TIEETEDEE ZHTLT D EERIRL., %25
hor7,

! 188 : Cyberint [GhostLocker: The New Ransomware On The Blockl
https://cyberint.com/blog/research/ghostlocker-the-new-ransomware-on-the-block/

2 Hi# : Cyberint [GhostSec Raising the Bar]
https://cyberint.com/blog/research/ghostsec-raising-the-bar/

3 Hi# : SOCRadar [The Five Families: Hacker Collaboration Redefining the Game]
https://socradar.io/the-five-families-hacker-collaboration-redefining-the-game/

4 H#8 : Cyberint [GhostSec Raising the Bar]
https://cyberint.com/blog/research/ghostsec-raising-the-bar/

> HBf : ALTIMETRIK [Behind the Mask of GhostSec: Vigilante Hackers on a Cyber Crusadel
https://www.altimetrik.com/behind-the-mask-of-ghostsec-vigilante-hackers-on-a-cyber-crusade/

6 8 : Security Affairs TANONYMOUS'S TEAM GHOSTSEC THWARTS ISIS TERROR PLOTS/
https://securityaffairs.com/38860/cyber-crime/ghostsec-thwarts-isis-terror-plots.html

7 Hi# : MIC FAnonymous Divided: Inside the Two Warring Hacktivist Cells Fighting ISIS Onlinel
https://www.mic.com/articles/129679/anonymous-vs-isis-how-ghostsec-and-ghost-security-group-are-targeting-terrorists#.t7BdOvX5w
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GhostSec (O T7HII5AF(RWT L DI T2 F2RAL WEZRIAURS. 2022 4 5 BICOS7OR T EX
SATLOHEAHEEDTS FO—)LZ2EV REIBHSLIESETZRS, 7 B3OS 7OKNDFEEFRO ICS (EEAHHHS AT
L) OFHEERL. BRESIREEISEUEEIRULY, Fz. B4 10 A, eSvIZ@EIERL TURW I ENE
RHWRENFETUEEMHIHEREL T 1520 SCADA ST LINODWEZERMUIL . 2023 F£ 4 AL A ASTIVE
ENAASLBOEMT ) - 775 — - BERICEAURZEFELU T BEIATLEEKRI TS RT e )\wF> T Uk %
sRUTC,

INBOIENS GhostSec (d. BUAR F5REILSEEETYIRS AT ACFEER SR 3L513) W) 2k 58 (L4175
WBER)\ITAEXRELT, FIBNTWS,

{SiegedSec [COLT) 13 14 15 1617

SiegedSec (. 2022 F£OO>TNII54 HEROE BRI/ \JT1EZAN YourAnonWolf [N\ . THIRL. 99
FAFZFFERALTND . BUVADN—THEBRRENTZZDI I —TOF vy bFroRIUCE BEEFRICHT 17 IV RREEP
D3-JBICGARTED., )\IFTEANEEINSE AN LTI ZBREUEBERY (/N —IETEET., HA RINEDEH =
RUTWS, WWEFAF. BEANR SQL A>21923> 0084 RAOTF74>4 (XSS) =RV, Web B4 haekd
APHEERIBIRADRIE P ARETH B,

WEEHILLTIE. 2023 &£ 7 BIC NATO MBI R EEBEL. SEOMEFRZBHHTEHRIILTOL
Do

ARYNCRUR)\WH T ESB RSN, 2023 £ 2 BONLIAA UG A-ANSUTZOYINIT 74t Atlassian (C
[Will you be my valentine? 1£7L I 5L ETHUMNIT/ WSS L. Atlassian HOJO7KEEHEE BRE)
—JUlz, Eles BEO/)\OD4—>TlE 1 ASTIVEADBESE Bezeq (FUYA//\-IXE[Haloween Hack %47
V. BEHOK 5 B AORBERIERE) V. Bl A SIS T ZERIT2R-FINES vy MU, /MDA > T50HRS
9 USENTOVSMME DA ASTIVAFEEEDS AT ACEFEE S5 X T2, Bx#&(C. Bezeq HDREER(CLVFHEBNNZX—

8 48 : Cyberint [GhostSec Raising the Barl
https://cyberint.com/blog/research/ghostsec-raising-the-bar/

9 W88 : The Tech Outlook [Russian trains still not in function after being hacked by GhostSecl
https://www.thetechoutlook.com/news/technology/russian-trains-still-not-in-function-after-being-hacked-by-ghostsec/

10 1@l : OTORIO [Targeting ICS with Country-Specific Tactics: Illuminating GhostSec)
https://www.otorio.com/blog/country-specific-ics-targeting-shining-a-light-on-ghostsec/

11 4ie : Industrial Cyber FOTORIO reveals GhostSec hacktivist group now targets Iranian ICS in support of Hijab protests]
https://industrialcyber.co/news/otorio-reveals-ghostsec-hacktivist-group-now-targets-iranian-ics-in-support-of-hijab-protests/

12 g8 : ALTIMETRIK [Behind the Mask of GhostSec: Vigilante Hackers on a Cyber Crusadel
https://www.altimetrik.com/behind-the-mask-of-ghostsec-vigilante-hackers-on-a-cyber-crusade/

13 @l : SOCRadar [Threat Actor Profile: SiegedSec)
https://socradar.io/threat-actor-profile-siegedsec/

14 4@ : Cyberint [SiegedSec Compromise NATOJ
https://cyberint.com/blog/research/siegedsec-compromise-nato/

15 Hgt8 : Bleeping Computer [Atlassian data leak caused by stolen employee credentials]
https://www.bleepingcomputer.com/news/security/atlassian-data-leak-caused-by-stolen-employee-credentials/

16 1B : The CYBER EXPRESS [SiegedSec Halloween Hack Announcement: Takes Down Bezeq)
https://thecyberexpress.com/bezeq-data-breach-halloween-hack/

17 g : DarkOwl [Dark Web Cyber Group Spotlight: SiegedSecl
https://www.darkowl.com/blog-content/darkowl-cyber-group-spotlight-siegedsec-and-leaked-data/
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WX EL. RIEEZRBHSET,

SiegedSec

LATE-VALENTINES DAY HACK! SiegedSec is here for a special Halloween Hack!

Dear Atlassian, This special hack affects.... (drum roll please)
:{V'” yostl‘ bed”;y valentine? BEZEQ! Israel's largest telecommunications company!
ove, SiegedSec. . .
B We have brought several surprises for Bezeq, we hope they enjoy

THATS RIGHT FOLKS, SiegedSec is here to announce we have our treats~
hacked the software company Atlassian. This company worth
$44billion has been pwned by the furry hackers uwu. For our first treat to Bezeq, we have exfiltrated their customer

i i 1 i i |
Who kiew gay funies could doisuchia thing! Holy fucking bingle! database, containing nearly 50,000 customer full names, email

We are leaking thousands of employee records as well as a few addresses, and phone numbers.

building floorplans. These employee records contain email

addresses, phone numbers, names, and lots more~! Our second treat affects the entirety of Israel's infrastructure, we

(Atlassian claims to have 8k employees as of jJune 2022, however have accessed the portal that controls devices from around the

we have conflictingly found 13k employee records) i : g
country, and we've shut them down~ :3 This also affects devices

“The story is ours and it is done by hackers!" from the Hungary, Finland, and U.S Embassies in Israel. so exciting
amirite?

SiegedSec would like to formally say thank you to Atlassian for
providing us with this data <3

) ) Last but not least, our third and final treat, we've used Bezeq's
Happy late-Valentines day everyone, love from SiegedSec~

campaign management portal to send a fun little email to Bezeq
LEAK: ) customers! >w<

1 KLYV DINYESI DT (Telegram &) 18 2 \NO91—>DI\vF>IDi%FE (Telegram O—EBLD)

[ThreatSec [C2\\T)

2023 fF 6 ANSTEEEHER TEALEEAFTLV \WH—I I —T s AASTILVE/NLAF FOIIERICDONT, BREHHRULA
mEERETS. LTI SATHIS. 2023 £ 10 ACHTHX(CHLRZEL ISP O ALFANET hFiE 33—\
—&ZFOHD T, SATAIEEZSAEERULTNSY,

[Blackforums [cDW\T]

J\WF TP —)7 - I DRFEEIRS) \WH—TA—F LICEES)\YH—J )V —T . $AHIHRR OREATOINRD, &5

18 Hg : Bleeping Computer [Atlassian data leak caused by stolen employee credentials]
https://www.bleepingcomputer.com/news/security/atlassian-data-leak-caused-by-stolen-employee-credentials/

19 Hg : SecurityWeek [Hackers Join In on Israel-Hamas War With Disruptive Cyberattacks]
https://www.securityweek.com/hackers-join-in-on-israel-hamas-war-with-disruptive-cyberattacks/
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BRENMN\YE T OEIELE ZBN S,
[Stormous [E2U\T]

2021 F(CTSEVEBFREE TSNS Y ADI7IIN-TTHD . BEDA MeFH TS, O T7DII1HRIXIC
LT, O 724 52RALTLS.

1.3. 5>Y AU 7[GhostLocker]

10 A L. Telegram OFv>%JL GhostLocker T. B&DI>HLADIVZDII-INFEREN. CDF&. The Five
Families DX\ —(C Lo TEGMLEENIZ, IFERENS . AFEOFULEROD(E GhostSec £EZXH5N D, Ft.
Stormous (BB DARL—23> T, INEFTHIALTLZ StormousX (CINZ T. GhostLocker 6T 3 E#FR
LTW3,

GhostLocker (& Ransomware as a Service (RaaS) &UT. BZEYTRIUTS A EERD ANTARATAS Ciefits
nTWa, &, COY-LR(Z(&E YIVII7HMEF VTRV T NI 7 TOIER L ZE1E T 24880, TRIOLIICHEDIA
MEBEIZRHO/RIEZFENTNS,

GhostLocker ¥ %

Locker

Hello,

This is your control panel for GHOSTLOCKER.

8 4

The panel is in the works, we have one team working on the panel
as the other team works on the locker software itself. f §

3 GhostLocker Q&M ){1JL2°

GhostLocker OXIII7HEITENDE I-5Y DT —A(IEE BTN ITUXLTES{EEN. J7()L4ICT.ghost 1D
HARFHMTIIEN T IERATER D, BB I BIHICFHEE BN EEZIOINENDHDIN, WEEH(C 48 KL
AISEFEZ LRV EIBRESN . TIADRV\ET - IR E(CHIBREN S, o, BREDXER. BS{LENZIr/IL2NE
FPH - RI—F—DEBY—ILOFER. EBITHRE = B0 S IIEa T -2 TR HIBR I 3L 2 RIEL
TWs*,

20 gl : SOCRadar [GhostLocker: A New Generation of Ransomware as a Service (RaaS)lJ
https://socradar.io/ghostlocker-a-new-generation-of-ransomware-as-a-service-raas/
21 8l : PCrisk.com [GhostLocker (.ghost) ransomware virus — removal and decryption optionsl

https://www.pcrisk.com/removal-guides/28068-ghostlocker-ransomware
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Ghost P2
We run shit because we can

ALL YOUR IMPORTANT FILES ARE STOLEN AND
ENCRYPTED!

YOUR PERSONAL ENCRYPTION 1D (SAVE THIS)

You can contact us on the following

Attention!
DO NOT pay the ransom to anyone alse than the top contact information mentioned up

DONOTmMmyphdﬂas
DONOYWbowmmd&memM it may cause permanent data

mmmmw«mwuam teams/third party security vendors will
lead to permanent loss of data and a public data release immediately

B 4 GhostLocker RITEICRRENIEH (BREDAEZSATND) 22

1.4. F&H

I\IF4EZ L GhostSec NAIEESD(E. TOVXAPEFERETHD. INSEESH T GhostSec OJEBNT B %S
Us DWEEBAN-IBTRI I —TEEEELTZD, RaaS ZREUIED T B TICE e, COE=EL T, DI/ HRE, 41X
STILE)\RADEEHEZEREDHEIFE N HDVEREBI BRI TZOI AL —23a (LD, J\wh—ESN/EBHNEHAEL. Al
IROESR) \WH—DH7 T % EZ DL OIBRENENSEEE TR T HIN VD DH DR NHEEE XD . GhostSec HNED
SO TELSDIEENE RaaS ZiEMIIIT TUKOMNIRIZR I THS Y, BflCRixZzBMNELIZBORDONEINEARET
Hdo

o BATEITTES DD0oS WS ARELEHD T, TV LAIITH—-EADARL —2a> (1M THY. ContiLeaks

(2022 F(CO>T7ZFOT>HYLADITVER Conti OREBIARN, VU514 F AR EZQTRDIANICLDREEINS
) THASMMIROIZLIIC, FERICERBENEZHOANBZRELT . COLIRY—EXZ/\vH—JI I -T&H3\EZD
JI—TTE OB TER I 3L (EREENMESL B GREN BIz6D. TELU THRARTEZINEMIFRAIEN T D,

ZOTIN—TOEENEFEHAITHD, RESROHT T —(CEBFSRVENE (IS \WH—FROTRNO—DI%RL TL\SETEE
HNEZEND.

22 18l : PCrisk.com [GhostLocker (.ghost) ransomware virus — removal and decryption optionsl
https://www.pcrisk.com/removal-guides/28068-ghostlocker-ransomware
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2. Cisco @ IOS XE [CPOF1kess1%. 4 FAL LICRIEITDISLNEEETNS

2.1. fiE

10 A 16 H. AKXRxyhJ—IKF Cisco Systems (LLF. [Cisco #tl) (EHORYRT—I#E5A OS THd
[Cisco I0S XE D88 #FRUIZ. F OS O Web BIBA>H—J14 AN -2y MIARENTLBIEE ., INE
(IARMESSMEZBAL T, SR ERIOFHETND> MERR L. #4280 ZZES LN TED?, CORRMTONIEF AT,
JCICEBROETOBRANMERIN T,

BIH. KE®D CISA (EBIROERAENAMEESMHE—E (Known Exploited Vulnerabilities) |(CAAESSEZIENN
U SFERMSEE T, INICHEE 18 H. BA® JPCERT/CC biFEMatc# FR U,

TAPAN

2023-20198) (CR9 DERMEE

2.2. I0S XE LRSS IEICOWNT

(IOS XE]

[Cisco I0S XEl(&. Cisco #tDARL—F1>49>2XF Al Cisco IOS]S—ZD 1 DT, Linux ZR—Z(CLTW3. [E
HOW ==Y FEDFY NI —IHER TIRILFIAIN TV, 1 >5—Ry b EICAREN TS I0S XE OF/TLR
(F KEZFRLHEFAPRTHEHLEZ 15 HFEaMERESN TS,

23 4488 : Cisco Systems [Multiple Vulnerabilities in Cisco I0S XE Software Web UI Featurel
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z

24 g : CISA [CISA Adds One Known Exploited Vulnerability to Catalogl
https://www.cisa.gov/news-events/alerts/2023/10/16/cisa-adds-one-known-exploited-vulnerability-catalog

25 4# : JPCERT/CC [Cisco I0S XE ® Web UI MfE5514(CVE-2023-20198)(CBI 9 ZE =ML )
https://www.jpcert.or.jp/at/2023/at230025.html

26 488 : Cisco Systems [Cisco I0S XEJ
https://www.cisco.com/c/ja_jp/products/ios-nx-os-software/ios-xe/index.html

27 4igf : Bleeping Computer FOver 40,000 Cisco I0S XE devices infected with backdoor using zero-dayl
https://www.bleepingcomputer.com/news/security/over-40-000-cisco-ios-xe-devices-infected-with-backdoor-using-zero-day/
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(CVE-2023-20198 & CVE-2023-20273] =

FERSNIHESSMEE. I0S XE T Web UI (K 6) NEMICEBOITVSHERRICEEEZS5 X5, Web UI ($ I0S XE (C
HHMHAFNTHD, @ OS £ T HTTP BLLIE HTTPS H—/{—A"BZHCBTONIE, BIIDFEELS( T AZEATS
HERKFIATES, 2O, DRBVEOI - -NCOMSEEOR ERZ I TU\SEEZSN S,

Cisco #tORAE(CL DL, EBCIEERZ I 10S XE (LFIREE (LI TUFET I MIMEREN., RIETOYS LN
BN TV, COIE(C(E 2 DOMBESSHENFIFEIN TV, WEH(FET . ME551%ICVE-2023-20198] T, UE—hH
WSROI =7 HU> NeERk. D&, SHCHIDRESS 4N CVE-2023-202731%2FIRAL. ED7HD> MefsETL—
HP-A\EFEEE. BEROHIHZZE ), RIEJOVSLZZEL T,

© 20052019 - Cisco Systems, Inc. Al rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. an
United States and cer other countries. Al third party trademarks are the property of their respactive owners. Best viewed with Edge 40", Firsfox 60°, Safar 7%, C

6 I0S XE ® Web UI 01 ~Em

COESEEF) \WH—ZEDR THEEBCRD, )\WH—TA-SATERBINTUS.

Cisco - CVE-2023-20198 obcyxaeHue

pepel - ©23.10.2023

23.10.2023 [Honoe

L Ha ruTxabe yxe A0BOMLHO MHOMO SKCMNOHTOB ¢ A0GABNEHNEM I03EPA 1 HEKOM HA UMMNAHT.
MpocmMoTpes Mx, y MeHA CNOXMIIOCH BNeYaTNieHke, HTO 310 (eliki. Mpuyem, HeKOTOpbIe He paboTaloT n3-3a GaHaNbHBIX NANOB B KOAE.

o D_SEEI _ MeTop ¢ goGasneHnem ro3epa CNAWKOM TYNOR, He HaxopuTe?
cai-Kypacai
) 2 m . [lo6aBnsieT 103epa C MakCUMANLHLIMI NPUBENersmMI? HTo aTo 3a auub? OueBnaHas e XPeHs, KAk Takoe MOrno CTaTe
20062010 YA3IBUMOCTLI0 BooBLie? HackonbKo B UMCKO AoNXHb GbiT yNopoTeie Koaeps! 4Tobel Takoe NponycTUTs?
st ¥
GCoabuehms: 248
Peakumm: 274

Ho okeit, ponyckaio 4To 3To MoxeT paGotate. Ho B akcnnoiiTe oHo HUKaK He 3afeicTeyeTcA Aanswe. MmnnanT sanueaetcs Ges ayTeHTudukaumn. U
€CTE 0C060 OTMOUEHHEIE, KTO SIS NPUYMAN CBOW POYTLI, HANPHMEp

59 cTpoka, check_url = f'{base_url}/implant_status". OTkyna /implant_status? Koro /implant_status?

¥ MeHA BONPOG K TeM, KTO yike npobosan 3atoaate 3Ty Bary Ha nabnuk akcnax - YAABanock M BaM peansHo AoGasuTb l03epa U 3alTU B

web-agmuHky?

7 [Cisco - CVE-2023-20198 F4AhY>aY |E@BENz0S 7RI\ N—TA—-3LDALYR

BE. AREIHEOFERNS 6 HEOD 10 A 22 H. Cisco #LFINSDMESSIEZIELE 35/ —a> DIt =Rt U,

28 @l : Cisco Systems [Multiple Vulnerabilities in Cisco I0S XE Software Web UI Featurel
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
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(BZELBEFIRIR]

KE(ICLHOTRETOIILNRESN TS I0S XE [HRFEDUIIZL (B 8) ZXEI DL, 16 EET 18 XF0D
XFHNREND COEBZFIBLIEF1ITA RHOBEIICLDE FETOTSLNEESNZ I0S XEN 10 A 18
HIC(F 41,983 & RINTLS®,

curl -k -} POST "https://systemip/webui/logoutconfirm. html?logon_hash=1"

If the request returns a hexadecimal string, the implant is present.

8 FIEIOYSL%FHRIBVIIAMEXIETFIVIR (Cisco #DFERLD)
[16 EHOXFFINESNZE, REIODISADNFETS]

% curl -k -X POST "http://INEEE/ .cbui/logoutconfirm.html?logon_hash=1"

LT T ffeeabbd5ci il

9 FIEIOYSLHRESNIERRICVIIAMREUVES (FRIFAD RN SIESNELARYR)

BE. HERNBREEN3E. BHAFNAETOT SAGHIBRENDD . VERRENIFHETHD > NIBREFEKD.
16 EHOXXFFI RO TIBMOEL TEH IRBZR I TVRVCEIFIRBRES, SEBNBE TH D,

2.3. BV -JIM A2 REHIBURY

IOS XE (CPRB T BIRA>H—TIA R EA ARy MC AR IARE TR, $H IEE (TR NI —TRNDRADE
(C« VPN ©I7A7IA=IED . FYRNI=IADADOCHIEDEE RS AT ADEERA >A—-J11 A%IB2 TP,

BIRA - JIA AT I BIHETFIEEL T, T — NIA—AWEREICLZEREERATOEN . MESFHEZINETZI—RD
EENFETEND INBOWENKINT DL, BEREBDHERTI-T-DBIIEEDZEEFMTNND. &AELHISHE
DRy NI —IHAZASN. [BIFRBENO T Y AEEEALENZENH DD,

6 A. KE®D CISA (FCOIIRMBE(CEDENM B UleCezBEE X . KIBRFHEEI(CTLTIBOD 23-02 (Binding
Operational Directive, #RDIDHZIERIED) 1Z2FL. BIEA > A-JI( AU THEINS P ITATERVELSIC
I 2EDN REITIEZERFEATITO,

2.4. ¥t

SEIOPOFARECLD, 4 HEU LOTNAANMEEZR I, S AT LAEBADA>H—I1A (3> —RY N
FRETRVEN, ENSERD TEASHNIIRDIz. CNZERE(C. B ER/INBRDY—EXDIHNA >4 -y MRS, )
BI7JCAFIEMTONTVSN, i THEER T BT ZHER T B,

29 488 : Censys TCVE-2023-20198 - Cisco I0S-XE ZeroDayl
https://censys.com/cve-2023-20198-cisco-ios-xe-zeroday/

30 48 : CISA TBOD 23-02: Mitigating the Risk from Internet-Exposed Management Interfaces)
https://www.cisa.gov/news-events/directives/binding-operational-directive-23-02
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3. NLAFFICHBIIDRAEREYAN-TE

3.1. #1&

2023 £ 10 A 7 BIZFEULTLLE, N\LAFFOHEBR D/ \NREAZASTIOBEDEZEN LTS ERIFnER
M5 BEBEDCHE DT BI\VITEZANBICL YA N -KEN—UFLAUL 3'. DDoS WENZEKITHN S, [FIRIF
BICLDTEEYA M A SHICRBEEA D IFTEIAMEICF TIANL— M TV,

RRECENZEEA D IADTAN-REFERABEOER T 2ETNNDD, I ERICLDUNSOERMNMEEE
 ERTREBIETD/\ITEANEEiE L HBRIREZERL TS,

3.2. HRERHSHRELVYIN -

KABEZEOEENS, BAN-IRENFEELTNS P, BREIOO N \NROOTY MEOARE RS CIDYI5N . A
ASTINCEOTy MR OZER Bz REITRE T 21 Mo, WERIGH) 12 DL 2OY A MIXTID
DDoS IRENMRENENI3, 2D, FEFOHEXT (7, IDE1-5-YITRII 7R BUHTHERE O M DDoS ¥
ENLNDOTOR. BE ARSTIUEF TRV ZAFFRID Web B4 NMIX$9% DDoS IREHARIINTH., HdYA
hTE—EF. £N5T19I0D55 60%ZBERHED NS4y I EHI>,

COEBYAN-WEOEREITEN, )\ITIEANTH D, DD0oS IER(ILITRIAZ IR N IHENRALMY, Y
A Mt REAL TRV —S% 1§ T DIRTED, HERBIRZTTIL TREI DLV IIREHITONTVS, F/\LAFF/M1X
STIVOHFEERITRH BNOI\ITAEAM TR N ENTNCENKRTIFTIREN, BB <HREINTVD, RECTHD
Bl 2/ \LAFF B ERICUIZ) \IT4ERRDTEBNFLARINSFIEL TV SEIOR I EZEZEOMNFC—RUTEFR
{EUTZ,

BRILAFFONITAERR]

HLAFFOI\ITAEZRDT I —T& 130 FIL—TEL L3880, ZOZKFHFERPT7ST (AVRRIT IL—-2T7%)
DA XS LB DT I —-TTHREFRL TS,

NBOT =T J\LAFFOA RS LBREADEFNS . RAZSTIVEBIT TS, S50, A ASTIVAEF TIIRER
AZSTIDIIIHHEDERKEDE 2 [COIEMSRELT TS, 5T NFRIARNI ST 2800 TS T DA RS L3

31 4i# : Reuters THacktivists stoke Israel-Gaza conflict onlinel
https://www.reuters.com/world/middle-east/hacktivists-stoke-israel-gaza-conflict-online-2023-10-11/

32 48 : FalconFeeds [The Evolving Landscape of Cyber Warfare in the Israel-Palestine Conflict: A Comprehensive Analysisl)
https://falconfeeds.io/blog/post/the-evolving-landscape-of-cyber-warfare-in-the-israelpalestine-conflict-a-comprehensive-analysis--356011

33 488 : SOCRadar [Reflections of the Israel-Palestine Conflict on the Cyber WorldJ
https://socradar.io/reflections-of-the-israel-palestine-conflict-on-the-cyber-world/

34 488 : Cloudflare [Internet traffic patterns in Israel and Palestine following the October 2023 attacks]
https://blog.cloudflare.com/internet-traffic-patterns-in-israel-and-palestine-following-the-october-2023-attacks/
35 448 : Cloudflare [Cyber attacks in the Israel-Hamas war)
https://blog.cloudflare.com/cyber-attacks-in-the-israel-hamas-war/
36 48 : X T@Cyberknow20)
https://x.com/Cyberknow20/status/1720217982201409821
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B —-T2E&5. BBREMRCH D> ROEEENEIIO.
[(BRICERAZNITAEX MDEE]

¥RR IR —THEARZBEHRELTVS, 10 A 16 BICEEOZRRBIEERTOI7HMEHUEERICAA
WU TR, A AT EZIR I BE 2 D—D(CHANFEFEN B LI,

910 A 20 HIC. BAOKATHEREZEDODIT YA ML 3/ \LAFF DT —T2L% DDoS WEDF—4YNIX
NHEEENz. 10 A 25 HICEEAROEEEOT A MY NI 5731R0TIN—TEHTVRAFF 22 H I 2 Xvt—
SOBEALREAINGEY, 11 A 1 BICEBEAROBATHEREE(C DDoS IMEZEMULE. /\FRIROI I —THF
xUI,

BRAASINONIFIERN

ARSI OI\IFTAEZ NG, 20 FIL—TUL 38, 3R\ AFHEERISBONEEFEREN THED. FFHIA >V ROT I —
TEEBBEENE LD, \LAFFRIND DDoS IEDAh, /\NZADY A MOEEAZUIE LTz ESRD, L AFFOERE
KEEE N SERERLICE VS EERT —IDREEE VDL I BHEREN TS,

3.3. EEMYISIEINITAEAMDEED

JI\VITAEZ DRI, BEA IS (CRADZHIHS AT ©Z A2 ) ) — T RSN TLS,

BIZ(E, A ZSTIO7KERERZ SIS S AT ANDRACRRINUE L AFFOEEOT I -THFERLTVS

(B 10. K 11) . BIOJI—-TF. 10 BHRRFAZASTIOREFANYAN-EZEITL. 1682 IEHBECHRINL
EDFEREZ (K 12) | 2512 11 BHIDICBAZASTNERRVNEMEETIHOI AT ABAUREOFEREUL (K
13) « ZOIN—TBEEACIFAOBEDMICH, ARSIV ORI LI Y ATV IREZRITUREDRBRHHLT
W *,

BUEB(2 TSNS AT LN SO ADIVIRE - EDTERVIA N -NBE(CLDBIREINIGE . BR-40E
FK-BRZEORIINBAHRELNFELEL. READLEGRZENUNMIBL,

37 HE : NHK [RRORYRNIOYTE: - PEHEOESEZLTHA N —IEARC)
https://www3.nhk.or.jp/news/html/20231026/k10014237901000.html

38 hem : FalconFeeds [The Evolving Landscape of Cyber Warfare in the Israel-Palestine Conflict: A Comprehensive Analysis)

https://falconfeeds.io/blog/post/the-evolving-landscape-of-cyber-warfare-in-the-israelpalestine-conflict-a-comprehensive-analysis--356011
39 8 : Security Affairs [Pro-Palestinian hackers group 'Soldiers of Solomon' disrupted the production cycle of
the biggest flour production plant in Israell

https://securityaffairs.com/153778/security/soldiers-of-solomon-hacked-israel-flour-plant.html
Information Asset Classification: Public Page 13 of 16
© NTT Security Holdings 14 November 2023 | Version 0.01



https://www3.nhk.or.jp/news/html/20231026/k10014237901000.html
https://falconfeeds.io/blog/post/the-evolving-landscape-of-cyber-warfare-in-the-israelpalestine-conflict-a-comprehensive-analysis--356011
https://securityaffairs.com/153778/security/soldiers-of-solomon-hacked-israel-flour-plant.html

@ NTT Security Holdings

alzml

Netanya’s Waste Water Treatment Plant Has been HACKED!!!
RANZER

Hz
o, ol sv.[ 00 Tremflfisv [ 7 Jnz
o US Israel Water (SCADA) System Owned By

AN EYE FOR AN EYE &¢

f Note :

One week ago, we hacked SCADA from a different
company in Israel, this time we will do a more serious
cyber attack.

We will not be silent until victory belongs to Palestine!

F1%3:36 - 20234E10H24F - 3,442 {FOFTR #FREE PALESTINE BE=
7] A =] _— 7] h —
10 KEMSEADKEZRIET HISR 11 KEMESEADKEZ X IRT H151R

. u = . [ == Sl B . W

have carried out a successful cyber attack on have successfully penetrated the infrastructure of the
Ashalim Power Station located in Negev desert and discharged it out of the biggest flour production factory of Israel in Haifa bay (Flour Mills Ltd) and
power distribution circuit. they have massively harmed its production cycle.

#Hacked #Hacking #fHackingtime #Hackathon #breach #NewPost #Hacking #Palestine #lsrael

#post #CyberAttack #cyber #cybersecuritynews #lsraelPalestineConflict
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3.4. Z+FEKRESS (ICRC) MEEIIHIN-WZEDI -

NLZAFFTOEFFRZIFEOER. 10 B 5 BIGR+FEBEEZSS (ICRC) B\ BFHRORRE/ \wh—0iTEHD
WTOIL—IVERFEL TV, O PICL3VI5A HRIVEN S BEACIR DT BEID/ \WhH— [CL BT IS EIND B R E

40 4188 : ICRC Humanitarian Law & Policy Blog '8 rules for “civilian hackers” during war, and 4 obligations for states to restrain them]

https://blogs.icrc.org/law-and-policy/2023/10/04/8-rules-civilian-hackers-war-4-obligations-states-restrain-them/
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BRILTVWS.

ZOI=IUE ERRANBECER T 3. ESENLINORBIZIZNEITHTROIIFEIZENLLTVS, REIOEE (>
IVREFEADTAN-IREDZEIL, ZUT, e ABDCOIN —ILAEDRWGETEHETFI D2 KD TS, o
ICRC BEZRICHULTH. ERABECS I DZEARADIESTEVSERNS. -V BEBR LBV S BEORBE/ \vh—
OEENZFIR I DL EZEHBLTVD, EFRABECEVTE BBV ISIHREZSZDLIBYAN-IEE/\JT1EX
TR E . HBELTEDZRIESNDEALEFERD. REATHILDIETFEELETOVAN U TERNICGHE
ZR\IBeIEEEN' DB,

. BRERLIDDISAF- 02T RBOI\ITAEANENSE, IV —IUTEENBRRIGHREN ATA 750124
E1— (S U W=V EWERBDET I —TOREDHICREEEVSEIZENE O EN, O 7 OFR+FHRAOYA Methd
hIBETRIDERZRERU, VI FTOI\IT1EXNBV,

3.5. &

KA EREEOMNICEBNEFFT )\ ITAEANDBEIN—RUTERIE U ERTRRRE0EHN, EB(>I5
NOIRBHISERAITHNTVS, IEMROMEERRICIDAGICREN RN EABRIETECTOIT AL T SE]
BN D, FLAFFDI\ITAEXME ARSTILIMCEREDER - AHA D ISAOKEZ MR RO/ \wh— (LIS
MITHED®, COLSREEA > IFIH BN K NERICEZEEL CORVEICEITONTLKEN DS,

I\ITAEAME FBEREICENTIE 2010 FARFNSERI TR LY (/- IETROEDFFEDNEATLE T, AL
TLWBEEDNTVS, —/ T, ZLOFEER LETHKRALL T \ITEXNDEENEFL THD, A /NLZAFFRIH
SOYAN-ENERZEI D —EEBOTNS, YA/\-ZERDIEXTRE(F. A XTI HWELED TERIT 51z
BEEFDOHEMAEZRL TWSESITHD.

ME

41 1@ : BBC News [Rules of engagement issued to hacktivists after chaosl
https://www.bbc.com/news/technology-66998064
42 48l : The Record ["War has no rules’: Hacktivists scorn Red Cross’ new guidelines)

https://therecord.media/hacktivists-respond-to-red-cross-rules-with-ridicule
43 @8 : X [@FalconFeedsiol

https://twitter.com/FalconFeedsio/status/1711033041827828087
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REEHR

AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

PN TATH—-EREB OSINT EZAUSTF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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