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https://www.jimin.jp/news/information/208023.html
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https://www.itmedia.co.jp/news/articles/2404/11/news109.html
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https://internet.watch.impress.co.jp/docs/column/dlis/1583337.html
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https://www.factcheckcenter.jp/fact-check/economics/boj-sues-director-hayao-miyazaki/
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10 i@l : MARKET REALIST [Celebrities Targeted Globally in Rampant Fake Ad Scams; The Battle for Accountabilityl
https://marketrealist.com/how-do-celebrity-identity-theft-scams-take-place-in-digital-advertising/
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https://www.usatoday.com/story/news/factcheck/2024/02/18/ai-deepfake-ads-tougher-detect/72536444007/
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https://www3.nhk.or.jp/news/html/20240425/k10014432921000.html
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18 48 : Palo Alto Networks TECHDOCS FPAN-OS]
https://docs.paloaltonetworks.com/pan-os

19 488 : Palo Alto Networks TCVE-2024-3400 PAN-OS: Arbitrary File Creation Leads to OS Command Injection
Vulnerability in GlobalProtectl
https://security.paloaltonetworks.com/CVE-2024-3400

20 g MIATROEA IEIRAIBHEEMAE (IPA) [Palo Alto Networks % PAN-OS DRESFMEXEZRICDUVT(CVE-2024-3400)/
https://www.ipa.go.jp/security/security-alert/2024/alert20240415.html
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https://www.paloaltonetworks.jp/network-security/next-generation-firewall-hardware

2 {88 : VOLEXITY [Zero-Day Exploitation of Unauthenticated Remote Code Execution Vulnerability in GlobalProtect (CVE-2024-3400)/

https://www.volexity.com/blog/2024/04/12/zero-day-exploitation-of-unauthenticated-remote-code-execution-vulnerability-in-globalprotect-cve-2024-3400/
23 488 : Security NEXT [TPAN-OSHESSEDFHICERI- RINIEH - RBILADSEN]
https://www.security-next.com/156092
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24 48 : Palo Alto Networks Blog [More on the PAN-OS CVE-2024-3400/
https://www.paloaltonetworks.com/blog/2024/04/more-on-the-pan-os-cve/

%5 BB Security NEXT [TPAN-OSJHESS DM BRAI- M ABES - BERILADHTN]
https://www.security-next.com/156092

26 {88 : Palo Alto Networks [CVE-2024-3400 PAN-OS: Arbitrary File Creation Leads to OS Command Injection Vulnerability in GlobalProtect]
https://security.paloaltonetworks.com/CVE-2024-3400

27 s Censys [April 12, 2024: Palo Alto Networks GlobalProtect PAN-OS command injection vulnerability CVE-2024-34001
https://censys.com/cve-2024-3400/

28 (8 : VOLEXITY [Active Exploitation of Two Zero-Day Vulnerabilities in Ivanti Connect Secure VPN
https://www.volexity.com/blog/2024/01/10/active-exploitation-of-two-zero-day-vulnerabilities-in-ivanti-connect-secure-vpn/

29 88 : CISCO [Cisco Adaptive Security Appliance and Firepower Threat Defense Software Web Services Denial of Service Vulnerability]
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-websrvs-dos-X8gNucD2

30 {88 : CISCO [Cisco Adaptive Security Appliance and Firepower Threat Defense Software Persistent Local Code Execution Vulnerability
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-persist-rce-FLsNXF4h

31 ikgm : CISCO [FCisco MISE 1T T TSA TV AV I NITTBEU Firepower Threat Defense YINIIT7DUE—RF7IEX VPN ORIEFICADMESSE]
https://www.cisco.com/c/ja_jp/support/docs/csa/2023/cisco-sa-asaftd-ravpn-auth-8LyfCkeC.html
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3. Google b* Web 75950754\ —E— R SINELET—HDIHEICER

3.1. #1E

Google W TFANS—RIS—FDREANSCRUT. Web T5IHDTSANS—E—REFIHT 21— —%IBHU.
P 7 RLRIEER RIS FEREZ ZMNCUNEEL TUV . CNAVRERICRET 27BN 1Y -0 T3/ —%EELTLSEL T,
2020 &£ 6 A. 1-HY-51" Google (BLUZDIREHDT7IN TRy t) (CHU. ERERERZIRIEUIZ?, 20,
2023 12 A, 2 #HUREEEFIFRT B ECRELU,
S 4 B 1 BICKEESB S FHIFRRE SN RN, Google N5\ —E—REFIFET21-H—H5U
EURBHEMC L3792 E T D ECERUIENIASHNE RIS,

—

L INTRODUCTION

This settlement is an historic step in requiring dominant technology companies to be
honest in their representations to users about how the companies collect and employ user data,
and to delete and remediate data collected. Plaintiffs secured a groundbreaking settlement that

yields substantial benefits for every single class member, including:

N B W

Changes to Google’s disclosures: Google with this Settlement agrees to rewrite its

7 | disclosures to inform users that “Google” collects private browsing data, including by explicitly
8 | disclosing that fact in its Privacy Policy and on the Incognito Splash Screen that automatically
9 | appears at the beginning of every Incognito session. Plaintiffs obtained a Settlement where
10 | Google has already begun implementing these changes, without waiting for final court approval.

11 Deletion and remediation of private browsing data: While disclosure changes ensure

12 | transparency going forward, Plaintiffs also demanded and secured accountability and relief for
13 | Google’s past conduct. Upon approval of this Settlement, Google must delete and/or remediate

14 | billions of data records that reflect class members’ private browsing activities. This includes data

15 | Google collected during the class period from private browsing sessions.

5 #HHFRICIREESNEMBRROTENX >

3.2. I514NS—E—RICOVT

[T'51INS—E—ReElR]

754> —E—R(E. Chrome. Edge. Firefox. Safari REZ<D Web J5IHNEET TS5/ —RED DI
HETHD. Web J5UH% T34\ —E—RTiHeEII L. FEELIZ Web Y1 hDFERE. v 1. Cookie. TA—LAlCA

32 488 : ClassAction.org [Case 5:20-cv-03664-SVK Document 1]
https://www.classaction.org/media/brown-et-al-v-google-llc-et-al.pdf

33 488 : Ars Technica [Case 4:20-cv-03664-YGR Document 1096]
https://cdn.arstechnica.net/wp-content/uploads/2024/04/Brown-v-Google-Unopposed-Motion-for-Final-Approval
-of-Class-Action-Settlement-4-1-2024.pdf
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HUIZIBEERN, FEE—RMETEFIC Web JZUUNSHIBREN 2128, ke BT IIRIBICHNT, BIEELI Web B4 M
RZRF—T— RO 1 - —(CHSNIBWNEED, 7HD> MOEWFZEREL T Web U4 boOJ 1 > I1E#HET 50
HIIEUKRBVMSEZ(TFIAENS .

12U CNIZEZMZIRET 2HEEE TRV, BIEEUZ Web B4 MeZ0Y A MYFIE T3 Google Analytics I2ED
Web 4 M8 —EX T, IP 7 RUACEIEEERENUNEEN D, o, RERENFIATZT/\( ABIRR GO
A—2y NI —EZTONAIHFICHBNTEL-T-DTF1//\Z—FE—-RTD Web FIECET37I7/ET1ZINET 25— 2B
BEEIND CNSOURESNTLIEHRIE. DIEFCIOTEADIFEN CIBEERZBENNDD.

[T'51INS—F— RICHTTFRER]

FIFEOZN, TN —E— ROBWEEARL TV ST DA ERBIMREIN TS,

2018 £E., 7AUNOIEEFIEIE USENIX SN REURETE, BEED 75%H, Web I5IHET5//1—F
—RTld Cookie DEERBCEEZ TR, £z, 41%HEE— RTOYA NEEBSISRET IP PRLARIRICENTES
LEREH,

Major misconceptions about
anonymity and cookies

75% thought private browsing prevents cookies from
being sent to websites

48% thought private browsing encrypts web traffic

41% thought private browsing hides their IP address

6 USENIX BEORERR (I514NS—F— RICHTHEREE)

3.3. Google [CxT 3

[I'54N\>—E— RTHEHZINETS Google (LT 5Hi¥]

2020 £ 6 A 2 H. Web J59H0OT5ANS—E—-R2FIHEIT21-H—%ZBIHU. ZMNC IP 7RLXIBIRBEEERE
ZINE T DL(E BRI ZERBEEEDT AN —2EZELTVSEL T, BHOI1-Y -1 Google (HLUZD
H2to7I IRy ) (L. EFEREAETRECU,

Google NNHEFAFL TWET AN —RUS— PN TR—TSearch & Browse Privately (K 7) 1T(&.
[Google LEDEIRBEHZHB I DN EL-H-NHIHITESD, T5ANS—E-ReFTDL. T5AR—NZ Web BE
HTEZ, JEEBEHINTLZ, UNUAIRDEBDZERR(C(E. Google (& Google Analytics YIASEMEDEHEAZB T,
TANS—E-ROI-H—n5E IP 7 RLRIBIHRCEEREZINEL THD. UNBZDLIREREREECICEEM TR
W, R&FFRU,

34 48 : USENIX FAway From Prying Eyes: Analyzing Usage & Understanding of Private Browsing]J
https://www.usenix.org/sites/default/files/conference/protected-files/soups18_slides_habib_0.pdf
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Search & browse privately

You're in control of what information you share with Google when you search. To browse the web privately, you
can use private browsing, sign out of your account, change your custom results settings, or delete past activity.

If you want to search the web without saving your search activity to your account, you can use private browsing
mode in a browser (like Chrome or Safari).

How private browsing works
Private browsing works differently depending on which browser you use. Browsing in private usually means:

+ The searches you do or sites you visit won't be saved to your device or browsing history.

« Files you download or bookmarks you create might be kept on your device.

+ Cookies are deleted after you close your private browsing window or tab.

* You might see search results and suggestions based on your location or other searches you've done during
your current browsing session.

Important: If you sign in to your Google Account to use a web service like Gmail, your searches and browsing
activity might be saved to your account.

7 [Search & Browse Privately IO5E# (2020 £ 5 A 29 HIFR)
X7 # : [Google LED &SR IBHREIRBIINEI-Y-DHIEHTES,
TSANY—E—REFIATEE. I5AA— M Web BIENTES, LB/ ENTVS,

(fnfE= iRt ]

AIHHITH 3 FHFolctg. 2023 £ 12 A, Google (BLUZDMEHDOT I ITrNy L) EIREFFIRET DL(C
BEL. SF 4 A 1 H. RKEEAAEFIFTCFIRRMEHEN,

FIFRZ T, Google M. T5AN>—E—REFIBUI-T—NSINETILUNEUE B 27— 5% HIBR 35
ENTRENTZ, BIBRMISRERDZT A KELFTHRAEFRPOI-F -5 2023 F 12 BUUEICEUSENLEDERDOT
(AN

FIAEZ T Google NMABIT 2T 54/ =) —ZEMEIEBRDSNT, IRTE(E. BRI —(HEESNTHSD.
Google Analytics YILSHALSRHE Google DH—EREHREL TS Web H41 M7IUTIE, Web TS5 DE—RICE
N5 Google LIBFFRNMHEBEINZENETOYA MIEEEIN TS, £z, Chrome DTS/ —E—-RTHD> -V
Ly - ROEENEE(C(E. FE-RZFIAUSEE T, 77T Web Y4 hZ2OYA MYERTZH-EX

(Google ZE1) DT —UNEFHERFENSRVENSEEHINTLSY (K 8) .

Google OILEFRIBH(IATHICDONT, [E LAY MBVNEE X TOVCDIREACBV TR TECLEELCBVE
9, | [1--NDTFANS—F-R2FIAT IR, 4N 1-—T—¢7—9Z2EEMIBETRUTHDER AL | THEAL
BEE D e e, BABIFICH —ERZ2RB LS EBIHCONRBERICBVTHERUCEDRVEHWHTTT —4

35 488 : Internet Archive Wayback Machine [Google Search Help - Search & browse privatelyl
https://web.archive.org/web/20200529181357/https://support.google.com/websearch/answer/4540094

36 488 : Google [RUS—EMRH - TSNS —HRUS—]
https://policies.google.com/privacy?hl=ja

3 8 : TECH+ [Google Chrome O3 —JLyhE—RODEEREEHIEEA]
https://news.mynavi.jp/techplus/article/20240119-2866246/
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Z. FARFEATHIBRLET . [ETXRLTWVS®E,
FARZTE, BN Google (HEEREEZRDHDLFHIRENTSST IREE 50 ADEANENEN Google (3t
UsRAZ#EIL TS =,

S—JLvy bk E—RKTYH

BIROF 7+ E5 - FCOT ) RREAT 01— — ([CFRIIgLED. 751
J{— ; tz> . O ITHA
HERYEH—EZ (Goog 3 ; ENFEth. FU0-FUE

D7 Twox—4. U—

Chrome (I FOERFFEESNERA. 12U, ROEECHRIEOF 5 B
* EEEE PAISNSEEEEEE0ET.
* Cookie &H-f b7 —% * BREQDT IO
o JA—AlCAhLiEE * EREEFEER
« THHEO>S—Fy b S—ERT0O/(
14

H—FJ){—F«® Coockie #TOYITT S
AACTBE. Y biE Cookie #ERALTHLBEEI I LT SvwF ATt @
BR<IBNET., AU FOBRSERATEIR< RS REEHhNFET.

8 Chrome D51 N\Y—E—RTHD>—ILYPE—RORENEE (2024 £ 5 B 10 Hi¥s)
Xa#e : [POEALE Web Y41 b& Web 1 MY ERYTZH—ER (Google 258) D
F—HIREREREDS RV LR HEINTVS,

3.4. FLd

SEIDFFIATIE Google DT 54\ —E—RICOWVWTORBANGERFZ B e TLCLDIRIREN, FIARICKDBZE(CUNEZ
NEF—9 RIBREN 3L (BT,

UL, TSNS —E—ROFIROBEICMNDST, Web BIEEEDOED IP 7 RLABEDT —HFSEEINETBL
(CZEDDIFRV. Google (ClF, I—TF DTSN —ZEBELBVELD, ESHLT—HDOVTERMZFHTEYCROL
HRHENTLS,

ME

38 gt : BleepingComputer [Google agrees to delete Chrome browsing data of 136 million users]
https://www.bleepingcomputer.com/news/legal/google-agrees-to-delete-chrome-browsing-data-of-136-million-users/
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REEHR

AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

IPNTATH—-EREB OSINT EZAUSTF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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