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From: Oracle Support <replies@oracle-mail.com>
Date: Monday, April 7,2025 at 12:11PM

To: <REDACTED>

Subject: Oracle customer notification

ORACLE

April 7, 2025
Dear Oracle Customer:

Oracle would like to state unequivocally that the Oracle Cloud—also known as Oracle
Cloud Infrastructure or OCl—has NOT experienced a security breach. No OCI
customer environment has been penetrated. No OCI customer data has been viewed
or stolen. No OCI service has been interrupted or compromised in any way.

A hacker did access and publish user names from two obsolete servers that were
never a part of OCI. The hacker did not expose usable passwords because the
passwords on those two servers were either encrypted and/or hashed. Therefore the
hacker was not able to access any customer environments or customer data.

If you have questions about this notice, please contact Oracle Support or your Oracle
Account Manager.
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https://www.bleepingcomputer.com/news/security/oracle-says-obsolete-servers-hacked-denies-cloud-breach/

27 488 : CISA [CISA Releases Guidance on Credential Risks Associated with Potential Legacy Oracle Cloud
Compromisel

https://www.cisa.gov/news-events/alerts/2025/04/16/cisa-releases-guidance-credential-risks-associated-potential-legacy-oracle-cloud-compromise
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https://www.bleepingcomputer.com/news/security/oracle-says-obsolete-servers-hacked-denies-cloud-breach/
https://www.cisa.gov/news-events/alerts/2025/04/16/cisa-releases-guidance-credential-risks-associated-potential-legacy-oracle-cloud-compromise
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BRI —EXZBHATHALTWSHREEL. FIBLTWSILZ R TEIREE. BHOFIRTURIDERZRXS
HEN®DD. ERNSHNFVRZBIEUT, v R-IT ZHH - 1R50. B THRLTVSY —ERZIERL TVWSIENE
FLW\, FTz, BVBETAMNROENZY —ERCHUTIRBFRZARIIRE, PAN-LIVIDRZEHMHAZI S
EHHERT D,
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3. CVE HeSsTHIREIERCIF LDtk

3.1. #1E

FESSIEXTISICHULT. TCommon Vulnerabilities and Exposures] (FLi@EssEsERIF. UF . BE¥RD CVE T
xit) FEERERFECHD.

2025 & 4 A 15 H. CN&T CVE REFEE# I 2 EE 1Bl ESEEIU TEREBRTFHEN . N2 TXEEAD
BUERATICHS FRHIRZESDH D TR EI TS ENBASMNIRIz. CNICEDE 17 BLARE. CVE OFTARFEE®
T—ANR-ZNHEMSIEOBHECBEEU. ERIZTRIKEROEF 1T R EMRICKERFZENH B8N D0
Iz,

COEREZEZI T, BE(IRIULBARINERIIENT, e, REBIFHREOIBIER AT O, INTUEEFT
CVE OEE G dMEREN.

About Partner Information Program Organization Downloads Resources& Support  Report/Requ¢

Enter keywords (e.g.: CVE ID, sql injection, etc.) m site Search Q

Searchtips @ | Provide feedback

@ Notice: Keyword searching of CVE Records is now available in the search box above. Keywords may include a CVE ID (e.g., CVE-2024- ¥
1234), or one or more keywords separated by a space (e.g., authorization, SQL Injection, cross site scripting, etc.). Learn more here .

® . .
CVE Program Mission
Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.
There are currently over 278,000 CVE Records accessible via Download or Keyword Search above.

The CVE Program partners with community ,@.‘ News

members worldwide to grow CVE content % @ N .
and expand its usage. Click below to learn b Vulnerability Data
mare about the role of CVE Numbering 4 f,@ Ecg';hme':f‘;;l
Authorities (CNAs) and Roots. 8 CNAS :uutrh:

Enrichment
Recognition List
for May 5, 2025

I Learn More H Become a Partner ] fg' (@\ ,a

B 7 CVE DARY1 b (www.cve.org) 28

3.2. [Common Vulnerabilities and Exposures (CVE) &3 >

CVE (. ERIDOYI M1 7R R OIS 423 SRE UILRIF T MEsaHEICIL. [CVE-2025-xxxx &Ll
CVE i#5I&ES (CVE-ID) Zf15332ET, BBHHEMNFITI MM RIBIREABECSIR - BEIBIENT
EBLI(COTVD, NFENTAEISHZFFEL. CVE #RIES 25U THY0J169%. ERMIBIZ1=71FE D
D#EHN* CVE JOT 3L THS®,

28 4@ : CVE TCVE Common Vulnerabilities and Exposures]
https://www.cve.org/
29 e IPA THOEAEES 4RI F CVE #151)
https://www.ipa.go.jp/security/vuln/scap/cve.html
30 4@ : CVE FCVE: Common Vulnerabilities and Exposures)
https://www.cve.org/ResourcesSupport/Glossary
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CVE 7073 A&, JEEFIEUAD MITRE 14, KREBFFHE THIE L ZEREE (DHS) H//N\—t+1)71-
1275+ 1YTAF(CISA NSO EE IR ZZ(FEEL TS, CERT/CC. HP. IBM. OSVDB. Red Hat HFNDFE13
RESSIHEIEER D hEDBIECLD, CVE JOJ 5 AFAESSIHEIEEHRZMEZFEL TL\3,

CVE DERD#EAME. 1999 £ 1 BIhMESNMRSSHIBIRERDD 723y T(CH1F 5. MITRE HOIRENSIEFD
Tzo BUKRY 25 i, R RIS HBIREEFOTA/N\—tF+1Y51 - IO AT AICHBITDEBECBOTND, M55 4R
BV TIBIRIEMHE. Z<0Y-ILPY—EXN CVE ZFIABLTVS,

3.3. CVE 7’045 ABASHEEED

[CKEAT. CVE JOJ5A%IBEEHET]

KEBUAF(E MITRE #1(C. CVE JOUSANOEEEELN %, BFHAROD 2025 F 4 A 16 HZIX THERLA
VWS, BAIUT. BAFRASNTORV, NS> TRFEEANOBIERITICHES. BT FEHIROHEDZZ I TEDEHS
ncong’l,

MITRE | RrA'siek worio

April 15, 2025

Dear CVE Board Member,

We want to make you aware of an important potential issue with MITRE's enduring
support to CVE

On Wednesday, April 16, 2025, the current contracting pathway for MITRE to develop,
operate, and modemize CVE and several other related programs, such as CWE, will
expwe, The government continues to make considerable efforts to continue MITRE's
role in support of the program.

If a break in service were to occur, we anticipate multiple impacts to CVE, including
deterioration of national and , tool vendors, incident
response operations, and all manner of critical infrastructure.

MITRE continues 1o be commilted to CVE as a global resource. We thank you as a
member of the CVE Board for your continued partnership.

Sincerely,

Yz

&
Yosry Barsoum
VP and Director
Center for Securing the Homeland (CSH)

7515 Colshire Drive ® McLean, VA 22102.7639 @ (703) 883.6000

8 MITRE #th'5 CVE BESADERG 32

31 g8 : Forbes TCVE Program Funding Reinstated—What It Means And What To Do Next!J
https://www.forbes.com/sites/kateoflahertyuk/2025/04/16/cve-program-funding-cut-what-it-means-and-what-to-do-next/
32 4gt : BlueSky F@tib3rius.bsky.socialJ
https://bsky.app/profile/tib3rius.bsky.social/post/3Imulrbygoe2g
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CN7z=\+ MITRE $tHd& CVE JOJ S LDEBERDOXN-(CFE T, BENRECR ecezBELE (B 8) . COE
fH' SNS TARSNT CVE J0J5 LRGN BAS NI RBE . FTARD CVE FHFE® CVE OF —IN-ZHNHETSE
BRBFORENTFIEINTENS, ZLOBAN—tF1)FT1DBEFIFTPOIZ1=F(DU—F - TeBH AT HREAUIES,
—EBDF VT AT ES(HERMAIRIBK(CIEZ T 27 73 5,000 4450 CVE OIS MEIEIRE A% T —h4( I ZE0H
M TLR(CFHIRLIE,

[CVE Foundation D5%37)

ZIBFTSUINOImOERE. CVE IBESAN-2F0¢L T, CVE JOY S LD BB RER LRSI CVE
Foundationh'i&izansiz (B 9) *,

CVE BB TEEEbE. KEBFMKIFUR CVE JOJSLDTEDA %, F5tn] fetEE P OER NS BIEIRL T
HD. TORBRFKELT 1 FFERINSEARIERIIZIEZRL TLVz, CVE Foundation (&, BUF(CKFEIMIIULALTE
EIETZLZEBMUTND. LT, HAN=tF1)71D21=71EH 0. MESEHIBIROINE. BIR. 2zt
EFRERUTVS,

The Common Vulnerabilities and Exposures (CVE) Program has become the cornerstone of vulnerability management. Nearly all technology vendors and
service providers identify vulnerabilities with CVEs when they publish security advisories. Most security products and services related to vulnerabilities
support the use of CVEs. CVEs are commonly used in everything from incident response activities and global governmental CERT advisories to industry
and research papers on new threats and vulnerabilities. And on a daily basis, operational staff around the world rely on CVEs when determining which
vulnerabilities exist in their systems and reconciling vulnerability reports from multiple tools. Using CVEs ensures that the people and tools involved are
all focused on the same vulnerability, so they can more effectively and efficiently coordinate their efforts to prioritize and address vulnerabilities.

The CVE initiative was started in 1999 by MITRE and a set of concerned security community members to address the need for a single unique identifier
for each software vulnerability. The effort caught on quickly in the security vendor community, and the CVE Program was born as a global vulnerability
index. As detailed in the CVE.org website, the mission of the CVE Program is to identify, define, and catalog publicly disclosed cybersecurity
vulnerabilities.

9 CVE Foundation ER3ZIC#V\BEEEN Tz, RAAEID Web Y1 b~ 7

33 448t : BleepingComputer TMITRE warns that funding for critical CVE program expires today.l
https://www.bleepingcomputer.com/news/security/mitre-warns-that-funding-for-critical-cve-program-expires-today/
34 4B : Cybernews [Screw gov't funding, we're going nonprofit, CVE Board declares after database debaclel

https://cybernews.com/security/cve-database-foundation-established-nonprofit-funding-board/
35 488 : BleepingComputer TCISA extends funding to ensure 'no lapse in critical CVE services']
https://www.bleepingcomputer.com/news/security/cisa-extends-funding-to-ensure-no-lapse-in-critical-cve-services/
36 488 : Cybernews [Screw gov't funding, we're going nonprofit, CVE Board declares after database debaclel
https://cybernews.com/security/cve-database-foundation-established-nonprofit-funding-board/
37 488 : CVE Foundation FCVE Foundation)
https://www.thecvefoundation.org/
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[CISA. CVE 7095 AN %IER]

CVE Foundation Os%7E&ND 4 A 16 H. CISA h* MITRE AOEEEINZER I BLRERLU®E, TNICLDEEH
W 11 MEERSIN®, CVE JOJ3LMELEEFENT, CISA (ICVE JOJSAFHAN-021=F( (L TIERICEE
THh. CISA DEBFEEIATHD IEXTATERMACIL TR, B4\ —tF1UF1(CHF2 CVE TOJSLOEEZEIRLT
WBZEZET7E-ILLTULS,

3.4. Y

CVE JOJ5ALICED CVE iRtk RED, HRIBHAN—tF1U7 ¢ IDS AT LADBHEIEIRENT, BEOD
4 B 25 HIClE CISA & CVE Foundation O THN. HHZFDERSNSY, I2H 11 MEEIC CISA D2
EHEN30ON. CVE Foundation (F5EBHRGERIRERONFICENTIERL, FATEOREFENNRLZIREIN TS,

CNET. MEFEENBASHNCIRBZETCIC CVE M FEEEINS CVE TOJSLDESNE. TF1)T1ERICE>TETHED
BIDEDEESNTE, I2H, KEBAFOBEREB(CLDAREIESE ., HIDATTERVCENBASIMNIR oIz, BRINTA /-t
F17(HERBE (ENISA) EFRMIAESSIET—HR—X (EUVD) “%I15_EIFTVBH. FRR-IMRTHIEE. BEBIC
CVE ORB(CRZEDTERV. AN\ —tF 17 ROIIZ AT AL, REDEZBOF TREBFFIAKFL TVSS
LICKDE—EERNMEET 2 L7, BidiicEOoN3HERETHok.

B E

38 4ia : CISA [CISA Statement on CVE Programl
https://www.cisa.gov/news-events/news/cisa-statement-cve-program

39 gt : BleepingComputer [CISA extends funding to ensure 'no lapse in critical CVE services']
https://www.bleepingcomputer.com/news/security/cisa-extends-funding-to-ensure-no-lapse-in-critical-cve-services/

40 B8 : CVE Foundation FNews)
https://www.thecvefoundation.org/news

41 488 : ZDNET Japan [KETHESSHEIBROSIZASCREL-- MR TORFAT (S S Em )
https://japan.zdnet.com/article/35231923/

42 {88 : ENISA [Vulnerability Database)
https://euvd.enisa.europa.eu/
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REEHR

AEEFEOAF. IEHETHILCREZRLTENFIN REZRILI 00T ASLFOFAICREALTRE
UTRWWEBIEE. I BKICOVTHMELFRADOTIEBRELE, LBARIGREPAS O, TOMMIIEREE. S’
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

JOJ1y2aFIB—EXEB OSINT EZAUSIF—LA
A=)I7 RL R : nsj-co-osint-monitoring@security. ntt
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