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25 1 Z [Docusign ® API BRICLZFTRI1I I IRE]
« 11 B 5 8. A1V EFEZLY—EX Docusign O API #EBBUREI(vI I IREHEELTWSEL T, B/
—t+1Y51B% Wallarm N J0J RSB TEE U,
o B E(L. Docusign OERTFO#ZZHIL. IEROI-H-THI> MNULTERZT T RCHEBCLERERES:
EBEOFEIICAKSIREL. AYIDEREBEEBULREB(CTIANVESERETEEREE TV
« Docusign MADIERRTSY N IA— ATBRIRODIENRITEINZBNI DD, API ZNUIXYE—S%21E
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55 2 & [1L#fE/\wh— Jumpy Pisces WE#HEKBENTIOHADIVIRE(CRE S
 Play >HADI7ORERBENS. BN —TEALBEOEFRZIRZZI TS/ \Wh—4J)L—F Jumpy Pisces
WBRARERICHIEN DI,
 Jumpy Pisces & Play J)L— T OBMRIEXIoEDEFILARVA, Jumpy Pisces (&, EBAIERT 300791
&% Play J\—TCERFEI 21 = vV 72T 0-h—CToolcrlge N E Z5N 3.,
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1. Docusign @ API ERICLBHERIT(VS LI E

1.1. =

11 B 5 H. A>3/ EFERY—EX Docusign M API (Application Programming Interface [ AT ARIT
T=AEPDEDT BIDDA>H—T14(R]) ZBRAUI(YI I ITRENSIBLTVWSEL T, AN —tF1UT(b
Wallarm HJ0J 58S TEE Uz, IREH (T APL ORBA(CED, HMBZEDHZISHNSDEREFRREEDEKREZE
OFETC(CREXIEL. IEERFHFEREBLIRFDUCREBICKIAVNVZETEIL TEHRZIF T,

1.2. Docusign &3

Docusign (&. K& Docusign ftMEHT 2. A2 51> L TEFERZITOILHOERIZIRS—EXATHD. EFED
XA, B, AREVOEZNFHREO—EOTOCRAZAL I/ TTRIETDENTE, HFH 180 MEI LT 150 Htt
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> MEESL TV, ZUT, ZOTHD MERL T, LUTF O 3 ERFEOIREZTY I 2D LT, &2 B8 TL.

Docusign O1—Y—-121=7¢—Tld. FEROZE(CEHI 2ITENLEHDY ° B (I RKEEEN Akl TLze
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WREFFT EROI-Y-(RFNIXET I - MOIREHEEZFIAL T, MBEOHI=H RO TETFE
BEROHDFREBLERU B 1 (3. POFIAIVAYINIIT7THERIR Norton #ZEROICFERE T, —EOWETE
BRICEASNIZEDTHS.

COMOFRB(CEBHINTVEERG A OFFREALERZDSE B (C. RERORMMAREFEF(CRBLITHNZAN

1 488 ; Wallarm [Attackers Abuse DocuSign API to Send Authentic-Looking Invoices At Scalel
https://lab.wallarm.com/attackers-abuse-docusign-api-to-send-authentic-looking-invoices-at-scale/
2 488 : Docusign FAbout Docusignl

https://www.docusign.com/company
3 {488 : Docusign TAPI Categories)
https://developers.docusign.com/docs/esign-rest-api/reference/

4 H#8 : Docusign Community [Phishing Emails from Docusign.net Domain]
https://community.docusign.com/esignature-111/phishing-emails-from-docusign-net-domain-4174

> {88 : Docusign Community [Phishing Scam - Norton]
https://community.docusign.com/esignature-111/phishing-scam-norton-4623
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REVIEW DOCUMENT

Wiomon LifeLock &

1 WE(CEATNE Docusign EHTEIENLFERE

KEATYD 2/3

LT, EE (T Docusign O API ZERL T, ANFEREZAEIREUL. INSOAEDFERE (. Docusign O
Y RNIA—=LHSDIEZHRAY T —TEL TEFENTB8 KBX =)L T —RETBESZEETERV HEMIC
Docusign M0iEREZZET I AN THNIE, MOERDFERSEXBITEY BADOEBHIRVCENMNDSTEE
REICBALTUEOAIREEN BB,

KEA7YD 3/3

ERLINTAROBREZFICANZINEE (S Docusign Z/TUT. ERENFIE I HHEMOIAFEEIFIICITL TSHAL
ZFAKRIBDIENTED . BRLELITEEPIDIBHE GO AR THEIENEL, Docusign EVWIIEHRTSYRIA—Lh
BOSHAVGERDZ8, NI THBBADBREZHERI 5L STHAWMTONZEHSNS.

1.4. API ERICxTS Docusign DXt

11 A 6 H. Docusign (X ZE(CBIL TERMMECZRRU. FFRPOE R TRCBHET 28EDUL TR ZHER(SHE

© Hi# : Docusign Trust Center [Alert: Phishing Campaign Observed, November 6, 2024
https://www.docusign.com/trust/alerts/alert-phishing-campaign-observed-november-6-2024
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U BLETERLSICHEROLA T —TIRTLAZEERLUTVWSEIXI N TWS, BN RZARI DIET, WEED
M RZEEEU IR OFEZRAVSEIEMEN BB, FFHBIFBAS ML TLERL,

e EAROBZEICKUIVH AR, Docusign OARIEIREHAEZERLLD. DITR-SINSIRELDTBLST -
Y- (FUHNITVS,

1.5. &

SEIFEE LR Docusign @ API ZEBREURI(I IR, [LFIESN TVWSEREEDE VT ZY N IA— ADLEH
ENMUTAYE—SRIRET ZL T REB(CARYDFEREBLIZREEIENFH TH B,

API N\OE(FS2IELS, HLZHEEMREINTHDY 10, SEBORLZ BFOT API NEBRENZENFEEN S, API
ENURXYE—S%ET BRI T, ToYNIA—ANBRAINZCEZZTEICEV T, HATORRIOTRZ LDE
AL 2EDX RN KDHS5N B,

7 Hi88 : BleepingComputer [DocuSign's Envelopes API abused to send realistic fake invoices]
https://www.bleepingcomputer.com/news/security/docusigns-envelopes-api-abused-to-send-realistic-fake-invoices/

8 Hi# : Check Point Blog FA Shadowed Menace: The Escalation of Web API Cyber Attacks in 2024
https://blog.checkpoint.com/research/a-shadowed-menace-the-escalation-of-web-api-cyber-attacks-in-2024/

9 Hi# : BleepingComputer [Dell API abused to steal 49 million customer records in data breach]
https://www.bleepingcomputer.com/news/security/dell-api-abused-to-steal-49-million-customer-records-in-data-breach/

10 488 : BleepingComputer THackers abused API to verify millions of Authy MFA phone numbers]
https://www.bleepingcomputer.com/news/security/hackers-abused-api-to-verify-millions-of-authy-mfa-phone-numbers/
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(. BREMZIIAONBINE. BEMESIEUT —5%21ESTET. S5ICEFTHIUIT -2 2L, =R
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11 1488 : Palo Alto Networks [Jumpy Pisces Engages in Play Ransomwarel
https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/

12 Hgs : Palo Alto Networks [/{O7JLhryhI—4Z Unit 42 MHEBIILTWBBREITI9— JIL—Tn—E]
https://unit42.paloaltonetworks.jp/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/

13 1488 : The Hacker News [North Korean Group Collaborates with Play Ransomware in Significant Cyber AttackJ
https://thehackernews.com/2024/10/north-korean-group-collaborates-with.html
14 g ; U.S. Department of JUSTICE [North Korean Government Hacker Charged for Involvement in Ransomware

Attacks Targeting U.S. Hospitals and Health Care Providersl

https://www.justice.gov/opa/pr/north-korean-government-hacker-charged-involvement-ransomware-attacks-targeting-us-hospitals
15 Hgt : BleepingComputer [North Korean govt hackers linked to Play ransomware attack]

https://www.bleepingcomputer.com/news/security/north-korean-govt-hackers-linked-to-play-ransomware-attack/
16 Hg : Palo Alto Networks FJumpy Pisces Engages in Play Ransomware]

https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/
17 Hg8 : Palo Alto Networks [/{O7)LgyRT—42Z Unit 42 DHBIFL TWBEBRIT7HY— T —TD—E]
https://unit42.paloaltonetworks.jp/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/
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PLAY NEWS

Play ransomware , read the FAQ page.
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et #H5n%. BN —TIENADRI D7 ILRICKRINUIE. NILITT7%%y NI—IAOAMOMRZ MCEIE —U THLER
U. BEMNE-NICRTERIREZHERF TE LUz, 2LUT 9 A LAIC(E, MIEMNCLOT Play SOHY ATV ZED
T —ADBESENEITENEEZSNTVSY,

18 g : Palo Alto Networks [/{O7)LgyRT—42Z Unit 42 DBIFL TWBEBRLTHI— JIL—TD—E]
https://unit42.paloaltonetworks.jp/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/

19 4488 : The Hacker News [North Korean Group Collaborates with Play Ransomware in Significant Cyber Attackl
https://thehackernews.com/2024/10/north-korean-group-collaborates-with.html

20 488 : Palo Alto Networks [Jumpy Pisces Engages in Play Ransomware]
https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/

Information Asset Classification: Public Page 7 of 12

© NTT Security Holdings 12 December 2024 | Version 0.01



https://unit42.paloaltonetworks.jp/threat-actor-groups-tracked-by-palo-alto-networks-unit-42/
https://thehackernews.com/2024/10/north-korean-group-collaborates-with.html
https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/

May 28, 2024 - May 31, 2024

Earliest Sign of Malicious Activities

» Access to host using a compromised user account.

* Partial registry dumps indicating Credential Access.

» Spreading of Sliver and Dtrack over SMB to multiple
hosts.

» Mimikatz usage.

June 5, 2024 - June 25, 2024

Sliver Activity, Defense Evasion

» Continued spreading of Sliver over other hosts

» Sliver C2 beaconing

*» Use of tools to launch internet browsers with custom
user data directories and disabled sandboxing
features.

® NTT Security Holdings

@ Aug. 3, 2024 - Aug. 30, 2024

Persistence, Internal Discovery

» Creation of Malicious Service

» Gathering of Network Configuration information
* RDP sessions,

* Sliver C2 beaconing

|

Play Ransomware Pre-Ransomware Activity Credential Access

» Multiple hosts in the network encrypted by Play

* LSASS dump using Task Manager » Extraction of Windows Security Account Manager
Ransomware

* Abuse of Windows Access Tokens (SAM), Security, and System registry hives
» Escalation to SYSTEM and Lateral Movement via » Mimikatz usage

PsExec » Sliver C2 beaconing
* Mass uninstallation of EDR sensors

% paloalto 7 UNIT 42

3 Play S>YADUI7%EALE Jumpy Pisces ICEBRE (Unit42 OLKR—bk&D) 2
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—TOT7IMIA S (WEERITR) (LB TVENIAREATHS. Foikd. RaaS S AT AZIRELTORLEWS Play )L
—TOFEBRHNEETHNL Jumpy Pisces (&, RYIDEATERT 31D T7 I AE% Play JIL—FCERFELIEAZ
vIL7EZT0O-H—ELTOHEREL TOZRIBEEEE X5 N3,

2.5. Y

oY ABET RO EAEHNLEBN TV, —MCEBRENZIANDNDE. INEZZFEDEBENSDECSHILE
ZBCDIEIHEEDENS. Jumpy Pisces (3 1BHR(CHS Play J)L—T%. BRE(CLZFREBIHOIENEI(C
FIAL TV AIEEN DD . CORRESEEN S, EFRESNSOI LIS I 2HIFZERL D DEIRZSDEMALEE
ZABN3.

COEINZRN (CERRIESIIHDOFEEL T, ILBEHOERZIEZZII TS/ W= I —THEDLER S Y
LAEF v R—=VICSHT 2RI RN ZEND. O30 3D OEKZIEZZ 12/ \wh—J) - T ToEROERN R
5N, SEOEENNEEENS.

21 488 : Palo Alto Networks [Jumpy Pisces Engages in Play Ransomware]
https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/

22 488 : Palo Alto Networks [Jumpy Pisces Engages in Play Ransomware]
https://unit42.paloaltonetworks.com/north-korean-threat-group-play-ransomware/

23 4488 : The Record [Nearly 400 US healthcare institutions hit with ransomware over last year, Microsoft says)
https://therecord.media/ransomware-healthcare-microsoft-last-year
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BEREINTEOEHBNTLD,

TR R > ZBAITHAN-ILTRIIN - THEEEFTEL. BRBED RN TS ) ICBRENDEVOIEE
ENMEREIN TS,

3.2. Sitting Ducks BN DREII4F

Sitting Ducks IZE(CL > TRAL > DFEEWDNRIL T B (E. IROZHFDRIOBHEN®DD.

F9. RA/>DOR—LY—/){—-hH Lame delegation [CRR>TWBENZEIFS5NS. Lame delegation (&, EELZZE
BURICBEMNS T FETY-CTIREL TS NS LI-REZZEELTVRV, FREEETR—LY—/\—-RIZEDNS
3EDHAICRETZY,

S5, RS PTBEBENR—LY—N—-DOFET%. R DZERURA LS ANNSERS DNS JO/\15-AE
ZELTHRALTED, 2O DNS TONA I D RA > OPIE B Z D (AT TES T HEEDORD T ELIIRNT
ETCVRWMEE WENINTHEE BN TS,

Sitting Ducks EET(E R > DFAIBEHEFEDFE THD . WEE(ERA/COFBEENTUTHRDSE(C DNS 2E%E
EEIBLCED, RA > DEFIFRERFTZNEEORRUIZIvS I P4/ NIHDII2%E. R BT 5.

FOEBNZ RAA UE, T7 MREZDIHCFBHICERREINTUS RAA A0, WEB Y4 ME(CFIFHEN TULRLMA
BRARRED RXA N2\, BRFIEL T EERDLIRT1vS I8 A MOMICH. ARBRIREED RXA > Sitting Ducks (&
([CELV B FEX-IOXE(ENN TV EW DT —ABHEREN TS,

24 488 : Infoblox TWho Knew? Domain Hijacking is So Easyl
https://blogs.infoblox.com/threat-intelligence/who-knew-domain-hijacking-is-so-easy/

25 gt : Infoblox TDNS Predators Hijack Domains to Supply their Attack Infrastructurel
https://blogs.infoblox.com/threat-intelligence/dns-predators-hijack-domains-to-supply-their-attack-infrastructure

26 thE8 : The Hacker News [Experts Uncover 70,000 Hijacked Domains in Widespread 'Sitting Ducks' Attack Schemel
https://thehackernews.com/2024/11/experts-uncover-70000-hijacked-domains.html

27 4g : JPNIC T4>4—Fwh 10 9582 : lame delegation)
https://www.nic.ad.jp/ja/newsletter/No36/0800.html

28 488 : Eclypsium [Ducks Now Sitting (DNS): Internet Infrastructure Insecurity]

https://eclypsium.com/blog/ducks-now-sitting-dns-internet-infrastructure-insecurity/

29 48 : Krebs on Security FBomb Threat, Sextortion Spammers Abused Weakness at GoDaddy.com]
https://krebsonsecurity.com/2019/01/bomb-threat-sextortion-spammers-abused-weakness-at-godaddy-com/
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3.3. Sitting Ducks DIEES

Sitting Ducks IZEICDWTORERE T, 1>7—Ry b LICIREIZR AL NI 80 HHAFIEL. EDI589 7 /5
O BEICEROERSN TWVECENBAS NI TUVD . IEZZF T R S DPABE &L KE DX - BFT. KRS
i, BEERAERAN S K BEE. FUNBHELER L T,

2019 FEENS(E. Sitting Ducks IREZ{TSHAN—IBFEI I —THEEERNTLS, Bl X(E. Vacant Viper &g
SNTWBRTIL—T1E. 2019 £ 12 BLIBE. BEHETE 2,500 40 RXA>%FESEIDTLS, Vacant Viper ($R/UAX—
IWDIRIE, T4y H4A MDFRE. JIVIITDEUE C2 H—/\—DRBZE(C. FoHLR RAM>ZBVTWS, e,
Horrid Hawk &EfpadN T3 )L —J (3K EFEY 1 MDEREI(C Sitting Ducks IRE THREEO R > ZEHEL TV
%, DT —T(EHFR 30 hME EZF—SYNCU. Facebook [LEEEENSIEEFEIRY A MEBELTL .

CDEIRBEETB(CED RAL>OFHED(E., KEAM - F2EABOM 5 MESESN TS, FFICAERARIDSFEERD T,
—&BD DNS JO/N1H—MRE IR 7HD> N —E22FIFET2CE T, EREARITHS 30 BH'S 60 HOBIIT S
DERBELVDEFEEMEREN TV, CORARIZIBEZLICIC, FRIOWEENBULIICEELS. Ll ofzceMThn
W3,

+ loveme

04:56
It's better than Sinder!

4 Sitting Ducks IZE(C LD FOHRDHA :
HEHED RA Y OFEXICBO>TVWEHEVWRYA b

3.4. &

Sitting Ducks I T RAA > FHEBN TI1vS VI IEPE = ENOKEANOBH B ICBRAINHES. Bl
SPHIR T ZE0R L RIEECEN D0, BRIOFIHNEE THD. RXA S ZENRIRIIFD DNS FREDHIBROE

30 g : Infoblox TDNS PREDATORS ATTACK:VIPERS AND HAWKS HIJACK SITTING DUCKS DOMAINSJ
https://insights.infoblox.com/resources-research-report/infoblox-research-report-dns-predators-attack-vipers-hawks-hijack-sitting-ducks-domains
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M2 I D3N, MERELTER THD. Fo. FHBVNCEISUIZ RAA AKBRIRRED X1 > E2FiE I 55%E (3
Sitting Ducks I (CHES5%: Lame delegation AREED RXA DMV, RXA 0D DNS 8TE DR Z1T OB % HE
8295,

B E

31 488 : I1) Engineers Blog [T&N 25Nz KA1 & (CTER (T8

https://eng-blog.iij.ad.jp/archives/15199
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REEHR

AEEFEOAF. IEHETHILCREZRLTENFIN REZRILI 00T ASLFOFAICREALTRE
UTRWWEBIEE. I BKICOVTHMELFRADOTIEBRELE, LBARIGREPAS O, TOMMIIEREE. S’
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

JOJ1y2aFIB—EXEB OSINT EZAUSIF—LA
A=)I7 RL R : nsj-co-osint-monitoring@security. ntt
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