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(1 R-SYIVU-]

HLIR— KT 2024 F 12 ARCEUARL RIBHREF1VT((CEAIEMH. FR. FENS2B0EGRIEDOZE(L
OFNBHFCEEEEZASND YY) 3 RERV, FEHEDTHD. ZNEYIOES AT OEEDTHS,

55 1 & [CISA 1'BOD 25-011757 RS —EXDLZERREDERE |2FHT]
« 2024 £ 12 B 18 B KREKATHBEID CISA (. BOD 25-01[739 R —EROLZERRIKOER |2 FHT
U, BUSHBIDI5D ROF1)F A58 b ziERUTz,
o« I, BUGHBE(CHIIDI50 RFIRTHREMBRVTED. ZOBLLEERELT CISA (377D RFIACSFEE+1Y
T4 ROPHEH THD SCuBA ZHEDH TE. SEIDIET(F. FEBUFHEN SCUBA ZHER(CEMI BLIFED

SNBOTH D,
« BOD25-01 h'iE 9% SCuBA DEWDHEA IS REICEVWTEIIVREFIUTIOSECENTIKEE RS
ns.

25 2 & [thEXR/\wh—h' Visual Studio Code ZEBRAULDAN\-KEZZENE]

o HE(CBHRLTVREHS5ND) \Wh—D BA—0Ov/(OAF IT H—ERTON\(F-ZREVIEH AN =)\ ES)
[Operation Digital Eye 1ZERL TLVeZENBASHNIRR DT,

o ZDFv>R—=>TIE. Microsoft Visual Studio Code D#égEZERALUT. RUWNSIWIZIEHREDICRE.
R EREZIEO TV, COLIRIEROT IV -2 # B AU E# & T 2T DERFR AN Z X LADFEFE
(d. 518, SHICEBERRELRDEEZSND.

o AN\ —ERIREFEZmRI-0Y/N[CETIAITCVDENS, FEIE—F— B BB O SMUsk TORFRMEALE

R E N EHERULLOIELTVDREHDNS,

55 3 B [FERLVBRCBEARNDOY AN -IREE]
o 2024 FRNMSEFIACMNIT, JAL, =Z UFI IR1T. DZRIRIT. #TF(FRIT. NTT RITRECHAN-IRENHE
RE H-EREN .
o INSFAEEMOHZEOET T R—>THdEEZSNZIN, IREETICREE JIFESNTORL,
o BIPOETHOBEENS. SEIOHAN-EBOEFHELTEOSTREZSND, M(EZDI1ZITIDES
RIXEZFEITIDENRMEHER ONSRH .
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1. CISA /" BOD 25-01[ 759 RY—EADZL2BRIBODRE |2HD

1.1, #E

2024 £ 12 A 18 B. XEBIFOUA//N\—tF+1UF1%&IBHTS CISA (HAN-tF1UT1BLUA2TZANIFrE
F1Y74T) (& BOD 25-01[779 RS —ERDEZEREKDER] (Implementing Secure Practices for
Cloud Services) ZFEHULZ (K 1) L

CODIEDT CISA (L. BFTHLRE (GEFBSZERITEERFY (FCEB)) (CxFU. CISA W 3057 RREBED T 1UT 3
R T#H3 SCuBA (Secure Cloud Business Applications) %#ZEMMid 3 t2EFT .

BINDING OPERATIONAL DIRECTIVES

BOD 25-01: Implementing Secure Practices for
Cloud Services

December 17,2024

RELATED TOPICS: CYBERSECURITY BEST PRACTICES

—

BINDING
OPERATIONAL

DIRECTIVE

BOD 25-01:
IMPLEMENTING SECURE

PRACTICES FOR CLOUD
SERVICES

1.2. CISA ® BOD 25-01 #{SFTOESR

CREIBRD I35 ReIE b1 N - B D E]

ITEE . KEOBAFHEE T, 750 RAOYAN-IRE(CLDERBIENFLEL TLS, 2020 &I(C(E. SolarWinds
110 I5I RY—EZ OrionJICRIVIIT7MEIAEN. 9 18,000 OFEEN S EZZ HeEHIBALR . IREEE(Z Orion
O7YTT—NIBEDHDI— NeBHIADIE T, BHFHEBIPRREEDRY NI —I(BAL. R BHRZEFEL TL, F
Tz, 2023 FICFFED APTIStorm-0558 IN 7 XUNBREBEDEFA—I)ILZEEL TLWeEMHIBAL, IREE (G
Windows DR EZF AL T Microsoft DE %+ —%ZZFENd 2L(cLD. Exchange Online > Azure Active
Directory O7 N> NMCARIE7 I A %172 TV,

1 488 : CISA [BOD 25-01: Implementing Secure Practices for Cloud Services)
https://www.cisa.gov/news-events/directives/bod-25-01-implementing-secure-practices-cloud-services
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NBOEARBHAN-CFIVT1(22T Y MOREADIFTENS, 757 RRIRCHEIT DT+ 1Y T IO B 2ABAL
HERERINZLSCRor.

[SCuBA > OY1IIM]

DL 7D RRIBEADTF 1T BRI D128, CISA (&, SCuBA (Secure Cloud Business
Applications) JOZ1/MNzRAtALR. COTOSTI ME. BRFHEREDIZIRESK AT T -2 IR # R &S 31
DHAFV A, BLIIZURARET ZHENDIRHZBEIETEDOTH D, 2

SCuBA T CISA (&, F9' TF+1U7¢1 LEFULVISY ROIBRRDNR—ZF1 2 ZTEERL TS N=A31>(E I53TRY
—EXF BB CAITEARNRTF1)TBROHERFIATHD, CCTOHRBIALLTE, ZEBRPEE (MFA) 05
BVl 7R HIE, BES{LEREZRE(CITOT —RE . BRERNEBZNRICIRE I3 AT AOESRED) BB
VOTEXERDEDSN TG, 128 BAREDIRE DEHPURTFEE(CENDE TR/ (AN B EETH D, TLUT
R=2F1 (o, —BUNHDEIRLITUVVIZD REZF1UT 8 ZIRTRUL TLD. IR T, TF VT8RN —-Z3
AUSELTOVIN EE T I 310y —ILHiRtanTug,

DIV RERICEDBTNR-RT( > EIFTIREF YT 18R sy —ILDty Mz CISA (FEMHL TS, 2022
£F 10 AIC(E Microsoft 365 DI ScubaGear]. 2023 £ 12 AIC(& Google Workspace B[ ScubaGoggles |
DRRMZERIAGUZ. BB, INBBINDOIZD REGBADEYNIDOWVWTE. CISA [FHIERENMUL TLKEMEZRL TS,

1.3. BOD 25-01[739RY—EADTLREIEHDEE ]

(CISA OIBOD &)

CISA @ BOD (Binding Operational Directives) (&[135RDHZEMRIES ISR T, KEDOBHAFHERIICHTL
THAN—EF1UFT1 D8 L2 RFEZTIDIERTH D FEDTF 17 X RZE EhE T B 12D 2R R FNELHAR Z E 8
THD. BRFHEBIN T A N\ —B R U CRUERN DRIRIY (SIS TEDLICT B2 BHIEL TWVD, BUFHERICIL T
RAONHD, BRFEEOGAN\—tF1)71OKEZZHDEN . BOD FEBICFEAFEINTLS,

[(BOD 25-01 DIEBAR]

2024 £ 12 A(CFESENI BOD 25-01 (3. BFH#ERED 5T RS -ERCHIF2 17 5@tz BreLIz BOD
DIBDTHD. COIBDTIIEATHEBIICHTU . IEUERSNTVRAERMA SaaS BEm(CDULT. SCuBA O 1/ M7l
FUetF1UF W EROEEZRHTUB* MERTERITZY-ILDFI>0— Rt BRENEHEY —)L TOMERFERDIR
E£5EUT, CISA (UM Nt X 1T BIBLIREDIZDD TN IA— LI CyberScope 2% BLTHD (K 2) 5. 18
HEFCOYA MeiERISET BOD 25-01 (ST BIENTES,

2 8 : CyberScoop [CISA delivers new directive to agencies on securing cloud environments]
https://cyberscoop.com/cisa-scuba-baselines-cloud-security-directive/

3 Hi# : CISA [Secure Cloud Business Applications (SCuBA) Projectl
https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project

4 H#8 : CISA [BOD 25-01: Implementation Guidance for Implementing Secure Practices for Cloud Services]
https://www.cisa.gov/news-events/directives/bod-25-01-implementation-guidance-implementing-secure-practices-cloud-services

> 88 : CISA [BOD 25-01: Implementation Guidance for Implementing Secure Practices for Cloud Services]
https://www.cisa.gov/news-events/directives/bod-25-01-implementation-guidance-implementing-secure-practices-cloud-services
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a0 &  s1:5CuBA-BOD v
51: SCuBA-BOD
Add New Row ‘ Clear All [) No Services to Report
Bureau Product  Service Plan Tenant ID Tenant FQDN In Scope  ATO
> B -i Cybersecurity and Infrastructure Security Agency  M365 Commercial (GWS/M365) ID1-sdf-s-g Tenantl.onmicrosoft.com  Yes Yes
> B -i'- Cybersecurity and Infrastructure Security Agency GWS Commercial (GWS/M365) 0323-tg2d-54sj tenant2.gws.org Yes Yes

2 Cyber Scope D5V REBDI-HF—10H-T1—R

FIRHENZHEH. V5V RRIBORFE THhD. BRI TIIY RS —EX2FE>TV2N2HERL. FERLTVRIEEE
EDITIRG—ERZFIRALTVIMFE T DL ZRDH TS,

R, EFIVFTAEHEY - ILDEBATH D, V- EFE>TIFIRRIBEOZE M2 FIvI I3 RKD TS, SCUBA
O 1/ hNTHFEINTOSTFIUFTEHImY —)L %, ABERIGRICA VAR ILUEITI BHB(CLD, 0779 RREDN
SCUBA DESHIN—RTA > &imIL TVBNMESR T DEN TE S, il Z(E Microsoft 365 DfEAZIFE TSRl TH
NI, Microsoft 365 FADFHEY—)LI ScubaGear |ZfEA 3 %5, COY—ILZ{ESET. Microsoft 365 DIERKEETEZ
UNEEL. SCUBA TF17HBRN—ASA D EHEB U LR— MBI 2N TED (K 3) 7. BHEEECOLR-ME
CISA (3893,

Secure Cloud Business Baseline
icati (SCuBA) D

SCuBA M365 Security Baseline Conformance Reports

[ Tonant Display Name | Tenant Domain Name | Tonant 1D T Roport Date
sahiy | anir com 06 cB 1111512023 11:32.22 Central Standard Time
[Basaline Canformance Reports | Detals
Azure Acttie Director 12 trsts passed 3wamings 8 tests falled 7 manusl chacks neaded
|7 Stent passed 6 warmings A tests faiked 5 manusl checks needed ]
14 tests passed 23 manus checks needed }
6 tests passed 2 manual checks neoded e i
7 tests passed 1 waming 2 tests failed 1 manual check needed /
15 tests passod 6 manual checks needed

COMMONCONTROL 8.3 Login Challenges

[ ommomconmonm 31 1| R AL e st s Gy A SR o I‘ [ = s w0

3 HAEh3LR-bOY>TN

ZUT A=A D EDLEBIE(ISROENBDON, TF1VTA BEDETTHS. CISA DEDHDZTFIVT(BEET)ST
RERIEZESDEZLIIERL TV, Zilf#C(E. SCUBA TOS IV RTEDHSNTLVDMRERITL, N—251 > 5ihi
UTWBBEBDZIEIE T BENKRDSNTLB,

6 88 : GitHub [cisagov/ScubaGear]
https://github.com/cisagov/ScubaGear?tab=readme-ov-file
7 g8 ;. NIST FCISA'S SCuBA OVERVIEW]
https://csrc.nist.gov/csrc/media/Presentations/2024/cisa-s-scuba-overview/5-CISAs_SCuBA_Overview-Mamika_Huynh.pdf
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(BOD 25-01 ®O—KRYY7T’]

CISA JHETORITHIRZEDH TS, 75T NREIEORFEZ 2025 £F 2 A 21 BETICEMML. sHlY—)L% 2025
F 4 B 25 BETICBAT L Z KD TVD. BESE. V5V MRIEOREEESE 1 MFHACEML. sHmY—ILo
FERCOVTIE. Y—ILOBEILR— MR #EEZ BT 2 FETOMEHFIACEDIRENTEDHSN TS,

EB(C. WRETRZETOH SCuBA D> — (BOD 25-01 FATRFRTEMIIRIS—) %, 2025 F 6 A 20 HET
(CREIDILHRHTLVD,

[BOD 25-01 OETDER]
DBRUEBNISUILEDTHSE, CISA DIEHEEEALTLSS,

1.4. F&H

FUEMHECEBNIIZIRY—ER (& SOBAFEBEPRZRCEOTRMBIFETHD. —H T WEELENIZURE
BZFIFTIEREM(CTDLIORD, BATDIDHDEAMTZELSETUD EDLIRARTIZEREDTIO. FROIERE M
5 F VT HIFIC LB ERRURI% CISA (F15H#EL TS, LT BOD 25-01 (. 2QURYZERIE. AN\ -&
BT I 2T R DEIE N 2B DB DEERIATYI THHEIMANTLIB?,

SENIERTHESNS SCuBA (&, Microsoft 365 > Google Workspace &LV lc BRI RS —ER(CHF
B2TF1VF I ROEERCHIGL THD. ARLA V7 —DFEPL— R ICEBEIMERDI ST ROH A R > LF—#RZE U
EDEEZD. VT RIAKIF T DIRNR TEF VT AENE THDD(E KEBAFILT TR DOZDIHECESTEE
¥k THd. SCUBA DY —)LIE GitHub TSN EM TEFIARIERIRA. TF1UT(FHEY —IL TISD ROWERRERTEZ
UREELIZD R=2F1 272+ 1IUT(EEBDSE(CLIINT 2%, S RREIOMEHM T3V R+ 1T/ (TEREIN3 LS
(LT TUKEEZAN D,

8 Hi# : CyberScoop [CISA delivers new directive to agencies on securing cloud environments]
https://cyberscoop.com/cisa-scuba-baselines-cloud-security-directive/

 Hi# : CISA [CISA Directs Federal Agencies to Secure Cloud Environments]
https://www.cisa.gov/news-events/news/cisa-directs-federal-agencies-secure-cloud-environments
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2. PER/\YH—D Visual Studio Code ZERUIY A IN-KEEENE

2.1. fiE

RE(CBHRL TVREHFSND) \Wh—H, BEA-OYNOKTF IT H—ERTONA T -2 RELIH A=) SEED
[Operation Digital Eye |Z&RL TWzCEN, 2024 £ 12 A 10 HICEESH RO (K] 4) . CDOFv>R=> Tl
BAFADUE— NI %F e 28, IERD7N)r—23> T3 Visual Studio Code ZEBAL Tz, BED
SEBCIOTREITBIARERNTWIZIERODT IVT—2aUNLBENECREZET BB EEBELLSEL TV ZEHS
ns:w,

¥ in

Sentlnel ABOUT CVE DATABASE CONTACT VISIT SENTINELONE.COM

Operation Digital Eye |
Chinese APT Compromises
Critical Digital Infrastructure

via Visual Studio Code Tunnels

4 F¥1UF7 11 SentinelLabs & Tinexta Cyber " &ERULE
Operation Digital Eye [cDOWT®DLKR—M!?

10 488 ; SentinelOne [Operation Digital Eye | Chinese APT Compromises Critical Digital Infrastructure via Visual
Studio Code Tunnels]
https://www.sentinelone.com/labs/operation-digital-eye-chinese-apt-compromises-critical-digital-infrastructure-via-visual-studio-code-tunnels/
11 488 ; SentinelOne [Operation Digital Eye | Chinese APT Compromises Critical Digital Infrastructure via Visual
Studio Code Tunnels]
https://www.sentinelone.com/labs/operation-digital-eye-chinese-apt-compromises-critical-digital-infrastructure-via-visual-studio-code-tunnels/
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2.2. Operation Digital Eye Fv>~R—>ICDWT

(REEmEH] 2

[Operation Digital Eyel&2fHI5NIESEIONEZEEE(L. 2024 &£ 6 A TAINS 7 BHREICMIT. £ 3:BM[EIC
DI TEMEENT. I ERSDE, BI—0v/ DOKRTF IT H—EXTON\AF -1 THD. INSIEIRL BEFROTEIC
[T IT U—ERDIREEIRZITOTL,

HAN-IREZETULDE, FEEZROIER - ZIBZZ(IRN5, E(CHU TRBE(ChIEDEE THI RN EZ
75 APT (Advanced Persistent Threat) JIL—JTHIATEEENBVEN . DRANSHEEIN TS, ZLTSEID
VEETIE. BT —TH, ERRBICRIMFR I D T ROV T A FI— 2R/ A LEIELTUWEE ZBN TS,

—ﬁ.—
(—F—ig]
United Denmark o S NESCOW s
“. Kingdom st H =
relang Kingdom Rotterdam itk Be:a.t.u_s_... ﬁ :Silk Road sea
any { o oeden S N Okhotsh
Dust'urg Skraine et g
g' ustra - . aza s an
France / R 0 2 a[y Huoerguosl Mongolia
OVenlce ol i " Bishk k \o -
. Italy® 3 3 i shke! ...._Urumgi 4
e Vet s T Istanbul S | #Uzbekistal . Beljing
7 Spain o L ! s’} Ky'qﬂ tan
-Gr e 'F\irjt ey A Samarkand O e ® Sea of Japan
Portugal A(h ens _“. . Turkmemslan.. ~ .. b J
1 P . " n
*e W spia] Tt re@enesennt Du_shanbe Lanzhou O,'__o South Korea epe
Tuniela = ’ Tehran Afghanistan’ .
Morocco f R By Iran - LN China Xran
E %\ 3 Pakistan . FUZhOU 8 Sea
- i Ly | Egvot : MRS LN Belnal
Sahors s % Saudi ArabiaL" [ ) d Kolkaga ! (Hanol }) °"-~Quanzhou
f . 4 India Q) Myanmar <. G h
Mauritania ! * B k] (Burma){ N uangzhou
Mal | | i S0
: ali Niger [ S adaen N v Thalland \ Zhanjlang
- / Chad | ) A Bay of Bhrgal = Halkou
. 5“‘;‘5;“’ y = “GuNHY Adens Arabian Sea Sl by \ vVneln'am Philippines
Guinesrd_ Nigeria 2 /Y : Colombo Lulf ot~ 7
ny ! | ? e South Sudan Ethiopia ~—, o haitand H
Shecd > 1 § X Laccadi®ses & ..., Kuala Lumpur
Gulf of Guinea Somalia ."m..-"_’. 'q;laysla.;' Y,
Xenya et - e
= | DRCongo N alrog _____ ,  Indonesia "
g \Tanzania  ""tea., - 6Jakana }5 New
............... e
Angola S \
ENTDIaS ‘Mozambique >
[~ Zimbab ‘e. : iti A . A
el e o2 | Maritime Silk Road i

Botswana> Risdagastet % NE|
5 REQ—F—IBIBEDMA-IH"3

30y ZIREI S U DF. PEIOEBENERICHILHEEZAND FEOBEFEEZRERE (G, >ILU0
—MEFEBERI—F—I%] (K 5) 7 2013 FHFTE5HLTWS. CNEFPEZERELT. EECZOfmOtbE (3—
Ow/C- 727 - R -PIUNERRE) OFOWFRI—Me, —&F (RR7IT7EBORER) c—i (> NEHZBROBIT)

TORE. FEIBAFOIEICL ST FEOIRISOR TORERNOEEZBIETEOTHS, B3—0v

12 488 ; SentinelOne [Operation Digital Eye | Chinese APT Compromises Critical Digital Infrastructure via Visual

Studio Code Tunnelsl
https://www.sentinelone.com/labs/operation-digital-eye-chinese-apt-compromises-critical-digital-infrastructure-via-visual-studio-code-tunnels/

13 Hg8 : Xinhuanet [Chronology of China's Belt and Road Initiative]
http://www.xinhuanet.com/english/2016-06/24/c_135464233.htm
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N PBOEBERBTHDFUIvOELIZEOLIR., 1> IFHRELEL URMBEDH DML EHEL TED, BEERESE
ANDT )RR TND . CNSORUFADY ()N -ILEE(T(F, BEZH R IEIRZUNEL. [—F— I8 IR0 LI(C. FE
WEFNDBAIEZHRL. RENEZEHIEZBETHIHVNHEDTIBUONEEZSNS .

(KZEDRT]™

WEEIFT . ZNDS AT LN -3 MIEFHIN TULVAESSR Web H— /=L T SQL 1> 21733 INE
EERITIDILT. PIVT =232 0F7 —AR-ZH = \-ADRACKRINUTZ, Ft\T. NS0T —N—FEAOT7IC A HERF
TEDLI(CT DI PHP R=ZD Web 1)l (J\wIR7) ZA2ZAR=)U. FREEIBIRINEE . BEREZIT oI, SBICRY
NI —IARDADS AT ACHREBEHLEZILASE TL0f. 77 #ERF(C(F Visual Studio Code JE— MR RILBED
nr.

[Visual Studio Code UE— MM RIDER] S

SEOFr>R->Tld. BEHRESRZAY -V 2T 2L R ED APT )L —TEOFEINEN#ERE NI B TH
FFERIROE, WEENNEINSY —/N\—(HUIV REHIFRIC, IERO 7T —23> T3 Visual Studio Code

(VSCode) DUE—RMIRIVIEEEZFIBL TLB R T, Visual Studio Code (&, Microsoft NBIFUIZERIDT
FARNIFT(H—T. UE-FCHBEENTEZARDY I THD. o YE—MRIVE UE—NIHD PC RECT U,
TH VT TRESNIL N RV ZTU TR I HEE THaN', IBENNZRBALLGS. RvhI—IJRI(CHS PC1IRE
([C&D, YE-MSERDOIN> REEITURD. J71 IV EIRIELIZD T 2 RIEE 4N 3.

TFIUFTY - TORBICBVWTEIEIT I OBGHNFIVIENSN, Visual Studio Code UE— ARV
Microsoft & Microsoft Azure (JNTUYHI3TRY—ER) ORYNI—=I3 AT AICEIOTBEZEINEIT I ESAT
W3, EESBIEHREBREABENFTRIENDLICBO TSI, ARENEEL L, FMEBEDIEFLCHWTE. GitHub 747
> M> Azure H—/\—TOREEZITOICENS RERENR IV BEHDEBZIEHBEDEL TR I DIENTE
% Visual Studio Code ZFIFRURZVE— MEHUE. ) \WH—(CEOTHADMIBEDELRO TS,

RHBESEINEICHVTIE., T—FREEMOOIT—-X(CRIETS 2FICAEEEINMERHEN. BE(EELIEENT.

2.3. Y

SEIOT—X T, FEMNMAN—-FREEFEZRI—-0v/(CETATFTVBIEN DD, [—F— g {88z EDZ T E
(& TU7ANCH DM TORBERNBEBAIMELRENZHEERULSELTVREHBN D,

F/z. Operation Digital Eye F+>/X—>T(Z. Microsoft Visual Studio Code D#EEZERLT. RLWLNI1v
JZIEHRBEDCR Y. AL A . COLSBRIERD T IV -3 %2 BRIV HEZAR L T BI200. ERERXNZ
ALORFEESE. SBICEERRELIRDEEZSND,

14 Hg8 : DARKREADING [Sprawling 'Operation Digital Eye' Attack Targets European IT Orgs)
https://www.darkreading.com/cyberattacks-data-breaches/operation-digital-eye-attack-targets-european-it-orgs
15 Hgt : SentinelOne [Operation Digital Eye | Chinese APT Compromises Critical Digital Infrastructure via Visual
Studio Code Tunnels]
https://www.sentinelone.com/labs/operation-digital-eye-chinese-apt-compromises-critical-digital-infrastructure-via-visual-studio-code-tunnels/
16 Hg : SentinelOne [Operation Digital Eye | Chinese APT Compromises Critical Digital Infrastructure via Visual
Studio Code Tunnelsl
https://www.sentinelone.com/labs/operation-digital-eye-chinese-apt-compromises-critical-digital-infrastructure-via-visual-studio-code-tunnels/
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12 A 26 B4Hi 7 @&, JAL TRYNI—UBEENREL. FREICHEIBULN. RETOENEBENMREEUR, 2.
BIHF#%. =2 UF] IRITTIEA-RYN U F I TOTA D TERVAREENRAU. 29 H 21 BFEICE. D4R
TOT7IUTORADIKVRINFEL. 31 BICEHTEIRITOAS A N F TR TERVIRRIRAEU 1
BRIIT 1 B 2 BH. NTT RIEMEH T ZR—FIL YA N goo |0 —EZXE/%, AX—RIAZRE 7T A0 | ORRZREE
BEREICDIRDDIKVMRIENFELEUTZ . INSOBRIFFEINS REDT —HZEDDFBNIZECEIDFREELTHD. DDoS
WEEZIEHBN TS, WITNELLERIERFRITEIALIN, BHOBEOEERY -ERCFENRARL,

7 g TECH+ (Fw/T5R) [MEREIAEIASIDDoS B | RAEULS AT LAEERERTINIEICEIE]
https://news.mynavi.jp/techplus/article/20250110-3104063/

18 g NHK DAL (CHAN(-IED RIPIENG SATLARESIEIH]
https://www3.nhk.or.jp/news/html|/20241226/k10014679271000.html
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19 B KLY RYA0 2024 FR050 DDoS BUEEIHE ERHEMNEENDNS I0T Ry My MNOAKUR N EB) 2 BRI
https://www.trendmicro.com/ja_jp/research/24/l/iot-botnet-activity-ddos-attacks.html
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20 44pn : BleepingComputer [Chinese hackers hid in US infrastructure network for 5 years)
https://www.bleepingcomputer.com/news/security/chinese-hackers-hid-in-us-infrastructure-network-for-5-years/

2L il NHK TES9MBSH hESMBORERVIEAOE - 55 T2
https://www3.nhk.or.jp/news/html/20241225/k10014678341000.html

22 488 : The Odessa Journal [Japan will provide Ukraine with an additional $3 billion from frozen Russian assets]

https://odessa-journal.com/japan-will-provide-ukraine-with-an-additional-3-billion-from-frozen-russian-assets

23 tHEl : NHK [IR BEEA £/\1)L Suica [BE R4 (CARY “HN\-KRERR"]
https://www3.nhk.or.jp/news/html/20240510/k10014446081000.html

24 B 09— [T-FOAHBEOMAR. BRGHEREET =MHEEEE]
https://jp.reuters.com/markets/japan/funds/4X6QYMFHHZM6NLUJHBLTK6L5ZE-2024-05-07/

25 # : The Odessa Journal [Japan will provide Ukraine with an additional $3 billion from frozen Russian assets!

https://odessa-journal.com/japan-will-provide-ukraine-with-an-additional-3-billion-from-frozen-russian-assets

26 el 04— [35A : BNEEE. O3 7ESOBETENRIE MiEhSFE]
https://jp.reuters.com/opinion/forex-forum/GKRHTRCQSRIIXE24RES6BKOSCM-2024-10-21/

27 WHE  NHK [HERCGBES—J)UEE 03700 \(TUy RIKE |H\]
https://www3.nhk.or.jp/news/html/20250112/k10014691431000.html
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