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« 6 B 25 8. A5>2490tF1)711% Sansec (&, A—F>Y—2®D JavaScript 5173V Polyfill.io H'. B>47
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1 488 : U.S. Department of Justice [Justice Department Leads Efforts Among Federal, International, and Private
Sector Partners to Disrupt Covert Russian Government-Operated Social Media Bot FarmJ]
https://www.justice.gov/opa/pr/justice-department-leads-efforts-among-federal-international-and-private-sector-partners

2 g : U.S. Department of Justice [Justice Department Leads Efforts Among Federal, International, and Private

Sector Partners to Disrupt Covert Russian Government-Operated Social Media Bot FarmJ

https://www.justice.gov/opa/pr/justice-department-leads-efforts-among-federal-international-and-private-sector-partners
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1 RYRI7—LATHESNIRTHD> MCEBITDINH> Y DFIO*
KEDOEEE (£) OEDETBTHVZ RN [R=32 R 9751F UNFZ7REDHIK(IEE ZIRERAREA(CFF
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3 Hi# : BleepingComputer FUS disrupts Al-powered bot farm pushing Russian propaganda on X
https://www.bleepingcomputer.com/news/security/us-disrupts-ai-powered-bot-farm-pushing-russian-propaganda-on-x/

4 88 : U.S. Department of Justice [Justice Department Leads Efforts Among Federal, International, and Private
Sector Partners to Disrupt Covert Russian Government-Operated Social Media Bot FarmJ
https://www.justice.gov/opa/pr/justice-department-leads-efforts-among-federal-international-and-private-sector-partners
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1.5. FBL, h34., ASYIDHBEAYAN-t+1UF17 RN1FUEFR

KEVEBICLBSEIDMY NJ7— AOFELECREEL, FBI ERYAN-EYA)\-EFEFHEBH (CNMF) @hF45. 4
SOABRFEHBETHA N -+ 1747 R/)\1HY (JOINT CYBERSECURITY ADVISORY) %#FE&RUIZ. 207 R/
HUT(E Meliorator OFEAMICOVWTEFUGERBSNTHD. O VBUF(ICLBZDT)./02 - DER%ZLET B, SNS 1B
KICEEIZLZENELLEDTHS . INZRF X (& FFIFTDUMFEL. Ry N7 —ATEREINBTHI> B E
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> HB : U.S. Department of Justice [Justice Department Leads Efforts Among Federal, International, and Private
Sector Partners to Disrupt Covert Russian Government-Operated Social Media Bot Farm]
https://www.justice.gov/opa/pr/justice-department-leads-efforts-among-federal-international-and-private-sector-partners

© Hi# : JOINT CYBERSECURITY ADVISORY [State-Sponsored Russian Media Leverages Meliorator Software for
Foreign Malign Influence Activityl
https://www.ic3.gov/Media/News/2024/240709.pdf

7 Hi# : U.S. Department of Justice [Justice Department Leads Efforts Among Federal, International, and Private

Sector Partners to Disrupt Covert Russian Government-Operated Social Media Bot FarmJ

https://www.justice.gov/opa/pr/justice-department-leads-efforts-among-federal-international-and-private-sector-partners
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JOINT

CYBERSECURITY

ADVISORY

Co-Authored by: Product ID: AA24-191A
July'9, 2024

State-Sponsored Russian Media Leverages
Meliorator Software for Foreign Malign

Influence Activity

Summary

The U.S. Federal Bureau of Investigation (FBI) and Cyber National Mission Force (CNMF), in partnership
with the Netherlands General Intelligence and Security Service (AIVD), Netherlands Military Intelligence and
Security Service (MIVD), the Netherlands Police (DNP), and the Canadian Centre for Cyber Security (CCCS),
(hereinafter referred to as the authoring organizations) are releasing this advisory to warn social media

companies that Russian state-sponsored actors have leveraged the covert Meliorator software for foreign
malign influence activity benefiting the Russian Government.

3 Meliorator [CDWTDHRET RINA Y8
FTHRER  FBI. ﬂiﬁ*ﬁ\“—%ﬁ'f/(‘—ﬁ%ﬂfﬁ%ﬁﬂﬁﬁ? (CNMF) . 49894 /\“—t:\:_‘LUU_"ft\/Q— (cces) .

ASDTREBREREZE (AIVD) | ASTHIEFIRKRLZF (MIVD) | JER

1.6. IS5V IA—-LABEADOEEREBNROBRH[TT

2023 &£ 8 A. FUES (EU) (FZ0FRBEIREZEDH T, Meta > Google. Amazon. X &. 1>5—xwh ETE
SEAEBHMIZIBESE (T3vhIA—L) HNOST7ORIBEHRFTYR-2ZNHEI TERN L ZIEHUS, EU TUEIH
SREIREREN TWZ, O3 70TOINH A EDHLENE. D54 FRIERICEEU. $HC X (EBVWTE, 1—0>-XRAIICEK
ZEILRE., OS> 7HBEHSN DN RAE —FAFRIBIHRNSIR (CIEINL TLIL,

EU (£ 2024 £ 2 B. I3UEROS7(CLBIRERITNA S HRVERAA NAE-FREDBEIS 7Y OHIBROXEHRD
$I§¢’i?°7\y RNIA—LBEICESEDIFB[TIINY-EXE (DSA) 1%, 7 BORUNESRE#RI(CRmEmMEITURY

2, CNUCED, EZEN 50 AKBTEMSELEN 1 FH1-0 (8916 8M) UTONIESEEZRVCIAT
DTS5y NIA— LBEEN, BBHRREDBERIETROHIBR O IGROFREZ K DSNDLITBT,

HARICBVWTERIBED Ty NIA— LY —ERICBEIT AR IN, TovhIA-LABZEDEDAICDONT 2024 £ 2 A

8 High : JOINT CYBERSECURITY ADVISORY [State-Sponsored Russian Media Leverages Meliorator Software for
Foreign Malign Influence Activityl
https://www.ic3.gov/Media/News/2024/240709.pdf

 H# : Publications Office of the European Union [Digital Services Actl
https://op.europa.eu/en/publication-detail/-/publication/c1d645d0-42f5-11ee-a8b8-01aa75ed71al/language-en

10 Hgh : Forbes JAPAN [OS 700/ CH Y H#KEE |1 SNS &4t EU hIFEE)
https://forbesjapan.com/articles/detail/65800

11 e : $iA#R DIGITAL TEU OFS4IS—ER%E, £EMEIT JRIESEERESDEMRIC]
https://www.asahi.com/articles/ASS2K5SDPS2JUHBIO2B.html

12 Hg8 : Forbes JAPAN [OS 70 S0/ CH Y H#KEE |1 SNS &4t EU hIFEE)
https://forbesjapan.com/articles/detail/65800
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FFENB, COLIC, BIBIRDILENDIIREL T, T3y NIA— AEZERION SR DEREMIHEDSN TS,
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O 7(3REFITED, SNS _ETREDAZER tHFRPTERA MBBHRILAI T >R -2 25 TV%, FflsEEED
BN BT 3. O 7(E AL BFIRULANS. INBOIEENRHILAL. D751 F DR ZEM SR, D7 (CBRIERD
HERIRIEZBERA TS COLIBIRATU, EU TRITZHNG-LEXE (DSA) 1%, FHATHEIRILE T SY
RIA—LAUUE 127U FIAEORELE S IEHRETER(CHIBR I DREDIEE T N IA— ABZECEFREDIFELS
EERIEA TV, BRMECOVTIISEOER 2 RFIMNENDD.

B BB [TS5yhA—-AY-ERBT 3RS B REDFEHIRY BRBEDFRONARK]
https://www.soumu.go.jp/menu_news/s-news/01kiban18_01000220.html

14 g BRI0RTYY (XTECH) [T5yRIA—Y—(CEEIEHRMIREEFE[IHZ EU OIDSAL. BAMRAOHRFE]
https://xtech.nikkei.com/atcl/nxt/keyword/18/00002/020600248/?P=2

15 HE : 28994y F (KEIYAKU-WATCH) (2024 EAIEHRTHETSSY NIA— LLEE (& ? TO/\( TEAEHIBRENSDIRIER
BEDNOOIHERSR | ]
https://keiyaku-watch.jp/media/hourei/joho-platform-2024/
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Polyfill.io (&. S% 2 BIChEZFRERSN S Funnull (SGEEEINTUz. Iz Polyfill.io OFIREREL.
WINCDESIBB T4 FI -V IENRAET DO TIERONEEZL TLHY, ZNAIERRCREL TUFO.

A A—-2YNIBEFSNIET ) \A ZDIRZRI > D> %19 % Censys (3. Polyfill.io ZFIH I 31 >F—Ryh LDRA
DN, 7 B 2 HEFST 38 AE%ZEBA3EaRKRULS,
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FIEE

FUNNULL.IO

4 Funnull ® Web 31 b

2.2. Polyfill.io (DWW T

Polyfill.io (&. BRFFOHEEEZYR— ML TLRWVEL Web T5THICBWT, ZOMEEZEZZLICTRIHDA-T>Y -
A®D JavaScript 31 73UTHZ' 2,

16 sansec [Polyfill supply chain attack hits 100K+ sites]
https://sansec.io/research/polyfill-supply-chain-attack

7 i : Internet Archive Wayback Machine [GitHub - Is it true that polyfill.io hosting is going to be owned by a Chinese company?J
https://web.archive.org/web/20240229113710/https://github.com/polyfillpolyfill/polyfill-service/issues /2834
18 Hg : Censys [July 2: Polyfill.io Supply Chain Attack - Digging into the Web of Compromised Domains]

https://censys.com/july-2-polyfill-io-supply-chain-attack-digging-into-the-web-of-compromised-domains/

19 Hg8 : Internet Archive Wayback Machine [Polyfill.io - Polyfill.ioJ
https://web.archive.org/web/20231012235607/https://cdn.polyfill.io/v3/

20 488 : Internet Archive Wayback Machine [GitHub - polyfill-servicel
https://web.archive.org/web/20240626194253/https://github.com/polyfillpolyfill/polyfill-service
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R T Web J39HCEORBEDE R %1#55 9 5 JavaScript J—R (CN%z Polyfill £LV3) HBIRICERMREN S,
INICELD. Web U1 MDEBEEEB(FCOZERZEME T Web U1 Mg TE3,

Polyfill.io (&. 2013 FtENSA FURADIFFR Financial Times @ Web FAFF—LHERN\ZIONE1-5- (B
OSNIE) OIZ1ZT/ (LI THBOERMTHONTER?L, F/z. CDN BZE Fastly 6K Polyfill.io #5Z1BLTE
2o

2023 & 7 A. Financial Times W'ziB%#& T 93(CiHizh. Polyfill.io (FZNETRECHIZDE SISO
SHICHRILB R EIZR LU TE Jake Champion (GEESNIC??, (3. 2022 £ 4 HZE T Financial Times (C. [E
F 6 AhBIE Fastly (CEIFEL TS,

1| <html lang="en">
<head>
3 <meta http-equiv="x-ua-compatible" content="IE=11">
4 <meta charset="utf-8"/>
5 <link rel=" "href=" 1§ "/>
6 <link rel=" " href=" . L N/ >
i ey ] = ——y ) L} T et o " am 5
g | <script sre="https://cdn.polyfill.io/v3/polyfill. min.js"></script>
g o<meta name= COntent= i = 7>
10 <meta name=""rsmmmn= pme=' content=""m < uu = "/>
1 <meta name="/1" ' content="" o mm = ' />
12| <link rel=" = =" href=" />
13| <link rel="=g=s=n " href=" " s’ />
14 <title>"mmer e </title>
18 <link href=".'m - . B rel="stylesheet">
16|  <link href="p . Tl 0 s rel="stylesheet">
17| </head>
18| <body>

5 Polyfill.io ZFIA9% Web ¥4 h® HTML ¥Y—-23— kDl

2.3. Polyfill.io [C&BY TS/ FI—IE

[(Funnull A® Polyfill.io ]

2024 £ 2 A 24 BtA. Funnull L\WS1EZE Champion i ENEN. Polyfill.io /' 2 A 24 B%62T Funnull (&
BanacezFERUL (GRTE. Funnull BMToIcFER [B 6] (FHIFREN. Champion HMTOIEREREFIEARELOT
\W3) .

Funnull (320D Web Y4 NMIHWT, CDN BE#EHL TV E, AONZ7V(HlsmzBEESHFRPICAT AN DD L%
FIRULTWD, UNU. BITEREEN TV AT ADEFRIIIFER T Bt OT 1 M> Telegram THEGEMERAZN TV

21 488 : Internet Archive Wayback Machine [Polyfill.io - Polyfill servicel
https://web.archive.org/web/20140913204704/https://cdn.polyfill.io/v1

22 488 : Internet Archive Wayback Machine [Polyfill.io - New ownership of the polyfill servicel
https://web.archive.org/web/20230610084108/http://cdn.polyfill.io/v3/ownership-transfer

23 4#8 : THE ORG [Jake Champion]
https://theorg.com/org/fastly/org-chart/jake-champion
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BIENS, RERODEFRERSNTNS* =,

FUAIA/ULL Product Contact Partners Login in Sign up 237

| m

¢ Acquisition Announcement of Polyfill

We are happy to announce that we have reached an agreement to acquire Polyfill effects on 24th February 2024. Jake Champion has
decided to transfer the ownership of Polyfill to Funnull, he will no longer continue to provide the support it needs. Hosting will continue to be
provided free of charge by Funnull.

Polyfill is a service that makes web development less frustrating by selectively polyfilling just what the browser needs.

We believed this acquisition would better meet our customer needs and offer a broader range of solutions.

Chat with us a

B 6 Funnull b 2 AXKICfToTz Polyfill.io B{SDFER

COFEEZER-IE Polyfill.io OFIRAERER. BISATINCEZVTIAFI—VIRENFLE T 2D TIIRVNEREZU.
Polyfill.io @ GitHub YRS NJDIBRIRTERILIZED®D Funnull, Champion M DEIZ(I, BRI (EHIBREN 7

26

o

Ffz 2 A 26 B. hDT Financial Times (CE1#50L. Polyfill.io OFAFEICEIHofz Andrew Betts (FEER Web J5
DY T(IFTULVERE (X I CICREREN BT, B30 Polyfill.io (FERL, IC(CHIBZIEDINEREERUILZY (K.
Champion &[EIERIC, IRTE(E Fastly (CEHFELTLS)

[Polyfill.io NEHELIEY IS4 FI—>HMEDIHRE)

6 B 25 B. A5>490tF1)711% Sansec (. Polyfill.io h'. B34 73UEFIFL TS Web B4 MI3E#RI3E/N
AT NARCEF T, BEAR JavaScript 1—REEHUETIH T 71 F1—VIREZEHEL TUVBEIREUIE 6, B,

24 88 : The Register [If you're using Polyfill.io code on your site - like 100,000+ are — remove it immediatelyl
https://www.theregister.com/2024/06/25/polyfillio_china_crisis/

25 48l : The Register [Polyfill.io owner punches back at 'malicious defamation' amid domain shutdownl]
https://www.theregister.com/2024/06/28/polyfillio_cloudflare_malware/

26 4ie8 : Internet Archive Wayback Machine [GitHub - polyfill.io domain owner]
https://web.archive.org/web/20240626181448/https://github.com/polyfillpolyfill/polyfill-service/issues /2873

27 g : x.com [@triblondonJ
https://x.com/triblondon/status/1761852117579427975

28 @ : Fastly [triblondon)
https://community.fastly.com/u/triblondon
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Polyfill.io ZFIFA3 % Web B4 NCENAILTNAATIER I D¢ BTATFUNR—VEEEY A NERXSEBLHDE
B4 JavaScript J—ReERURCE. e Web TS5UHNESFEOYA NMIE(ETS HTTP AWA(CEoT Polyfill.io (&
ENEY(C JavaScript 1—Rz4ER S 2128, COFFIEZFIRAUEEOIREF ENFIE I Dulse N sz iRE U,

Censys (&. 7 A 2 BERTA> 49—y b LD 384,773 BOIRAN Polyfill.io ZFIFL TWA e ZR Uz ER TR
Lt 2,

Polyfill supply chain attack hits
100K+ sites

G by Sansec Forensics Team

Published in Threat Research - June 25, 2024

The new Chinese owner of the popular Polyfill JS project injects

malware into more than 100 thousand sites.

7 Polyfill.io [C&BY T’ T FI—YBHEICOVWTD Sansec Dk

2.4. Y FAFI-VBBAOM G

[RAS>EFRERE. CDN BEREDHIT]

RXA > E8%5EEE Namecheap (&. 6 A 27 B. RXA> [ polyfill.io |OEIEIEEZITolz. INITED.
https://cdn.polyfill.io H'5 JavaScript 54 I SUNEMS TERRofles. BT/ F1—VIREDIRI(SRHE U,

ZO4HHEEID 2 B 29 B(C(F. CDN Z£%# Cloudflare & Fastly h', WINBT5AF1— >V IREHL DA% %%
2U. Polyfill.io DREERDY—-ER%II5 LT, IRMEZRIGL TV 3, £z, Cloudflare (£ 6 B 26 H. [E+tD
CDN H—-EX%FIF9 3 Web B4 b Polyfill.io ZF]ALTWSIBE. BEIRICEHD Polyfill Y —ER(CEEHRX 1
gerU)—-2UI3,

[Funnull OFEiR]

Polyfill.io M T34 F1—2INEZITOTVBEVWIEREICH LT, Funnull 13, [EENMEREZR > THAAEDEEZ R

29 488 : Cloudflare [polyfill.io now available on cdnjs: reduce your supply chain risk]
https://blog.cloudflare.com/polyfill-io-now-available-on-cdnjs-reduce-your-supply-chain-risk

30 4@ : Fastly FNew options for Polyfill.io users]
https://community.fastly.com/t/new-options-for-polyfill-io-users /2540

31 488 : Cloudflare [Automatically replacing polyfill.io links with Cloudflare’s mirror for a safer Internet]
https://blog.cloudflare.com/automatically-replacing-polyfill-io-links-with-cloudflares-mirror-for-a-safer-internet
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BLTVS. BEOTHZEET CLCRBIHEDLIBIE (BTFAFI—2IRE) FEBLTLAVIE X (1B
Twitter) TFERUZ.

Ett(E. RX1> T polyfill.iolMMELEEN#& . RXA> [ polyfill.com Il polyfill.top IRxEZFIAL T, Y—EXDfk %
ZERHN. WTNO RS EFIEHEE(SEO TV,

2.5. D

JavaScript 51735 Polyfill.io NHEFAARBARSTISEEIN, YT/ F1—VIENMRAEL TUE. BRSO
Funnull (&, 8754 F1 -V IRBADOESZETEL TVSIN. RFE2FRKRUL Sansec (&, WETERICERINE
JavaScript - Rz UL TV,

Web B4 MZHE#HAFNT JavaScript 173U, 20 Web Y- M3t 9% Web J3UHICEIFT, ERD
JavaScript - RZEHMETBENFIRETHD. CNEBRAT2ESEIDLSBY T FI— YV IREZEES 2ENTES.

SEIFERBEEFHREEINTORVD, FERELIHAUNENNILEREE(CORNBENN Do, SEBEIDLIRS
AT SURIESISEREN DB, SER UL

32 48 : x.com [@Polyfill_Globall

https://x.com/Polyfill_Global/status/1805923380857897277
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3. Meta tt. ISYNBRIHSEAT—SEFIALIEER AL DFBZZEULLH5NS

3.1. #1E

Meta #th'. B#Y-EACHBVTARINTOMEAT —9Z4ERK Al OFBICHIRLELIEL. TFANS—RUS—%ER
FTUIZ. T2 BUTEBIHMEANT —HMREDERCGER UIZERVNSFRHIEELLT 7 B 2 H. J5ANS—RUS—0iE
IESLUER Al (LE2T —LIBDOHR%Z Meta tH(CERUT. Meta $#HEcnz5213 7 B 17 BI(Z. I3 TOER Al
Y= )LOEREIEZRELRLS,

L

8 TSUNT. e Al BEALEHY—EAERETS Meta OV~ - Fyh—N—2 CEO *

3.2. Meta DTSN >—RUS—eHET

6 B 26 H. 7320y /\u0TiThnizA~R> M Conversations | T. Meta #td<—4 - Hyh—/){—-4 CEO H5.
PEEII-T T I IEEDFY —EX(OVWTOET AN —IRREINT,

COFTH—ER(F. Meta DXy —SH—-EXTHS WhatsApp. TN& SNS H—EX (Facebook & Instagram)
ZRAL TV -AODY—TT1> 0%, (RECRMT . £ I-HF—H"DBILTLS SNS H—EXTOETRN. &
B Al DFBICfERENS, 12(F AL QURDFERZEAL. ILEICRORIGUEIRI-T—(IH—-Fv M eioT.
WhatsApp TIAEXYT-S#IXETBEVIEDTH B,

COY—ERMEAVERE, ABHERICSFNZEAT 5% Al OFB(ER I ZERETTIGUR. FTLLWT51

33 4# : Reuters [Meta decides to suspend its generative Al tools in BrazilJ
https://www.reuters.com/technology/artificial-intelligence/meta-decides-suspend-its-generative-ai-tools-brazil-2024-07-17/

34 488 : CNN Brasil [Brasileiros sdo os que mais enviam audios e figurinhas no WhatsApp, diz Mark Zuckerberg]
https://www.cnnbrasil.com.br/tecnologia/brasileiros-sao-os-que-mais-enviam-audios-e-figurinhas-no-whatsapp-diz-mark-zuckerberg/

35 488 : Meta [New Al Tools, Meta Verified and More for Businesses on WhatsAppl
https://about.fb.com/news/2024/06/new-ai-tools-meta-verified-and-more-for-businesses-on-whatsapp/

36 gl : Reuters [Meta's WhatsApp launches new Al tools for businesses
https://www.reuters.com/technology/metas-whatsapp-launches-new-ai-tools-businesses-target-messages-chats-2024-06-06/
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NI—RUS—%FERUILY . Meta DT FANS—RUS —2BRET U DS EIOFTHY —ERZF TEAL, EVFRICES
ERBIIFE-S)L Al DRz RIEXTEEZSNTVS®, IILFE-SI AL (& BIECTFANEOR R PTEFADIER
ZEREDH TR, UDEEF1T -3 UTIBARI 4R AL THD. EFRMENNEDHSNTVS, —75 T BERDT—IN
BRAZ THBHIENS, ARk AL HHFI T 2HIBRICOVTEDARBIN I N IERBEVOIZEBIEHE SN THD, SNS FEOY
—EXTHAULLSE. BAT —YOF ROV TERIABEESF ZRODEREDEENEH U B EITREIEN DD,

3.3. I'5IYNVBAFIC LD Meta #5141\ —RUS—DELE

(TSSNDEAT—5REZE : LGPD]

TSI TE BIENRMEANT —HMREESEL T I —HeT—91R5EE] (Brazilian General Data
Protection Law : LAFILGPDJ¢ZKEE) MAEITEIN TS,

LGPD (3. B8R TSNS EU BO—#T —5FE#RAI (GDPR) (CfiioTL\%*, GDPR LEIER(C, MH#ERIEN
fz. IR T ae R B R A CBIET 25502 15HR | LILERMEA T —AZREDITREL TS, Fle. TFDIVEROE
AT =50, EIMOMIBBEL OV THIFRZ %I TV, BAT 52T 2 7RI THD I - -HSDER]E
BIOOVWTEEHETHZ. BAT—9%UIET 2E(E. TOUIB(COWVWTEARUERICREZEIE LT, BSHLLUIET S
WENHDY,

LGPD OiEBIE ICE o Taridbnic, AAT —REEZIEL I DEUHTHERIN . [EZRT —HREHEES |(Autoridade
Nacional de Protegdo de Dados : BLFTANPD |£3REE) T,

(ANPD OZEUIESERT]

ANPD (& 7 A 2 BIC. Meta tOFILWT S/ —RUS—(CDWT, LGPD ;R ORJREMENB B L HIRTLIS, I
LT\ &R AL ORRELDANC I Y- D SEUSUIBELAT — 1R ORIRIC, £k AL NDIRENIEFTNTOSBLEFEX
L I- Y- NESHEZITET B HRENDDDIKVCEFNBTEN TS, SNICEDFBHEBLL T, TN
=R —DOBERNMEZEIRHSLE L. £ AT OF BOTHDEANT —IDLIROFRiZER Uz, 252, 1 B&ID 5 BLY

37 488 : The New York Times [Can I Opt Out of Meta’s A.I. Scraping on Instagram and Facebook? Sort Of.J]
https://www.nytimes.com/2024/06/07/technology/meta-ai-scraping-policy.html

38 gl : AXIOS [Scoop: Meta won't offer future multimodal AI models in EUJ
https://www.axios.com/2024/07/17/meta-future-multimodal-ai-models-eu

39 B ERIATAYY IRILFE-FILALLE? ]
https://www.aist.go.jp/aist_j/magazine/20231129.html

0 EANBRRERES MEFE (J52)LEBHAE) J
https://www.ppc.go.jp/enforcement/infoprovision/laws/offshore_report_brazil/

41 488 : Business & Law (ESRA7VRO-) [F—-SMURREMRFIORMEME [ 1101 IS5
https://businessandlaw.jp/articles/a20220809-1/

42 HE8 : Progress Software Corporation J0% [J5IL0O—#T—MREE]
https://www.progress.com/jp/blogs/understanding-brazils-general-data-protection-law

43 188 : Autoridade Nacional de Protegdo de Dados (753)LEFHHME ERT—5FEH#4RT) TANPD determina
suspensao cautelar do tratamento de dados pessoais para treinamento da IA da Metal

https://www.gov.br/anpd/pt-br/assuntos/noticias/anpd-determina-suspensao-cautelar-do-tratamento-de-dados-pessoais-para-treinamento-da-ia-da-meta
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L (%9 8,800 RIL) &=L,
[Meta #t. TSTNTOERR AL Y-V OERFILZRTE]

COHIFKICHU Meta (&, TANS—RUS—(FEETHD, TZZIWDA L HERK Al DREZZZS 20D%E5(CIES
BN ThIERERUI. ISR, Meta #t(& 7 B 17 BICTSSILTOAER AL V-ILOERELEZFERUIES,

128, Meta (3 GDPR 0% EU BINTH. HIZEORMEREIANMEVCEZIBHIC, BEN(CH—EXZiRMHTE
DHOEMIIIIRVTENS . IRERARL Al U —ERDRMHZH1EL TS, Meta FEUIMNIE. Apple #HHEIFROIEHT
6 A(C. ARk Al ZFIF9 3l Apple Intelligence J#gED EU B TOVI—-2AZ RIXBEFERYL TS,

3.4. F&d

SEIOITFDINHBICLDMIEE. £k Al OFBORMEAT —HZERITBLITU. ENT2EFIE R,
SEINILEIHS Meta FEZFEDAER Al —EIRMHPEEE. GDPR 12 LGPD &L ISER I ELLSEWSERA I

HTHIEZFHUILBNOND. —H T, &k Al OFBADEANT—5FIA (L. FREINELRVKEZFLHET S
[E 4 T Google > X FICKIDEIRMERILMEA TS, S, EU BT SZ)VEDE AT —FAREI 0 VE (XU T
BAT—A%FIAULAER Al OO —EEZ2ENEHFSN. ARFIORVE TIIERFTOAERK Al DIRMHNMEATIKEDEE X
5N%.

4Rk ALICED, I-H-ZNZNORBMEPLIEFEDEAT —4Z2E(CLEEBEOY —EAMRHENNE 1-Y-(&
B CEIIREE OIFNEZESN D, A BAT—F(EERINNE, FIX(E1—T— DB HIETFE TOR{T I
BCEDHSICAFIEN S ZENZY =S vIL - ZATU T DL, NMEREICENDNMAR,

HIE. Al DEEPE RN ANEREZEDIRVZI5(CEHDIENTRZEIN TS, Al DER{ELFINS. BAT—5D
FIRCDWTIE GDPR FHCLBZARFINENTEN, NI TEIMISLENRROTE. 8 B 1 BICEAHUIZ EU OIAI
MBE 1w 3 ACEIREN Al OZEBFIABCOVTOEERZE(FZDOMICDOFTERT THD. AL [CLBEANT—HD
SEREREOMIIZRZENE(FIAF I (ENDTHD. SEOIRL REZRZRLTUIKEDEEZBNS,

Bk

4 48t : AP News [Brazil data regulator bans Meta from mining data to train AI models
https://apnews.com/article/brazil-tech-meta-privacy-data-93e00b2e0e26f7cc98795dd052aea8el

4> g : Reuters [Meta decides to suspend its generative Al tools in Brazill
https://www.reuters.com/technology/artificial-intelligence/meta-decides-suspend-its-generative-ai-tools-brazil-2024-07-17/

46 gl : AXIOS [Scoop: Meta won't offer future multimodal AI models in EUJ
https://www.axios.com/2024/07/17/meta-future-multimodal-ai-models-eu

47 48l : The Verge [Apple may delay Al features in the EU because of its big tech law]
https://www.theverge.com/2024/6/21/24183251/apple-eu-delay-ai-screen-mirroring-shareplay-dma

48 HE8 : The New York Times [When the Terms of Service Change to Make Way for A.I. Training]
https://www.nytimes.com/2024/06/26/technology/terms-service-ai-training.html

49 18 : European Commission (FX/MZE%) [European Artificial Intelligence Act comes into forcel
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_4123

>0 e : United Nations (EB%&%) [General Assembly adopts landmark resolution on artificial intelligence]
https://news.un.org/en/story/2024/03/1147831
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REEHR

AEEFEOAFR, IEHETHILCREZRLTENFIN REZRILI 20D TEFBL ASLFOFAICRERLTRE
UTRWWEBIEE. I BKICOVTHMELFRADOTIEBRELE, LBARIGREPAS O, TOMMIIEREE. S’
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

PN TATH—-EREB OSINT EZAUSIF—LA
A=)I7 RL R : nsj-co-osint-monitoring@security. ntt
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