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' Reuters World v Business vV Markets vV Sustainability v Legal v More Vv

Rogue communication devices found in
Chinese solar power inverters

By Sarah Mcfarlane
May 15, 2025 1:55 AM GMT+9 - Updated 22 days ago
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! 188 : Reuters FRogue communication devices found in Chinese solar power inverters]

https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
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https://www.ipa.go.jp/archive/files/000070062.pdf
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Protecting Our Customers -
Standing Up to Extortionists

Tl;dr: Cyber criminals bribed and recruited a group of rogue overseas support
agents to steal Coinbase customer data to facilitate social engineering attacks.
These insiders abused their access to customer support systems to steal the
account data for a small subset of customers. No passwords, private keys, or
funds were exposed and Coinbase Prime accounts are untouched. We will
reimburse customers who were tricked into sending funds to the attacker. We're
cooperating closely with law enforcement to pursue the harshest penalties
possible and will not pay the 520 million ransom demand we received. Instead
we are establishing a $20 million reward fund for information leading to the
arrest and conviction of the criminals responsible for this attack.

By Coinbase Company, 2025458150, Smin read time
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2.2. BHDREE

IHINR=RFSE 1 BELD, hRIY—YR- O—EDRAAYT (FHOREZEE O, HNEBOFEEXE(CFIEIE
Z2ED) ([CLBAREBRMTARZRHU TV, EARNREIEL T, 25 EABRBER T —INTITALTWZERD, FWVFED
S Ean 2 AL CEBAI L 19— DBEZIREL TOENEIFBN TS,

CNBDITBOBEEIZ) \YA=II-THMFELTVREEZSN TV, T —TEHRIR—PR— MDY IS5 (CHREE %
L. CNEBIFRRICAYTENU T, BEROKE IR, B, BN RITULEE R RIS 0 553 BAE D EI1AK.
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3 Hi# : Coinbase [Protecting Our Customers - Standing Up to Extortionists]
https://www.coinbase.com/blog/protecting-our-customers-standing-up-to-extortionists

4 H#8 : U.S. Securities and Exchange Commission [FORM 8-K Coinbase Global, Inc./
https://www.sec.gov/Archives/edgar/data/1679788/000167978825000094/coin-20250514.htm

> 188 : Reuters [Coinbase breach linked to customer data leak in India, sources sayl
https://www.reuters.com/sustainability/boards-policy-regulation/coinbase-breach-linked-customer-data-leak-india-sources-say-2025-06-02/

6 488 : Bloomberg [Coinbase Hack Rocks Company That Led Crypto Into Mainstream.

https://www.bloomberg.com/news/articles/2025-05-15/coinbase-says-bribed-workers-leaked-data-to-hacker-seeking-20-million-in-ransom
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5 A 11 B, JM>R-RFEARRBEDO AN SEF A - I Z2ZITEO, (LS FFEDOREE 7HD> MBI B1EHRS
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REZERL VN, EHESZIAWVRIES UL, ZUTERBRZBRESLLTRRL. Ie/\wh—JIL - TO:RMBICEND
TBEROIBHCIU TIAS, EBHFDOARKFHIRNTZ,

SEONEBREADIEREL TE KERICHR— MLRZHEE I DLW RFYTHBHOIE 7T EADEER ARFND
ILFEEDDEERIAL TS,

EttE, WEEZIREEERET V71T 1T -0 1%KFBTHO. \AT-R (BESBEOER(ICTIEXIBIHIC
WER) MERFEREUTORVEIREL TV, B85 IREE(CERINTER X O TLIOBRE(CHUTEIHHETS
ELTWVS,

WEMERCEAL TR, KEGESEGIEZER (SEC) AORLEEFOP TI AHF(CREET HEEERALREENAD
BERNRHEICLT 1E 8 FH RN 4 BRILEERULTVSY,
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AL HABMRECLBZREN BTN -WBEEOEEL TTONLEEHITHS . SEINSOIREFTEL,
REBPREANDIREBL DN EN DD,

7 Hi# : Reuters [Coinbase breach linked to customer data leak in India, sources sayl
https://www.reuters.com/sustainability/boards-policy-regulation/coinbase-breach-linked-customer-data-leak-india-sources-say-2025-06-02/

8 g : THE TIMES OF INDIA [Coinbase breach: Two TaskUs India Staffers accessed customer datal
https://timesofindia.indiatimes.com/city/bengaluru/coinbase-breach-two-taskus-india-staffers-accessed-custome
r-data/articleshow/121630955.cms

9 Hi# : U.S. Securities and Exchange Commission [FORM 8-K Coinbase Global, Inc.]
https://www.sec.gov/Archives/edgar/data/1679788/000167978825000094/coin-20250514.htm

10 48 : Coinbase [Protecting Our Customers - Standing Up to Extortionists]
https://www.coinbase.com/blog/protecting-our-customers-standing-up-to-extortionists

11 488 : U.S. Securities and Exchange Commission TFORM 8-K Coinbase Global, Inc.l
https://www.sec.gov/Archives/edgar/data/1679788/000167978825000094/coin-20250514.htm
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DCTHIYMEFIBTERLSCTZEEBMIC, 2013 FICHESNIZEZHTHZ P, INET. 8N/ ZD—RITis
ERNFE. NAT-MEVFEFHOUOZELLE, /{RD—REIBY—)ILOF|BHERERE, L2 BAZANT 5971 ZNGwU5N%E0
MFERDO TV,

—75. HFRZT-ROBIFIEENTHS 10 FLEFBULSHTE, YAN-KEOHEIRA T EDH T, /IR
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Microsoft 2 Google. Apple REDTEEE(ZIFIDO (Fast Identity Online) 754 7> X 1%&315 Ef )NAD—Rz{#
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12 488 ; Microsoft [Pushing passkeys forward: Microsoft’s latest updates for simpler, safer sign-insl
https://www.microsoft.com/en-us/security/blog/2025/05/01/pushing-passkeys-forward-microsofts-latest-updat

es-for-simpler-safer-sign-ins/

13 188 ; Intel Community [Celebrating the 8th Annual World Password Dayl
https://community.intel.com/t5/Blogs/Thought-Leadership/Big-Ideas/Celebrating-the-8th-Annual-World-Passwor
d-Day/post/1335057

14 g8 : Verizon 2025 Data Breach Investigations Report]
https://www.verizon.com/business/resources/T487/reports/2025-dbir-data-breach-investigations-report.pdf

15 g : FIDO Alliance TAlliance Overview]
https://fidoalliance.org/overview/

16 gl : FIDO Alliance [Passkeysl
https://fidoalliance.org/passkeys/
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17 488 : Cybernews 19 billion leaked passwords reveal deepening crisis: lazy, reused, and stolen)
https://cybernews.com/security/password-leak-study-unveils-2025-trends-reused-and-lazy/

18 48 : CISA Mobile Communications Best Practice Guidancel
https://www.cisa.gov/resources-tools/resources/mobile-communications-best-practice-guidance
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3.4. (AF-E8

NZF—BAILANDERDFEAHEL T, 7/ CAF—DH(C FIDO Alliance (F[/{Z+-EE 12 ZFKKRUL. COEE(L.
FRIZEL T, (AF—BAILK(CHITEE N2 RDDEDTH D EEICHENIIRIERVEDD, Microsoft Zia
H. BANSE NTT RIEREEBOEENELZITOR.

19 e . NTT RIE [FIDO 7347V AICHIFRAS 51 VR DAL EEIE RIEDEHR)
https://www.docomo.ne.jp/corporate/technology/rd/technical_journal/bn/vol28_1/005.html

20 g8 : Microsoft [Pushing passkeys forward: Microsoft’s latest updates for simpler, safer sign-ins/
https://www.microsoft.com/en-us/security/blog/2025/05/01/pushing-passkeys-forward-microsofts-latest-updat
es-for-simpler-safer-sign-ins/

21 48 : FIDO Alliance [The Passkey Pledgel
https://fidoalliance.org/passkeypledge/
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