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1. KB, BEERICLIHY /N -ILFERZFIEZEIEEA

1.1. =

2026 £ 8 A 12 H. RIAMN\DRAFIKHEEEZFHRL. REIEZENBUTOEEE T TH//\-IBFRBMICTTHIR
BIY A\ —(RiE RIETES. FAFIEORERZIERUL . REIE . KBFNERUEERBIDRZIHU. 91/0-
Rz F A9 2EILIER M (Cyber-Enabled Transnational Criminal Organizations. I CE-TCO)ZXi5k&
Ule A \-EERREEN I ETEEINO SN %253 . REIEEZBUT EEOWEMN U1 )\ —EEAFIE N THEAHADER
DIAHFBLC, SEOBERES YA\ —HLEENDIENHEVSBERNSEERINTWS,

1.2. BIEO#EHLEIEDER

[(FiH15ER]
NEE ERTZERERGEREE [EERNRYA )\ —HiF FAEIETFEADXIHTEED
D51t (Expanding Capabilities to Combat Transnational Cyber-
Enabled Crime)|
ExwB/ ELE 2026 £ 8 A 12 B/ RFILR- NSO TKERE
TEERDIRIED 2026 4 3 A 6 Bt A#iET 14390 =
BEFK [EZREAEEZ> 49— (National Coordination Center)
R 1 XHEAESOME
(BlEDE=

SOYAIITROASTAVFRER, T4y TR ERTTS CE-TCO ([CLRUA/IN-IELTEN. KEHREPEESLUVERE
PREANOBRELUTLKR TP, REITII-NE T2 EFTIEN +07ERESN TR ol JEDFRN. Xl
EOSRICH? 1. EIRIC, 2025 FECFH(/NN—IBFRICRE T 3185KEEELT 208 ERIVBIKEOHEEES(CLOTIR
EINTHD’ . KBF SR EERVTER, T SOYAIITHREICDVT(E. FBI AOIREMHEILITE 2023 &
BUBE(E 20% L EIBANL TWBH, TNBOBREEBOWERIHD—EPTBERVEIRTEINTVS Y, COTEF, BN
—JEFRFEEDEFTIEELI NS S TIRNEZRL TR,

! 1H#8: The White House [Expanding Capabilities to Combat Transnational Cyber-Enabled Crimel
https://www.whitehouse.gov/presidential-actions/2026/08/expanding-capabilities-to-combat-transnational-cyber-enabled-crime/

2 Hi#: Wiley [Navigating the New Presidential Memorandum on Transnational Cyber Enabled-Crime]
https://www.wiley.law/alert-Navigating-the-New-Presidential-Memorandum-on-Transnational-Cyber-Enabled-Crime

3 Hi88: The White House [Fact Sheet: President Donald J. Trump Expands Capabilities to Combat Transnational
Cyber-Enabled Crime]
https://www.whitehouse.gov/fact-sheets/2026/08/fact-sheet-president-donald-j-trump-expands-capabilities-to-combat-transnational-cyber-enabled-crime/

4 H#8: Homeland Security Committee [Testimony of Cynthia Kaiser (Halcyon Ransomware Research Center)l (on
a joint hearing "Online Scams, Crypto Fraud, and Digital Extortion: An Examination of How Transnational Criminal
Networks Target Americans")

https://homeland.house.gov/wp-content/uploads/2026/04/2026-04-21-BSECIP-Hearing.pdf
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FRBIPEDERASHERITAGIES 14390 ENFHEENTHED’., SEIOEZFZ0STZEMMEL. HIENZE
HEEEUIBOTHS L,

(BIE D#iEdH L EEE )

SEIOFHIZRHECSHTIEREL. 1BHRINEZBENET 21/ -E2R/F#(Cyber Surveillance Operation) |
Ev SAT LA SIS OIFEDLHAEZ IEEBHIET 31\ —%hRVE#k(Cyber Effects Operation)ZEMETES 1,
HHRERBD(E CE-TCO TH, HEETN %, KEBUT - KEA KEDOFIRZHIE I RNE DB EREL TV L
22U, EFREEBIPENSORESHSENNZB R 79— (EROIER - XiB% 132 APT J)L—T% ) IARFIZEDOIISRIC(E
sEnnu .

HIECERARL Y- NEEL., EIEESLVELTZRREEEOEEN T TERINS 1. £t REIE (LR
WEIERZRREPEAMISTZE0TIIAN L 45T AOTTELEEEEBBENOSHZ/EE . EESE EORDIT
EICAHZE USRIV T, BULVEIBRNERIISNTLS L

S (I - TEBFNEREINZEN. RE 100 HRLOREEOFETNRDENS 1, Fle. HEEIADEL
PR TT LIS THENI R B BB TERLS, SINBREEATEHBLEBMFRUBIERLTVS L

(SEDATS1-)V]

HETE. BEH5 60 BURNICHEDERFRECSINEBHSLEMIZLLLTVD 1. SEEISITEOETE
EREDERAH OFHANBAS MR RIAHTHD, HIEOEARNMERSENERINS.

1.3. MIfFENDRERE

(HARFEN 3% R]

KEIEOEAICKD, BUFHERILIITIIEHEL VS EDS Y AV 7 —TOFEERERICH L. RE RO
FOARY - R72ERUHLE FE DILADEIRFSND. $5(C. BRELT 79— DB > IS5 D8 HEF D RREITE
FOMRZERINE AN -IEFREMOEB BB E LTINS I B FHEEZLOIR(CRM TS S EE N
Hdo

Iz, ERDERIAEMEEEINSLT, YA N-ILTRICBIT 2 BRIBIROUNE - HHTHE N DM _EHEAFENS. S5(C,
IR THEIN R EEZSOESRLRBIEZEOSHNCLD. FBEAMTE ROEAHNES BN 5D,

(BESNHERE - i)

AHEE BECEMRTEBECRETS. WDPBI/\wIN\v) 12528260 TI3R EREEL TIBATEENDIY
BHIYA ) —VENA BRI EEBHAADEBRH R 2, 200, SHPEOKEFREN LA AEEEN DD, .
HUNEEEPRS— NPV TR EOSHIHEANERFEN 2 —75 . EENT0ERGKFINRANSERE(CLO T, &K 100 HR
WORIEEFIE PR EER B FASREBLRDFS, TOH. EOLOIBEENERICSEBIELRINE SEA
RENZFHBSMBAPERSECEEINDEHEND TOFERCLOTE SIMEEN—EPORFEELEFO
BAFsEEEERCRSuIEEEHS.

> HBf: The White House FCombating Cybercrime, Fraud, and Predatory Schemes Against American Citizens)

https://www.whitehouse.gov/presidential-actions/2026/03/combating-cybercrime-fraud-and-predatory-schemes-against-american-citizens/

Information Asset Classification: Public Page 5 of 15
ONTT Security Japan All Rights Reserved. 11 September 2026]| Version 1.00

Sensitivity Label: Medium


https://www.whitehouse.gov/presidential-actions/2026/03/combating-cybercrime-fraud-and-predatory-schemes-against-american-citizens/

@ NTT Security

351, EEITEI’MBATOEIR T CIREN YA\ —EE(CSINT LN 5. EIRE EOSEOFRTERINS _EDOEEREN
FURBENNHD. Flo. SHITEOBEFZRENT AN\ O RERAFICLO T, ERPIHRBEDENBEZZ (T3
276iEaNnTL35,

(FRE-O>7EDLEE]

REEOSTICRVTE, BELHAN-ILTFRE#ZEORBTANEROYAN—EBCRIMRL TLEENZBHINRE
ENTVS, PETE. RN REDRE SFEEENEROY A/ —1EiZ STIEL TV\REEN. KEEA (FFEBAT
20)\wh—EEC RIS UL BRI EEFRE U UERPRFZEML TN 8,

O3 77Tld APT JIL—TEDEFRIER YA\ —HEEIHRGEHI CHEEREIN TLB(FN° . EREDBIFENERINZY AN
—EIRBHOBHOIREINTVS. FIZE S>PLITI7HI—T Evil Corp DISEE (G, O 7EFMRL T (FSB)ICHE
RIEREIRET B RRNCEE LOEERETEENS, &2, SO AUT7IIL—T Conti [LOWTE. REFFryh
OFRHICED FSB EOBIENMEIHENTLSY, &5(2, Conti (FRAFELSEI DB REBEE 2 X DR ICAEINT 348
BWEUTCBEINTOEDEINTVS Y, IIX T, BAN—IEFRYIL—T FIN7 (&, E50I00 MEEHEEL, B4/
F T BEEEHTEFIVTA AMORAEB ZIToCVIENERINTHED ¥ SA N\ IETRIEMN BRI
NE(LCLTEENTZBHIEL TSN TS,

KETREINET KENYAN -G HZIRMH I IRBIEFELDIZHIDOIXEE N OIFIECSVT. SUVMEEEEE
HERENZEENHZENS. AFPHEEEEDENMEHICEROOT( FUNBEDPRY— NPy TEENBATRAENS A
UIKWVRABENTORY 18, — 75, ETIIAFREN ST/ NP EF TSSO REBEN (N —EEEZIET 34K

6 Hi#a: TechCrunch [In a first, US will allow some private firms to carry out cyberattacksl

https://techcrunch.com/2026/08/13/in-a-first-us-will-allow-some-private-firms-to-carry-out-cyberattacks/

7 Hi#: U.S. Department of Justice [Justice Department and FBI Seize Platforms Operated and Used by China
State-Sponsored Hackers to Target U.S. Critical Infrastructurel
https://www.justice.gov/opa/pr/justice-department-and-fbi-seize-platforms-operated-and-used-china-state-sponsored-hackers

8 H#: CISA [China Threat Overview and Advisories)
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors/china

° Hi#: CISA [Russia Threat Overview and Advisories)
https://www.cisa.gov/topics/cyber-threats-and-advisories/advanced-persistent-threats/russia

10 ipgs: The Record FEduard Benderskiy: Western authorities link Russian intelligence officer to Evil Corp cybercrime empirel
https://therecord.media/evil-corp-cybercrime-eduard-benderskiy-russian-intelligence

11 4ig8: ProPublica FWhy It's Hard to Sanction Ransomware Groups)
https://www.propublica.org/article/ransomware-russia-ukraine-sanctions-ofac-conti

12 i@l CrimRxiv [Inside the Leak: Exploring the Structure of the Conti Ransomware Group.
https://www.crimrxiv.com/pub/i6n43dnf/release/1
13 He: U.S. Department of Justice [Three Members of Notorious International Cybercrime Group “Fin7” in

Custody for Role in Attacking Over 100 U.S. Companies]
https://www.justice.gov/usao-wdwa/pr/three-members-notorious-international-cybercrime-group-fin7-custody-role-attacking-over
14 Hg8: The Record [FIN7 hacker trialed in Russia gets no prison time]

https://therecord.media/fin7-hacker-trialed-in-russia-gets-no-prison-time

15 wigm: CSIS [The Presidential Memo on Combating Transnational Cybercrime: Implications for Industry and Government
https://www.csis.org/analysis/presidential-memo-combating-transnational-cybercrime-implications-industry-and-government

16 hgn: Atlantic Council FCrash (exploit) and burn: Securing the offensive cyber supply chain to counter China in cyberspacel
https://www.atlanticcouncil.org/in-depth-research-reports/report/crash-exploit-and-burn/
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10, BRROI ABZECANZ TNV CHBIN R REES AR T 2R | (d, IOUMEROBENAFELZ2EL. B
MEEEROIEEZLT, ZERBEROENZEDIADIBVNHEEHFSNSD,

1.4. F&H

AFEE BREEEMIOSEREIMNIP, YA\ -BRUICEISMREZEAL. CE-TCO AOXLEENR LZ2E1E
FHRERESEET I THS, —73C. FIERIRFFRTIAERDOERIRECHD. BEARNRERFHREPSINEERS
DAREFINNSTHD. FEPOS 7 (CHEWTREIEARSERODAN—FBNCRARL TV LIERIIN S, KELRM
BEOBSZHIEN(CAIE T SERRMIETE AR OBRfE(EZEKoTW\5, BARICEVTE. BEEIRIY AN —FA1HIES
A TISHEBNI A\ — P S B ORMEAEBIRCREL TWBIENS Y KETOHIEERDER L. BROEE
DI DFERICHBVTSEFHILLBEIREEN D,

7 s NEEEERYAN—HKIEE [U1/\—3HLEEI B EERVRZMEEACOVWT] (RER)
https://www.cao.go.jp/cybersecurity/pdf/setsumei.pdf
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2. 0373 APT [C&B2H Wi-Fi BHXEI CaptiveCrunchl

2.1. #1E

Y470V INE. O3 T7R0OYA N -IKE )L —TTStorm-2945 | KB I 3 E+v>—> [ CaptiveCrunch | (F+ 7
T4TIZF)DWTIRE U, CaptiveCrunch (3. RFIVPORZBFEERREDNT Wi-Fi IRIBORIIESE (Fv 71T
—AIEEVEBRUYA N\ —EREE THD. SRELBEROTTEOVILIITDERZHS',

B Microsoft | Security  Products  Solutions v  Pricing  Services Partners Why Microsoft Security  Resources More v All Microsoft v Search O Light (%)

(@ Blog home > CaptiveCrunch: Midnight Blizzard targets travelers worldwide for malware delivery and credential theft Search the blog a

CaptiveCrunch: Midnight
Blizzard targets travelers
worldwide for malware delivery
and credential theft

By Microsoft Threat Intelligence

Listen to this post

» 0:00 / 0:00 1X

1 Microsoft @ CaptiveCrunch ®LK—h 18

2.2. CaptiveCrunch [cDWT

CaptiveCrunch (&, 2026 £ 5 BENSH#ERSN TS IMEBE (L. FvTT1IR—FINEBICTIEIS2FBENS
Microsoft 365 DFRaEIBERIFREE b—7>ZEBELIED. V50 RRIBADARIEZ IR, XIVI17Z2ERULIZDT2REL T,
PR IBERDUNE RGN REERICHIF TE R 7V C AR B Z TR T 5. BUT - 9138 - BRI D EF OBSRE 0. BEERIBERICT
D ZAREERTEEERED . BRSUICHER P ERESZRDRE T Wi-Fi [EF I SN ZVFIRENMENEZZSN TS

18

o

18 HE : Microsoft [CaptiveCrunch: Midnight Blizzard targets travelers worldwide for malware delivery and
credential theft]
https://www.microsoft.com/en-us/security/blog/2026/07/31/captivecrunch-midnight-blizzard-targets-travelers-

worldwide-for-malware-delivery-and-credential-theft/
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¥ ¥
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Malicious file download f
ClickFix social engineering +
/ CornFlake RAT \ / ChocoShell PowerShell payload \
-~
. Social engineering lures ‘ Operator-directed capability Defense evasion
ki & fake installer themes o] Remote shell, stage 2 deployment, < [ ! AMS| bypass, anti-sandbox,
-ﬁ Mon-closable progress window config push, agent update/stop @ Defender detection awareness, WinHTTF COM
' ™ '
— Persistence < N Infostealer * Privilege escalation
Registry, scheduled task, A Keylogger, clipboard, screenshots, /J UAC bypass technigues
watchdog camera, audio (SilentCleanup, wsreset, sdclt, Runds)
\ \
- s
Reconnaissance C2 communications o Token theft
System info ECDH encrpyted, TLS/TCR, jittered |4 l; :I Chrome DevTools Protocol bypass, Microsoft 385/
L Security posture collection beaconing, local AP| server Azure AD Token Broker, Chome ABE key, DPAPI, CNG

E

h tolcz

Exfiltration
HTTPS POST to C2

GZip + Base-64 JSON to /t/event /

Browser cookies, passwords, Document exfiltration, USB

b
o
< : . .
L\ A Wi-Fi credentials monitor, extension-based targy

(ﬁ)
Credential theft 5‘ File collection
Q

(9

_L| . . ) (\) Cloud access |,
'| t_? Device code phishing ! Stolen Microsoft 365/Azure AD tokens |"

v

Cloud objectives
; ; '\ SharePoint/QneDrive @o  Downstream social
U i‘ Mailbox collection ] { (1) collection } [ L c+ ] engineering

2 CaptiveCrunch OX%EJI0—(Microsoft DL K—b&D)8

WEEECUTOLOIBRFIETEITEND :
O RTINEOHRNMRET DN Wi-Fi OF v IT T R-FINEBZEBET D, INICLD. H5% Wi-Fi (CIEHUIFIAB
BOBEZIRIETEDIREBLRD.
@ BEUFvIT1IR-4)EEZFT DNS JEE® HTTP @E28EAL. FIBEZIREENEIEIS Web H
1MGEET 3,
@ FEHLODANCEUTOIOSBRKENEITEND :
O 5ol BEREIER
Microsoft 365 REDIEFRY—EXZRIAROT 1> H1 MIFRREN S FIABENRIEIBEREZA D TDE TNS
OIEROBENREREE NI NEGBEREN . RIEVIZRICKIFAENS.
oI 7RG
Windows > Web J39H07y T 57— tF1)71F1v). 2y NI IIEGOBEE 2 RoliAY 1 MiFREN
%0 MAEN D7 ZSF D> 0—-RUIEDINY REEITUD T ZEmMANVIL DI P ICRRERL . B E (LD T7IVES
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© \Verify it's you

Our systems have detected unusual traffic from your computer
network. Please complete the security check to access Google
Search

° Manual Repair Required Verification faed [+

© Additional security check required

Google detected unusual activity and requires manu
verific

© Press uin + X thenpress 1

@ Press ctri + v then Enter . then ves

About this page

Our systems have detected unusual traffic from your computer network_ This
s really you sending the requests, and not a

3 YIIFPEERTTIHYUZ Wi-Fi OFIBEICRFERIER °

. Windows

Working on updates

4 {30 Windows 7vJ’5 — MEiH 18

2.3. REAH(COWNT

CaptiveCrunch ZERUTULAIStorm-2945 (3. O 7 9MEHRIT (SVR)EDBEFZRMNIEEEN 2 Y1 )\ — 5 RiE
[Midnight Blizzard (APT29. Cozy Bear) D FiJIL—TEEN 3. Midnight Blizzard OFESIEHE. O 7
BROZ2RE FOFIR(CE TR - B - BUA - AT EFOIBERINEE THY. CaptiveCrunch HZDLSNEEID
—BeHBNTVS '8,

Midnight Blizzard (C&2IRZESEFIEL T, Ry hNI—IEIEEYINII7[ SolarWinds Orion JOIEARTY T 7 — NIy
JR7EBRAUY TS5/ F1— Y INE % Microsoft BEBSEIZNE LTI MEEDYHE N EITBN 3,

19 1188 : Zscaler [SolarWinds H4/\—I22& (1)
https://www.zscaler.com/jp/resources/security-terms-glossary/what-is-the-solarwinds-cyberattack

20 488 : Reuters [Microsoft says Russian state-sponsored hackers spied on its executives
https://www.reuters.com/technology/cybersecurity/microsoft-says-it-was-hacked-by-russian-state-sponsored-group-2024-01-19/

Information Asset Classification: Public Page 10 of 15
O©NTT Security Japan All Rights Reserved. 11 September 2026]| Version 1.00

Sensitivity Label: Medium


https://www.zscaler.com/jp/resources/security-terms-glossary/what-is-the-solarwinds-cyberattack
https://www.reuters.com/technology/cybersecurity/microsoft-says-it-was-hacked-by-russian-state-sponsored-group-2024-01-19/

® NTT Security

2.4. SASEHII9-IK7IV]

CaptiveCrunch EFreRBREL CEEENTVSIH. RFINFIBEZIBIcHA N\ - SRREBEBEFHFLUVEDTER,
2014 (&, [F—=U17)V 1 (Darkhotel ) EMHINDWMEN IR E SN TLVD. MEHE(FSATILORY NI —-IZBEL.
BASELEERILRE. BEMEBIUAZNCHUTAOYI N I7EHBEE TR RS, XIVIITICRREEERET
[BEIREFENEITO T, BB —EPOREHEE (FIRE B LERE LORBEHZIERL TLE00, EZRL NI TOIRECD
WTIEBARE(CIRDTULVRL,

H—DRTIVFED L ED AN EIZREL TWZDICH U, CaptiveCrunch (MBZEUE Wi-Fi IRIBOFIRE%RLE
FIESUHFEN DD . COLICHE (CIENPHEFACBVTGEVNRASNZED0. WINERTILD Wi-Fi IRIE
EIREORHNEL. ZOFBEOERCHHADRTHIBL TS,

2.5. HESEXIER

CaptiveCrunch AOXIHREL TEREMEER DL, N3t Wi-Fi OFBZEE B ETHD. UNU. HIRWIMNE I TOEETS
([CEDFIRNEE SNBSS, BEZIATVPNRATIRE TSI SRIL(Full Tunnel)E— RIS GUTZ VPN 2,
739 RBIF YT EBETHS SASE ZFIAL. DNS BIEZ2ST N IWIRHZRETIUNEETHD,

BED—EPDH%Z VPN #REETDATUIY NN RIVAERL T L. DNS BIEN A Wi-Fi flld DNS H—/{-AiX 52N 3
ERTEEROTUVBIBENHD., CaptiveCrunch D&S51 DNS IRVE(CLBAY A MOFEE SRV BIEEEN®D S e,
BRI (MFA)ZE AL TVRIZAETH. ROy a0 NI N BRHEEINHEEICE. RIEVITA%ZEFI 0l hE
N5,

TOlz&. MFA (CINZ T, T4yt zEA e, )N\AD— RIKFURVEREES R THD FIDO2 ZEBATBEEDIC,
FEATET I CACE S TP IERA TR DERE 2 ARG (AREE T B ENEE THhd.

2.6. F&d

CaptiveCrunch (3. (EZENEIEEIB TERVARTIPCSEMRFOE =B I7Z2BAL. TETHVD NOEEP
NI 7B IBHRINE IR E T v R -2 Thd. £z, RBHE. REAZBORY ND—I0iHERDH % 1
HHRETDMERBDTF 1T RICEPRFEN DI EEZERHEDCLTVD RTIBEDADFE Wi-Fi BN\ —RHEE
(CEASNZEMRMEE. - IRTIVREOKESHC LD FINSIEREEN TLEN, CaptiveCrunch (3Z0OEBRNIRIE
ELIRENRURITHBEZRD TRUIZ,

SIE NHE Wi-Fi REDINEBRY ND—I%EFEET . [BHEZINTVSAIEEMEN ®D 1LV TPON A MDFTTRICIZ
S ERAKDSND . Flo. WEDERRN Microsoft 365 7HIY MOFREEN—I>REDTAT O TATAEENETEHTH
BREFEEIND 2 NI—IRRTERLT AT T4 T4 ZBHHIOFNHER . FREEIBIRFREE b= W BERENS S
CEAHRELIEEF 1T BR 2 EE TR ENEE THD.

2L g8 : MITRE [Darkhotell
https://attack.mitre.org/groups/G0012/
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3. FEIRI—-I-DN\YI RPEENRULEEHIBURD

3.1. f1E

2026 % 8 A 5 H. XEDt+1U511% VulnCheck (&, FEX—H—0 Zbtlink(EYIFHEIEEEF)HRIEL
EEON—5—(C, BREEEHNS/\WIRT (SMEBHSARIECTIE R 3z DHEH) b“%ﬁafﬁinméwémg%ﬁ%
NFEUI. VuInCheck (C&2E. tHRBPTHIFEINTLS 10 HEU EOEN . AMFEOEE% (3 A 8E N 9322,

3.2. \WI K7 DEIE

VulnCheck (3ZD/\y7 R7%ZENDLESSDOORS |¢8nfa UL, IREFR TRENS TTNSIEIE )/ WFE RN THST
IRARNBEEFERIRSN TRV, BE RS, HBARSS 4RI FELT CVE-2026-66747 HEIDHTSNTL
Do

(En{ED{LiHH]

HABEMROIN—F—TIE NI RPHEERICEREL THD. #) 35 TEIHNEY —/\-LBEL. FERED XA A IP
7 RLZNEHRL TULVE, S5(C, O\ RT (36T Y — /N —DIE HHZAREE I DR EDOY—/-HBXESNTSE
IN> % root #EBRTRITTER(FN . MEEELS DL(FMEBNSINY M RITTERR) 2L B I oHEE AL TUL,

INBOBEI—F—OFIBEICKSNZERATONTED. )\ RT3 HEEE Bk (THEIL TLVE,

Role Endpoint Resolves to Hosting

Primary zbtctl.epplink[.Jnet 47.100.190[.]96 Alibaba Cloud, Shanghai
Primary hardcoded IP A7.107.224[.189 Alibaba Cloud, Shenzhen
Secondary online-string.com 45.32.81[.]152 Wultr

Secondary rbdg4nzqaduil.]Jwikaba[.Jcom 43.248.136[.]125 Jiangsu Dongyun Cloud

5 Zbtlink AX3000 Dual SIM 5G CPE WiFi 6 (B!&: Z8102AX-2DSIM)¢&
TENDLESSDOORS |Di&@{E5%(C2 ¥—/\—)*?

3.3. FEREEHEEZKUIRE

NFTHERBE#SE KO TE, ZREEPYT S/ FI-JURIOE RN SR A BRREZNMEREN TE. 20%<
(&, RANOMESFHE /I R HFE I B EIREME DM, FERSNTARSSIEADI GBI CITHN B DN EVVS TR
VAT 2EDTHOI,

OSUREZOBERO—DIEL T, REICHITDHEEHEERHENETSND. PE TS T ERE BT HEANRES
FRENEBAFISNTHD. RMEEOHSEHEIBFROARICE—EDHIRNRIFENTNZ?, ZOMER, REsFAY

22 4i#: VulnCheck TENDLESSDOORS Is Phoning Home. Pick Up.J
https://www.vulncheck.com/blog/zbt-endlessdoors

3 hRRARSHERLERESNAE [TUAMSRLSEREHMESNNENATDX FHAMEAREDRR SR EHIE)
https://www.cac.gov.cn/2021-07/13/c_1627761607640342.htm
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BIE AP EE(CEIRN AN AICBATMER TEMMLHEHE B TVBIENS., MESSIHIBEIROEIR - AFMIOEZDE
BRI COVTHCREEEIN SR I RSN TER.

2$. 2024 F((F TP-Link JL—45—DMESSMENRERBELT 79— (CLOTERRAIN. KARERRY bRy MORBZE(TF|
FIENTUWVZCENBASINC IR, COFEZT(E, TP-Link (C&2EHIERCHEMATNDBEIRE 2R I B REER
(FFEERENTLRV UNU. REX-D—DOREIRERBEL VY - (CLDEBNCHAENILF, FEREEHESC
U THESRNSTEIEL CU e Z 2 RE E OB S i0 TBRSERHRBLL TRIF IEHANE,

(FEICH T DHE - HROEN ]

KETEEENS Huawei ° ZTE REEIRTEHRE LOEINHIEENEEZKEFBEEZER(FCC)D
Covered List(EREZERE_LDVAINGZEHITENBEMSS - H—EXAD—8)(IBEHL TLVD. CNSDIEENE
B9 2IBEHARICOVTIE, FCC R (BiRAEHER R KENTIRTTI IRCHBLIRDEREE) DFTFRESZ
BRIB2EPT. KE IS TORRFEOEAZNHIL TER,

AU T A FI— N RINDMSEKE SN DOE 2 TEEDSN TS, RETE Huawei ZEURIRIS—ELAIE
113, 5G FYRI—INBOHERREESD TWEY . —75. BATIHFERELISE I AR TEIE BIFFRECHVTR
Y —E2OURTEHMEEITIZE TRIGL TS,

3.4. FBROEMY

Zbtlink BJL—4—(THAHHAEN T/ W RFICONT VulnCheck (3. B7335%5T EORBETIIAK, BRIN (RS
NIZATREEN SV EEHEIL TL\2. RBBEKICHMEIN S DEMRIRIFEFIHEL I SIEENHAMA TN TLZLENBMT, K
RO IERRASAILEIEEZEICL TV,

3.5. &

ARFBRF, BEHIROURIN, MESSHEADM ISP ERM R THHRRENBV IR B D L2 RUIEAITH
D, INFTEMINTEELET - RIERPE(CER I BURAIN BRI RICEEFSTIREDERELV TREELLISSIEZ
RUTZ. EBIC, BEHERDERMERERMEOTFIUT IR TR, HE5t- BE- a2 U0 T3 FI1— V2RI

24 @ Select Committee on the CCP [Letter to Commerce on Call for Investigation into Chinese Wi-Fi Routers in
U.S. Vulnerable to CCP Hacking & Data Harvesting
https://chinaselectcommittee.house.gov/media/letters/letter-commerce-call-investigation-chinese-wi-fi-routers-

us-vulnerable-ccp-hacking
25 488 Federal Communications Commission [Prohibition on Authorization of “Covered” Equipment)
https://www.fcc.gov/laboratory-division/equipment-authorization-approval-guide/equipment-authorization-system

26 g8 Federal Communications Commission [List of Equipment and Services Covered By Section 2 of The Secure
Networks ActlJ
https://www.fcc.gov/supplychain/coveredlist

27 4i#: GOV.UK [Huawei legal notices issued)
https://www.gov.uk/government/news/huawei-legal-notices-issued

28 e ERUANRIEE (1T FECRIEOMRE X EEOFES S RUTEFFCREIIREETECOVT]
https://www.cyber.go.jp/pdf/council/cs/dai21/21shiryou05.pdf
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MRIF I BLZND TS E L. T3 RamOBEEEMASICI TR, HHaTOERMEPRTE - RTAH 2D T
IR INFTULICEEICRBEEZBND.
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REFHA

AEEFEOAF. IEETHILCEREZRLTHENFIN . AFZRILEIHDED T RSB0 ACERL THRE
UTRWDRBHEE BRIODOVTHHELERADOTIERIZE, SEBAIGREPAB DR, TOMItEREE. HREL
BOEFBIENDIHE[E. SFHCIN T LI TITERIE,

[BEVWSDE%E]

NTT 171 - Sv/ RS
JOJ1y2aFIB—EXER OSINT EZAUSIF—LA
X=)L7RLR: nsj-ps-osintmonitoring@security.ntt
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