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(FHR) (THR) (LHR) @)
$1,170 18,120 $25,450 $35,730 $555,660
$3,110 $52,260 $67,480 $87,140 $1,461,730
38,280 $143,360 $178,960 $223,400 $3,866,400
$21,900 $366,500 $474,600 $614,600 $10,283,200
$57,600 $892,400 | $1,258670 | $1,775350 | $27,500,090
$150,700 | $2,125900 | $3,338020 | $5241,300 | $73,943,950
$392,000 | $5016,200 | $8,852,540 | $15622,700 | $199,895,100
1,000 : 10125H (= $67,480 * 150F/%)
10,000 . 268415 (= $178,960 * 150f1/%)
100,000% : 71195HMH (= $474,600 * 150F/%)
1,000,000% : 1.88EMH (= $1,258,670 * 150F3/%)
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stuxnet targeted Iran's nuclear facilities

- Features

- Damage (Nov. 2010)

only target specific system (PLC of Siemens SIMATIC WinCC)
ability to tamper with monitor screens and warning signs
uses zero day vulnerabilities

update via C2 or P2P communication

worm virus (replicates itself and conceal its existence)

8,400 centrifuges stopped
1,000 centrifuges were broken
suspension of uranium enrichment
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The centrifuge is an
essential machine for
uranium enrichment activities
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Iranian President Mahmoud Ahmadinejad during a tour of centrifuges at Natanz in 2008.

OFFICE OF THE PRESIDENCY OF THE ISLAMIC REPUBLIC OF IRAN
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stuxnet: infection process

some terminals of affiliated
companies were infected
by attacker

staffs from affiliated

. . . companies connect computers
C2 affiliated companies nuclear facility I:o the LAN or serv erz

H

1

|

i Information
! system

H

1

<, servers

V

USB Flush  °y
terminal A s terminal B

Industrial

crossing the air gap
using USB flush

Control System ﬁ
! EWS

USB Flush

attacker

|r! PLC /

i

source: IPA https//www.ipa.go.jp/files/00008070 | .pdf

frequency takeover control _system
converter and destruction

centrifuge

PLC : Programable Logic Controler
EWS : Engineering Work Station
33 SCADA: Supervisory Control and Data Acquisition
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1. Ri18(Laziness). 2. f#X(Impatience). 3. #iE(Hubris)

[1. 28]
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1. LAZINESS
The quality that makes you go to great effort to reduce overall energy expenditure. It makes you write labor-saving programs that other people will find useful, and
document what you wrote so you don't have to answer so many questions about it. Hence, the first great virtue of a programmer. (Larry Wall)
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Internet culture

be conservative in what you do,
be liberal in what you accept from others

We reject: kings, presidents and voting.
We believe in: rough consensus and running code.

David D. Clark
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